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FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED

(U) With respect to unminimized information the National Counterterrorism Center
(NCTC) receives from the National Security Agency (NSA) or the Federal Bureau of
Investigation (FBI) that is acquired pursuant to section 702 of the Foreign Intelligence
Surveillance Act of 1978, es amended (FISA or “the Act”), NCTC will follow the following
minimization procedures;

(U) In addition, Section E of these procedures applies to minimized mformatmn NCTC
receives from FBI’s general indices.

A. (U) GENERAL PROVISIONS

. (U) Tnaccordance with 50 U.S.C. §§ 1801(h), 1821(4), and 1881a(c)(1)(A), these NCTC
minimization procedures govern the retention, processing, and dissemination of oo
information acquired by targeting non-United States persons reasonably believed to be
located outside the United States pursuant to section 702 of FISA, 50 US.C. § 1881a.
The Attorney General, in consultation with the Director of National Intelligence (DNI),
has adopted these procedures after concluding that they meet the definition of
minimization procedures under 50 U.S.C. §§ 1801(h) and 1821(4), because they are
specific procedures that are reasonably designed in light of the purpose and technique of
the particular surveillance or physical search to rminimize the retention, and prohibit the
dissemination, of nonpublicly available information conceming unconsenting United
States persons consistent with the need of the United States to obtain, produce, and
disseminate foreign intelligence information and otherwise comport with the statutory
definition of minimization procedures. In accordance with 50 U.S.C. § 3024(£)(6), the
DNI has provided assistance to the Attomey General with respect to the dissemination
procedures set forth herein so that section 702-acquired information may be used
efficiently and effectively for foreign intelligence purposes.

2. (U) No information acquired pursuant to section 702 may be used or disclosed by NCTC
personnel except for lewful purposes. Information acquired pursuant to section 702
concerning United States persons may be used and disciosed by NCTC personnel without
the consent of such United States persons only in accordance with these minimization
procedures. These procedures do not apply to publicly available information concerning
United States persons, and do not apply to information that is acquired, retained, or
disseminated with a United States person’s consent. Except for the provisions set forth
below regarding attorney-client communications, the use of section 702-acquired
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information in proceedings in the United States and foreign countries, the disclosure of
raw section 702-acquired information, and the use of caveats and other markings on
section 702-acquired or section 702-derived information, these procedures do not apply
to information solely concerning non-United States persons.

(U) Definitions. These procedures adopt all definitions set forth in sections 101 and 701
of the Act, including those for the terms ““foreign intelligence information,” “United
States person,” and “Attorney General.” In addition, as used herein:

a. (U) “metadata” means dialing, routing, addressing, or signaling information
associated with a communication, but does not include information conceming the
substance, purport, or meaning of the communication.

b. (U} “NCTC personnel” means (i) individuals directly employed by NCTC, (i1}
individuals detailed to NCTC from other departments or agencies who work under
NCTC management and supervision in a manner substantially the same as individuals
directly employed by NCTC, and (1ii) contractors working under NCTC management
and supervision who are authorized to perform services in support of NCTC on FISA-
related matters.

¢. (U)“nonpublicly available information” means information that a member of the
public could not obtain on request, by research in information generally available o
the publie, or by casual observation.

d. (U)“raw” information is section 702-acquired information that (i) is in the same or
substantially the same format as when NSA or FBI acquired it, or (ii) has been
processed only as necessary to render it into a form in which it can be evaluated to
determine whether it reasonably appears to be foreign intelligence information or to
be necessary to understand foreign intelligence information or assess its importance.

e. (U) “review” of section 702-acquired information occurs when NCTC personnel
actually accesses information.

f. (U)*“technical database” means a data repository conlaining information retained for
syslem performance, compliance, or an emergency dala backup. A technical database
is not accessible by personnel engaged in intelligence analysis.

g. (U)“United States person identity” means (1) the name, unique title, or address of a
United States person, or (2) cther personal identifiers of a2 United States person when
appearing in the context of activities conducted by that person or activities conducted
by others that are related to that person. A reference to a product by brand name or
manufacturer’s name, or the us¢ of a name in a descriptive sense, e.g., “Monroe
Doctrine,” is not a United States person identity.
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c. (U) Political activities of United States persons, including discussions with Members
of Congress and their staff, and other elected officials;

d. (U) Activities of United States persons involving the press and other media;
e. (U) Sexual and other highly personal activities of United States persons;

f. (U) Medical, psychiatric, or psychotherapeutic activities of United States persons;
and

g. (U) Matters pertaining to United States person minor children, including student
requests for information to aid in academic endeavors.

(U) Privileged Communications. NCTC may receive unminimized communications,
acquired pursuant to section 702 of FISA, to which an attorney is a party. These
provisions address the retention, dissemination, and use of information in such
communications and apply when NCTC personnel processing a communication acquired
pursuant to section 702 of FISA determine (based on the information in the
communication or other information of which the NCTC processing personnel are aware)
that the communication is between an attorney {(or any person who, based on the
information in the communication, appears clearly to be communicating on behalf of an
attorney, such as a paralegal or administrative assistant) and a client.

a. (U) After discovering such a communication, if NCTC personnel processing a
communication make an affirmative determination that the communication does not
contain foreign intelligence information or evidence of a crime, the communication
must be destroyed irrespective of whether the communication contains information
protected by the attorney-client privilege.

b. (U) If NCTC personnel processing such a communication determine that the
communication appears to contain foreign intelligence information or evidence of a
crime, the personnel processing the communication must bring the communication to
the attention of the office of NCTC Legal Counsel for action as set forth below.,

c. S HS-Privileged Communications Pertaining to a Criminal Charge in the United

States.

If the
communication contains privileged information pertaining to a criminal charge in the
United States, the communication shall be segregated.

.




dlssemmatlon of attorney-
chent prmle ged information of the type described in subparagraphs (c) and (¢) above
outstde NCTC shall be limited to the greatest extent practicable, accompanied by
appropriate handling controls, and shall include language advising recipients (1) that
the report contains information obtained from communications that may be subject to
the attomey-client privilege, (2) that use of the information is provided for
intelligence purposes only and may not be used in any trial, hearing, or other
proceeding absent express approval by the Attorney General, and (3) that further

dissemination is prohibited absent express approval of the Assistant Attorney General
for National Security or his or her designee.




NCTC shall keep a record of all
disseminations outside NCTC of attorney-client privileged information of the type
described in subparagraphs {c) and {(e) above.

D. (U) DISSEMINATION AND DISCLOSURE

1. (U) Nothing in these procedures authorizes the dissemination of non-publicly available
information that identifies any United States person without such person’s consent
unless: (1) such person’s identity is necessary to understand foreign intelligence
information or assess its importance; (2) the information is foreign intelligence
information as defined in 50 U.S.C. § 1801(e)(1); or (3) the information is evidence of a
crime which has been, is being, or is about to be committed and that is to be disseminated

for law enforcement purposes,

(U) NCTC may disseminate to federal, state, local, territorial, or tribal agencies or
officials with responsibilities relating to national security that require access to foreign
intelligence information any nonpublicly available information conceming an
unconsenting United States person that reasonably appears to be foreign intelligence
information, necessary to understand foreign intelligence information, or necessary to
assess the importance of foreign intelligence information, if the United States person
identity is deleted or otherwise sanitized to prevent the search, retrieval, or review of the
identifying information. A generic term may be substituted which does not identify the
United States person in the context of the data. If the information cannot be sanitized in
such a manner because such person’s identity is necessary to understand foreign
intelligence information or assess its importance, NCTC may disseminate that identity.
NCTC may only disclose section 702-acquired or section 702-derived information
received from NSA or FBI in raw form as provided herein.

2. (U) Information that is evidence of a crime that has been, is being, or is about to be
committed, but is not foreign intelligence information, may only be retained and
disseminated for law enforcement purposes.

3. (U) Dissemination to Foreign Governments: NCTC may disseminate to officials of
foreign governments section 702-acquired information concerning United States persons
that reasonably appears to be foreign intelligence infortnation, is necessary to understand
foreign intelligence information or assess its importance, or is evidence of a crime being
disseminated for a law enforcement purpose, either if the Attomey General approves the
dissemination or subject to the following procedures and consistent with Department of

Justice guidance:
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CTC shall undertake reasonable steps
to ensure that the disseminated information will be used in a manner consistent with
United States law, including Executive Order No. 12333 (as amended) and applicable
federal criminal statutes.

4. (U) In addition to disseminations otherwise permitted by these procedures, NCTC may
disclose to FBI, CIA, and/or NSA raw section 702-acquired information, provided that
the receiving agency handle such raw information in accordance with FISC-approved
minimization and querying procedures applicable to that agency. All disclosures of raw
information under this paragraph shall be conducted in a manner that clearly indicates to
the receiving agency or agencies that the disclosed information s raw section 702-
acquired information.

5. (U) Procedures for Technical or Linguistic Assistance. NCTC may receive
information or communications that, because of their technical or linguistic content, may
require further analysis by other federal agencies (collectively, “assisting federal
agencies’) to assist NCTC in determining their meaning or significance. Consistent with
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the other provisions of these procedures, NCTC is authorized to disclose raw section 702-
acquired information to assisting federal agencies for further processing and analysis.
The following restrictions apply with respect to any materials so disseminated:

a. (U) Disclosure to assisting federal agencies will be solely for translation or analysis
of such information or communications. Assisting federal agencies will make no use
of any information or any communication of or conceming any person except to
provide technical or linguistic assistance to NCTC.,

b. (U) Disclosure will be only to those personnel within assisting federal agencies
involved in the translation or analysis of such information or communications. The
number of such personnel shall be restricted to the extent reasonably feasible. There
shall be no further disclosure of this raw data within assisting federal agencies.

c. (U) Assisting federal agencies shall make no permanent agency record of
information or communications of or concerning any person referred to in section
702-acquired information disclosed by NCTC to assisting federal agencies, provided
that assisting federal agencies may maintain such temporary records as are necessary
to enable them to assist NCTC with the translation or analysis of such information.
Records maintained by assisting federal agencies for this purpose may not be
disclosed within the assisting federal agency, except to personnel involved in
providing technical assistance to NCTC.

d. (U) Upon the conclusion of such technical assistance to NCTC, all copies in any
form of the section 702-acquired information will either be retumed to NCTC or be
destroyed, with an accounting of such destruction made to NCTC.

e. {U) Any information that assisting federal agencies provide to NCTC as a result of
such technical assistance may be disseminated by NCTC in accordance with the
applicable minimization procedures.

6. (U) Caveats.

a. (U) Disseminations pursuant to paragraphs D(1) or (2) by NCTC of section 702-
acquired or -derived information to federal, state, local, territorial, or tribal agencies
or officials of or within the United States will bear a legend indicating, in substance,
that: (i) the dissemination includes FISA-acquired or FISA-dentved information; (ii)
the information, and any information derived therefrom, may only be used in, or in
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