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(U)swavi> PROCEDURES USED BY THE FEDERAL BUREAU OF INVESTm.Eitde U‘JL T
FOR TARGETING NON-UNITED STATES PERSONS REASONABLY BELIEVED TO
BE LOCATED OUTSIDE THE UNITED STATES TO ACQUIRE FOREIGN
INTELLIGENCE INFORMATION CONCERNING THE INTERNATIONAL
PRODUCTION, DISTRIBUTION, OR FINANCING OF CERTAIN ILLICIT DRUGS
PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT OF 1978, AS AMENDED

=637F Although the Federal Bureau of Investigation (FBI) will not acquire information for its
own operational or analytic purposes pursuant to any DNI/AG 702(h) certification entitled “In
the Matter o

the FBI may acquire foreign intelligence
information on behalf of the National Security Agency (NSA}
or otherwise provide technical assistance to the NSA, in accordance with these
procedures. These procedures address: (1) the process the FBI will use in acquiring foreign
intelligence information, in the form o by targeting electronic
communications accounts/addresses/identifiers designated by NSA ("Designated Accounts™) as
being used by non-United States persons reasonably believed to be located outside the United
States, (I1) the FBI's documentation of that process, and (I1I) compliance and oversight.

I. (U) DETERMINATION OF WHETHER A PERSON IS REASONABLY BELIEVED
TO BE LOCATED OUTSIDE THE UNITED STATES AND NOT A UNITED
STATES PERSON

i

adopted by the Attomey General, in consultation with the Director of National
Intelligence, pursuant to subsection 702(d) of the Act, for determining that the user of the
Designated Account is a person reasonably believed to be located outside the United
States and is not a United States person. NSA will also be responsible for determining
that a significant purpose of the acquisition is to obtain foreign intelligence information.
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2. &7 NSA will provide the FBI with identifying information of any Designated
Account [N, / dditionally,
NSA will provide identifying information for the user of the Designated Account
obtained or identified by the NSA through application of its targeting procedures and
determined to be reliable, including (1)

and (2) additional identifying

information of the user of the Designated Account, to the extent that NSA assesses it
would be useful to FBI for purposes of application of these procedures.>* NSA will
provide this information prior to FBI's decision whether to approve the request. NSA
must also provide the FBI with an explanation of NSA's conclusion that the user of the
Designated Account is a person reasonably believed to be located outside the United
States and its determination regarding the non-United States person status of the user.
NSA will also represent that a significant purpose

is to obtain foreign intelligence information and that the purpose of such
acquisition is not to intentionally target a particular, known person reasonably believed to
be in the United States.

3. (U) The FBI, in consultation with NSA, will review and evaluate the sufficiency of: (a)
NSA's explanation for its reasonable belief that the user of the Designated Account is
located outside of the United States; and (b) information provided by NSA concerning
the Designated Account user's non-United States person status.

4. 8P In the ordinary course of determining whether to ||| NG

2 (55 Should NSA provide to the FBI additional identifying information of the user of the Designated Account,
the FBI will consider such additional information

w
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e. {SHNF Under exigent circumstances, involving the potential loss of significant
foreign intelligence information, the FBI may approve the acquisition of |l

B o the Designated Account, if such approval is otherwise in
accordance with these procedures, if either of the following is true: (1) the FBI is

g. €% In order to protect against an immediate threat to human life or property, the
FBI may immediately a Designated Account
without first (a) reviewing and cvaluating the sufficiency of cither NSA's explanation
for its reasonable belief that the user of the Designated Account is located outside of
the United States, or information provided by NSA concerning the Designated
Account user's non-United States person status, as otherwise required by paragraph 3

above, or (b)

it will review and evaluate the

information provided by NSA, as required by paragraph 3, and ||| G
required by paragraph 4, at the first available opportunity, but no later than the next
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business day after [ GGG ; :rrroved by the FBL. The
FBI shall promptly report this departure to NSD and ODNI, and NSD shall notify the
Foreign Intelligence Surveillance Court (FISC) promptly of such activity.

5. SAHS- Unless the FBI locates information indicating that the user of the Designated
Account is a United States person or is located inside of the United States, the FBI will

&# The FBI will convey the | | I :d rclated

it receives from the electronic communication service provider to NSA in

|

the user of the Designated Account is reasonably believed to be located outside the
United States. The FBI may also convey

' CIA in unminimized form
without performing any further processes or procedures to ensure that the user of the

Designated Account is reasonably believed to be located outside the United States. The
FBI will not convey

to the National Counterterrorism Center (NCTC). NSA

and CIA will process any
received from the FBI pursuant to these procedures in accordance with minimization and
querying procedures adopted by the Attorney General, in consultation with the Director
of National Intelligence, pursuant to subsections 702(e) and 702(f)(1) of the Act,
respectively. All such communications | acquired by the
FBI pursuant to a section 702 certification entitled “In the Matter o

will be processed and retained in accordance with FBI
minimization and querying procedures adopted by the Attorney General, in consultation
with the Director of National Intelligence, pursuant to subscctions 702(¢) and 702(f)(1) of
the Act, respectively.

&+ [f NSA analysis

indicates that a user of a Designated
Account from which pursuant to these
procedures is actually located within the United States or is a United States person, NSA

will promptly advise |
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8. &t If the FBI |G (' Dcsignated Account is not

appropriate for tasking under section 702 (i.e., because the user of the Designated
Account is a United States person and/or is located inside of the United States), the FBI
will inform NSA without delay, and the FBI will not

unless and until the FBI
dctermines that the Designated Account is in fact appropriate for tasking under section
702.

9. &#NB [n addition, the FBI will take appropriate action, which may include the

determined that the Designated Account is not appropriate for tasking under the
certification, NSA will be responsible for notifying the Department of Justice (DOJ) and

the Office of the Director of National Intelligence (ODNI) |
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11. (U} United States person means a United States person as defined in the Act. The
following guidelines apply in determining whether a person whose status is unknown is
a United States person:

a. (U) A person known to be located in the United States will be presumed to be a
United States person unless identified as an alien who has not been admitted for
permanent residence or the circumstances otherwise give rise to a reasonable
belief that such person is not a United States person.

b. (U) A person known to be located outside the United States or whose location is
not known will be presumed to be a non-United States person unless such person
is identified as a United States person or the circumstances otherwise give rise to
areasonable belief that such person is a United States person.

¢. (U) A person known to have been at any time an alien admitted for lawful
permanent residence will be presumed to be a United States person, unless a
determination that such person is no longer a United States person is made (a) in
consuliation with the FBI Office of General Counsel after obtaining a copy of
either an order revoking that person’s United States person status issued by a U.S.
federal court or a properly executed and filed United States Citizenship and
Immigration Services Form 1-407 (Record of Abandonment of Lawful Permanent
Resident Status), or (b) in consultation with the FBI Office of General Counsel
and NSD. A person known to have been at any time a citizen of the United States
will be presumed to be a United States person, unless a determination that such
person is no longer a United States person is made in consultation with the FBI
Office of General Counsel and NSD. 2

d. (U) An unincorporated association whose headquarters or primary office is
located outside the United Staies is presumed not to be a United States person
unless the circumstances otherwise give rise to a reasonable belief that a
substantial number of its members are citizens of the United States or aliens
lawfully admitted for permanent residence.

II. (V) DOCUMENTATION

12. (U) The FBI will ensure the retention of information it receives from NSA concerning
the non-United States person status of the user of the Designated Account and the factual
basis for NSA's determination that the user of the Designated Account is reasonably
believed to be located outside the United States in accordance with the National Archives

12 (82 For oses of these procedures, the FBI can conclude that a person is a non-United States person
and that the person is not

curtently a United States person. Such written confirmation must represent that the necessary consultation(s)
required under this paragraph have been completed and must include the underlying documentation relied upon
during those consultations to conclude that the person is not a United States person.
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and Records Administration (NARA) and, as appropriate, the FBI's Records Management
Division and/or Security Division standards, policies, and guidelines.

13.

IIL. (U) COMPLIANCE AND OVERSIGHT

14, (S#™F) The FBI will develop and dcliver training regarding the applicable procedures to

ensure that all personnel responsible q
under these procedures understand their responsibilities with respect to

The FBI has established processes for determining

and related
are accessible only to those who are authonzed an
proper training.

15. (U) The FBI Office of Internal Auditing will conduct oversight of the FBI's exercise of
these procedures. This oversight will include periodic reviews by FBI Office of Internal
Auditing personnel to evaluate the implementation of the procedures and the training
given to relevant personnel. Such reviews will occur at least once every two calendar
years.

16. (U) DOJ and ODNI will conduct oversight of the FBI's exercise of the authority under
section 702 of the Act, which will include periodic reviews by DOJ and ODNI personnel
to evaluate the implementation of these procedures. Such reviews will occur at least once
every sixty days.

17. (U) The FBI will report to DOJ through the Deputy Assistant Attorney General in the
Nationa! Security Division with responsibility for intelligence operations and oversight,
to the ODNI Office of General Counsel, and to the ODNI Office of Civil Liberties,
Privacy, and Transparency any incidents of noncompliance with these procedures by FBI
personnel within five business days of learning of the incident.
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Date MATTHEW G. OLSEN
Assistant Attorney General for National Security
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