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)
IN RE DNI/AG 702(h) CERTIFICATION 2024-D ) Docket No. 702(j)-24-04
) UNDER SEAL

MEMORANDUM OPINION AND ORDER

This matter is before the Foreign Intelligence Surveillance Court (“FISC” or “Court”) on
the Government’s Ex Parte Submission of Amendments to Certification 2024-D and Related
Procedures, and Request for an Order Approving such Amended Certification and Procedures,
which was filed under seal pursuant to Section 702(j)(1)(C) of the Foreign Intelligence
Surveillance Act of 1978, as amended (“FISA”),! on March 21, 2025 (“Amended Submission”).
Through that filing, the government seeks approval of an amended certification, and amended
minimization procedures and amended querying procedures for both the National Security Agency
(“NSA”) and the Central Intelligence Agency (“CIA”). The amended procedures reflect changes
intended to correct deficiencies the Court identified in its February 20, 2025 Memorandum
Opinion and Order, Docket No. 702(j)-24-04 at 37-40, 62-65 (Feb. 20, 2025) (“February 2025
Opinion” or “Mem. Op.”), concerning procedures included in the Government’s Ex Parte

Submission of Certification and Related Procedures, and Request for Order Approving Such

!'Section 702 of FISA is codified at 50 U.S.C. § 1881a and referred to herein as “Section 702.”
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Certification and Procedures filed on December 16, 2024 (“Certification D Submission”).2 For the
reasons stated below, the Court concludes that the government has adequately corrected the

deficiencies identified in the February 2025 Opinion, and the request for approval is granted.

I BACKGROUND

As noted above, on December 16, 2024, the government filed the Certification D
Submission through which it sought to acquire “foreign intelligence information” concerning the
international production, distribution, and financing of illicit opioids, (|| GGG
cocaine or precursors thereof. After appointing amici curiae, entertaining legal briefs, holding a
hearing, and carefully examining the entire record, the Court found that all of the statutory
requirements were met; except, due to several factors which set Certification D apart from
Section 702 certifications the Court previously approved, the procedures did not satisfy the
requirements of Section 702(e) and the Fourth Amendment. Specifically, the Court found that the
NSA minimization procedures, NSA querying procedures, CIA minimization procedures and CIA
querying procedures were deficient insofar as they did not adequately account for the higher
necessity standard in FISA’s definition of “foreign intelligence information,” see 50 U.S.C.
§ 1801(e), as it concerns U.S. persons. See Mem. Op. at 65. The Court directed the government
either to correct the deficiency within 30 days of the date of the Order, or not to begin
implementation of Certification D. Order, Docket No. 702(j)-24-04 at 2 (Feb. 20, 2025). The
government has elected to correct the deficiencies by submitting amended procedures which are

now before the Court.

? The government also seeks approval of previously submitted targeting procedures for the FBI and NSA,
and minimization and querying procedures for the FBI filed in connection with the original Certification D
Submission. See infra note 5.

—TFOP-SECRET/SHHES HESPNOFORNFISA
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II. STATUTORY STANDARDS FOR JUDICIAL REVIEW UNDER SECTION 702

The government filed the Amended Submission pursuant to Section 702(j)(1)(C), which
states, “[t]he Court shall review any amendment under this subparagraph under the procedures set
forth in this subsection.” 50 U.S.C. § 1881a(j)(1)(C). The Court applies the same judicial review
provisions applicable to its review of the original Certification D Submission. See Mem. Op. at
9-10. Again, the Court’s review consists of the following:

e reviewing the certification “to determine whether the certification contains all the required
elements,” 50 U.S.C. § 1881a(j)(2)(A);

e reviewing the targeting procedures to “assess whether the procedures are reasonably
designed to—(i) ensure that an acquisition authorized under subsection (a) is limited to
targeting persons reasonably believed to be located outside the United States; and
(ii) prevent the intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United
States,” 50 U.S.C. § 1881a(j)(2)(B); reviewing the minimization procedures “to assess
whether such procedures meet the definition of minimization procedures under section
1801(h) of this title or section 1821(4) of this title, as appropriate,” 50 U.S.C.
§ 1881a(j)(2)(C); and reviewing the querying procedures “to assess whether such
procedures comply with the requirements” of the subsection under which they are adopted,
50 U.S.C. § 1881a(j)(2)(D); and

e confirming that the targeting, minimization, and querying procedures “adopted in
accordance with subsections (d), (¢), and (f)(1) are consistent with the requirements of

those subsections and with the fourth amendment to the Constitution of the United States.”
50 U.S.C. § 1881a(3(3)(A).

If the Court finds that the procedures satisfy all of these requirements, then the Court “shall
enter an order approving the certification and the use . . . of the procedures for the acquisition,”
50 U.S.C. § 1881a(j)(3)(A), and “shall provide, simultaneously with the order, for the record a

written statement of the reasons for the order.” 50 U.S.C. § 1881a(j)(3)(C).

III. WHETHER THE AMENDED CERTIFICATION CONTAINS ALL OF THE
REQUIRED ELEMENTS

Like the original certification, the Amendment to DNI/AG 702(h) Certification 2024-D

(“Amended Certification D”) was executed under oath by the Attorney General (AG) and the

FOP-SECRETSHHECSAECSTNOFORNTFIS A
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Director of National Intelligence (DNI), as required by Section 702(h)(1)(A). See Am. Cert. D at
5-6.> Amended Certification D also includes all the attestations required by Section 702(h)(2)(A),
Am. Cert. D at 1-3, and targeting and minimization procedures adopted in accordance with Section
702(d) and (e), respectively, as required by Section 702(h)(2)(B). See Am. Cert. D at 1-2; NSA
Targeting Proc. (Ex. A); Am. NSA Minimization Proc. (Ex. B); FBI Targeting Proc. (Ex. C); FBI
Minimization Proc. (Ex. D); Am. CIA Minimization Proc. (Ex. E). Further, the AG and DNI have
adopted the querying procedures as required by Section 702(f)(1), Am. Cert. D at 2; Am. NSA
Querying Proc. (Ex. H); FBI Querying Proc. (Ex.I); Am. CIA Querying Proc. (Ex.J); and
Amended Certification D is supported by affidavits of the Directors of NSA, CIA, and FBI, in
accordance with Section 702(h)(2)(C). See Am. DirNSA Aff.; Am. CIA Dir. Aff.; FBI Dir. Aff.
Finally, Amended Certification D provides, as the effective date, “the date upon which the FISC
issues an order approving [Amended Certification D].” Am. Cert. D at 4. The Court therefore finds

that Amended Certification D contains the required statutory elements.*

3 The government advises that it inadvertently omitted the word
in the DirNSA

Affidavit. Gov’t Mem. at 11-13. Since this modification does not affect the validity of Amended
Certification D under Section 702(h), the Court discusses that modification below in the context in which
it was discussed in the February 2025 Opinion. See Mem. Op. at 23-24, Amended Certification D also
contains a new footnote concernin which the government advises was also
inadvertently omitted. Gov’t Mem. at 13. The additional footnote raises no concerns.

* As was the case with the original certification, the statement described in Section 702(h)(2)(E) is not
required because there was no “exigent circumstances” determination under Section 702(c)(2).

—+oPSEEREHSHHESAHES PN FORMN T A—
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IV. WHETHER THE AMENDED MINIMIZATION AND AMENDED QUERYING
PROCEDURES ARE CONSISTENT WITH THE STATUTORY REQUIREMENTS
AND THE FOURTH AMENDMENT

The Court must review the procedures for compliance with the statutory requirements and
the Fourth Amendment.> As noted above, the amended minimization procedures and amended
querying procedures reflect the government’s efforts to remedy the deficiencies identified in the
February 2025 Opinion. Accordingly, this analysis begins with a summary of the concerns

underlying the deficiency finding.

A. The Deficiency Finding

As stated above, one component of the Court’s statutorily mandated review is “to assess
whether [the] procedures meet the definition of minimization procedures under section 1801(h) of
this title or section 1821(4) of this title, as appropriate.” 50 U.S.C. § 1881a(j)(2)(C). The definition
of “minimization procedures” requires, in pertinent part:

(1) specific procedures . . . that are reasonably designed in light of the purpose and
technique of the particular surveillance, to minimize the acquisition and retention,
and prohibit the dissemination, of nonpublicly available information concerning
unconsenting United States persons consistent with the need of the United States to
obtain, produce, and disseminate foreign intelligence information;

(2) procedures that require that nonpublicly available information, which is not
foreign intelligence information, as defined in [S0 U.S.C. § 1801(e)(1)], shall not
be disseminated in a manner that identifies any United States person, without such

’ In the February 2025 Opinion, the Court found that the targeting procedures are consistent with the
requirements of Section 702(d) and the Fourth Amendment, and the FBI minimization and querying
procedures are consistent with the requirements of Sections 702(e) and 702(f), respectively, and the Fourth
Amendment. Mem. Op. at 13-15, 41-42, 64. Because the Amended Submission makes no changes to those
procedures, the Court renews those findings without further discussion.

The Court also found that each agency’s querying procedures are consistent with the requirements of
Section 702(f) and, insofar as such procedures concern the requirements of Section 702(f), are consistent
with the Fourth Amendment. Id. at 40-44, 65. Because the changes to the querying procedures do not affect
the provisions pertinent to those requirements, the Court also renews that finding without further discussion.

—FOP-SEEREFFSHATESAHES TP NOTFORNTISA
5

Authorized for public release on: August 19, 2025 2024 Section 702 Certification D Memorandum Opinion Apr. 09, 2025



Document re: Section 702 Certification D Authorized for Public Release by ODNI

FOr-SEERET/STAHCSHCSTTP/NOFORNTFIS A

person’s consent, unless such person’s identity is necessary to understand foreign
intelligence information or assess its importance; [and]

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the retention
and dissemination of information that is evidence of a crime which has been, is
being, or is about to be committed and that is to be retained or disseminated for law
enforcement purposes [. . .].

50 U.S.C. § 1801(h). See also § 1821(4).5

The breadth and nature of Certification D’s target set caused the Court to question whether
the proposed procedures, which were in line with procedures the Court had previously approved
in connection with other Section 702 certifications, still met the requirements of § 1801(h)(1) and
were consistent with the Fourth Amendment. See Mem. Op. at 5-7. In particular, the Court was
concerned that NSA and CIA might acquire a larger number of communications of or concerning
U.S. persons, including those engaged purely in legitimate business, as well as those engaged in
drug trafficking that does not present a national security threat, due to the ability of the executive
branch to target information that merely relates to the ability of the United States to protect against
international trafficking of covered illicit drugs. /d. at 28-30. That concern was amplified by the
fact that U.S.-person queries—which can only be run for the purpose of, and if reasonably likely
to return, information “necessary to” the United States’ ability to protect against international drug
trafficking, see NSA Querying Proc. § IV.A.1 at4; CIA Querying Proc. § IV.A.1 at 3—would also
return information that (1) “relates to” the United States’ ability to protect against international
drug trafficking, (2) “relates to” domestic drug trafficking, or (3) has nothing to do with illicit
drugs. Mem. Op. at 58. Further, the procedures contemplate that the government will disseminate

to law enforcement U.S.-person information acquired pursuant to Certification D. See NSA

6 The definition of “minimization procedures” at § 1821(4) is substantively identical to the definition at
§ 1801(h), except that § 1821(4) refers to “the purposes and technique of the particular physical search” in
place of the language italicized in the above text.

FOPSEERETSHHESAHESPANOFORNATSA—
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Minimization Proc. § 8 at 13-17; CIA Minimization Proc. §§ 5.a at 4, 7.d at 11-12. Thus, under
Certification D, evidence of drug-related crime could be acquired without a warrant, identified
through a subsequent query using a U.S.-person identifier (based on a reasonable belief that the
U.S.-person identifier would return information necessary to protect against international drug
trafficking), and then used for a criminal purpose unrelated to national security (in Fourth
Amendment terms, for the investigation and prosecution of “ordinary crime”). Mem. Op. at 60.

These circumstances necessitated a careful examination of the government’s procedures to
ensure that (1) the scope of the acquisition did not exceed the scope codified by Congress such
that the acquisition would not be consistent with the need to obtain, produce and disseminate
“foreign intelligence information”; (2) the procedures are reasonably designed to ensure that
incidentally acquired information concerning a U.S. person is not treated as “foreign intelligence
information” unless “necessary to” the United States’ ability to achieve an objective delineated in
§ 1801(e); and (3) the procedures reasonably minimize the privacy intrusions which occur when
U.S.-person communications are incidentally collected and subsequently queried, retained, and/or
disseminated consistent with the Fourth Amendment. Id. at 16-64. As to the first issue, the Court
found that the scope of acquisition under Certification D did not exceed the broad language
Congress used to define § 1801(e)(1)(D) information concerning non-U.S. persons. Id. at 16-27.”
The second and third issues resulted in the deficiency finding.

Of principal concern was the fact that neither NSA nor CIA’s minimization or querying

procedures acknowledged that a different standard governs whether information concerning U.S.

7 As noted above, the government has modified the DirNSA Affidavit to include
Am,

DirNSA Aff. § 6 at 3, an omission the Court noted in the February 2025 Opinion. See Mem. Op. at 23-24.
For the reasons discussed in that opinion, see id. at 24-27, the Court finds that this modification does not
alter the conclusion that the scope of acquisition described in the DirNSA Affidavit does not exceed the
scope of § 1801(e)(1)}D).

FOr-SEERFET/SHHESACSTTNOFORNATSA
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persons constitutes “foreign intelligence information” as defined by FISA. See, e.g., id. at 37-40;
Transcript of Hearing at 24 (Feb. 13,2025). Further, heightened requirements for the dissemination
of non-foreign intelligence information evidence of crime concerning a U.S. person applied when
related to illicit drugs not covered by Certification D, but not when related to illicit drugs covered
by Certification D. Mem. Op. at 35-36 (citing NSA Minimization Proc. § 8(9)a.1 at 14-15; CIA
Minimization Proc. § 7.d(1) at 10). Consequently, whether NSA and CIA understood that not all
evidence of crime related to covered illicit drugs would constitute “fonreign intelligence
information,” particularly under the U.S.-person necessity standard, was not clear. See id. at 36.
The Court concluded that U.S.-person information should be protected from unnecessary,
and thus improper, queries through procedures that more meaningfully guard against such queries.
Id. at 39. To that end, the Court found that the procedures should expressly reflect the U.S.-person
necessity standard for “foreign intelligence information,” see id. at 40, 62; and include practical
guidance on how to apply that standard when contemplating use of U.S.-person query terms. /d.
at 62. The Court advised the government to consider (1) a more particular fact-based showing of
need to query information acquired under Certification D using U.S.-person identifiers, (2) time
sensitivity needs, and (3) demonstrating a nexus between the U.S.-person information likely to be
retrieved and the particular international drug trafficking or other foreign intelligence threat such
information is needed to combat. Id. at 62. In addition, the required statement of facts showing that
use of a U.S.-person query term is reasonably likely to retrieve “foreign intelligence information”
should include an articulation of the need to use the U.S.-person query term. Id. at 40, 62-63.
Finally, the Court instructed the government to clarify the procedures governing dissemination of
evidence of crime related to covered illicit drugs that does not also constitute “foreign intelligence

information.” Id. at 63. Due to the inherent overlap between information that falls within the broad
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scope of information covered by § 1801(e)(1)}(D) and drug-related information concerning U.S.
persons that would not constitute “foreign intelligence information” as defined in § 1801(e)(1)(D),
such improvements are necessary to constitute procedures “reasonably designed” to meet the

requirements of § 1801(h) and to satisfy the Fourth Amendment.

B. The Amended Submission

Inresponse to the Court’s decision, the government has amended all four sets of procedures
in several regards. First, the amended procedures expressly acknowledge the U.S.-person necessity
standard. NSA’s amended minimization procedures now state:

In making determinations regarding whether non-publicly available information
that identifies any United States person constitutes foreign intelligence information
as defined in 50 U.S.C. § 1801(e), NSA personnel must bear in mind that FISA’s
definition of foreign intelligence information in 50 U.S.C. § 1801(e) requires that
information concerning a United States person must be “necessary to” the ability
of the United States to protect against certain threats identified in 50 U.S.C.
§ 1801(e)(l) or be “necessary to” the national defense or the security of the United
States or the conduct of the foreign affairs of the United States, as specified in
50 U.S.C. § 1801(e)(2).

Am.NSA Minimization Proc. § 8(a)(1) at 13.% The amended CIA minimization procedures contain
a similar statement:

United States person identity information must be “necessary to” the ability of the
United States to protect against certain threats identified in 50 U.S.C. § 1801(e)(1)
or be “necessary to” the national defense or the security of the United States or the
conduct of the foreign affairs of the United States, as specified in 50 U.S.C.

§ 1801(e)(2).

Am. CIA Minimization Proc. § 3.aat3.°

8 This statement appears in the section governing disseminations. Am. NSA Minimization Proc. § 8
(Dissemination) at 13. Under NSA’s minimization procedures, NSA may retain information of or
concerning U.S. persons if dissemination of such information would be permitted under § 8. Am. NSA
Minimization Proc. § 7(2) at 12-13.

? Under CIA’s minimization procedures, CIA may disseminate information that may be retained pursuant
to paragraph 3, subject to additional conditions. Am. CIA Minimization Proc. § 5.b at 5.

—FoP-SEEREFSHHESAAECSTNOFORNTIS A
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Both sets of amended querying procedures also expressly acknowledge the U.S.-person
necessity standard. See Am. NSA Querying Proc. § IV.A.2.a at 5 (“In determining whether a
United States person query term is reasonably likely to retrieve foreign intelligence information,
NSA personnel must bear in mind that FISA’s definition of foreign intelligence information in
50 U.S.C. § 1801(e) requires that information concerning a United Sates person must be ‘necessary
to’ the ability of the United States to protect against certain threats identified in 50 U.S.C.
§ 1801(e)(1) or be ‘necessary to’ the national defense or the security of the United States or the
conduct of the foreign affairs of the United States, as specified in 50 U.S.C. § 1801(e)(2)”). See
also Am. CIA Querying Proc. § IV.B.2.a at 4 (similar).

The amended NSA minimization procedures provide the following guidance on how to

interpret the necessity standard:

In order to be “necessary to” these topics, non-publicly available information
identifying a United States person must be more than merely useful or convenient.
Instead, there must be a significant need for the information about a United States
person to enable the United States to protect against one or more of the threats
specified in 50 U.S.C. § 1801(e)(l) or to support the national defense or security of
the United States or the conduct of the foreign affairs of the United States, as
specified in 50 U.S.C. § 1801(e)(2). In making this assessment, consideration
should be given to demonstrating the nexus between the United States person
information to be disseminated and the threats identified in 50 U.S.C. 1801(¢e)(l) or,
as discussed in 50 U.S.C. § 1801(e)(2), the national defense, the security of the
United States, or the conduct of the foreign affairs of the United States. However,
the information need not be the only means of accomplishing these goals and the
necessity of the information can be considered in the context of other information
available to the United States.

With respect to foreign intelligence information as defined in 50 U.S.C.
§ 1801(e)(1)(D), in particular—i.e., information that relates to, and if concerning a
United States person is necessary to, the ability of the United States to protect
against the international production, distribution, or financing of illicit synthetic
drugs, opioids, cocaine, or other drugs driving overdose deaths, or precursors of
any aforementioned (collectively “international drug trafficking”)—NSA
personnel must ensure that the non-publicly available information that identifies a
United States person is important and required to enable the United States to protect
against this identified threat before determining that it constitutes foreign

il it il AR s
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intelligence information. This determination must be particularized and fact-based,
informed by analytic judgment and the specialized training and experience of the
analyst.

Am. NSA Minimization Proc. § 8(a)(2) and (3) at 13-14. The amended CIA minimization
procedures provide similar guidance. See Am. CIA Minimization Proc. § 3.b-c at 3-4.1°

The amended NSA and CIA minimization procedures also require documentation
concerning determinations of the necessity to disseminate or retain U.S.-person information. For
NSA, the basis for determining that inclusion of a U.S.-person identity in a dissemination of
Certification D information must be documented. Am. NSA Minimization Proc. § 8(b) at 14-15.
For CIA, any decision to retain information of or concerning a United States person must be
accompanied by a written justification of the necessity of such retention. Am. CIA Minimization
Proc. § 3 at 3."

Both sets of querying procedures provide similar general guidance. See Am. NSA
Querying Proc. § IV.A.2.b at 5; Am. CIA Querying Proc. § 3.b at 4. The querying procedures also
provide more specific guidance céncerning the use of U.S.-person query terms to retrieve
§ 1801(e)(1)(D) information:

With respect to foreign intelligence information as defined in 50 U.S.C.

§ 1801(e)(1)(D), in particular—i.e., information that relates to, and if concerning a

United States person is necessary to, the ability of the United States to protect

against the international production, distribution, or financing of illicit synthetic

drugs, opioids, cocaine, or other drugs driving overdose deaths, or precursors of

any aforementioned (collectively “international drug trafficking”)—NSA
personnel must ensure that the United States person information sought through the

1% Footnote 2 to NSA’s guidance further advises, “For example, NSA personnel could encounter
information regarding the licit production, distribution, or financing of opioids. This would necessarily not
be either foreign intelligence information or evidence of a crime.” Am. NSA Minimization Proc. § 8(a)(3)a
at 14, n.2. See also Am. CIA Minimization Proc. § 3.c(1) at 4, n.2 (similar).

11 Although not previously reflected in Section 702 minimization procedures, according to the government,
requiring such documentation has been long-standing practice at both agencies. Gov’t Mem. at 7.

~FOP-SEERETHSHHESHATESPANOFORNFISA—
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query is important and required to enable the United States to protect against this
threat.

Not all drug-related information concerning United States persons constitutes
foreign intelligence information as defined in 50 U.S.C. § 1801(e)(1)(D) of FISA.
Information that merely relates to (rather than is necessary to) the United States’
ability to protect against international drug trafficking, information that concerns
illicit drug production, distribution, or financing with no international nexus, or
information that is not related to illicit drugs at all does not constitute foreign
intelligence information, and could not form the sole basis for conducting a United
States person query seeking foreign intelligence information as defined in 50
U.S.C. § 1801(e)(1)(D).

Am. NSA Querying Proc. § IV.A.2.c at 5 (emphasis in original) (footnote omitted); Am. CIA
Querying Proc. § IV.B.2.c at 4-5 (similar provision).'2

The amended NSA and CIA querying procedures also require that the written statement of
facts establishing that use of a U.S.-person identifier is reasonably likely to retrieve “foreign
intelligence information” (which was already required by the procedures) also “reflect that the
information to be retrieved by the query is necessary to address one of the topics set forth in
50 U.S.C. § 1801(e).” Am. NSA Querying Proc. § IV.A.2 at 4; Am. CIA Querying Proc. § IV.B.2
at 4.

The NSA querying procedures submitted in connection with Certification D required that
any U.S.-person query term must be approved by NSA’s Office of General Counsel and such
approval may be for up to one year. NSA Querying Proc. § IV.A.2 at 4. The amended NSA
querying procedures make clear that NSA personnel seeking to use an approved U.S.-person query
term must reasonably believe that the information sought to be retrieved by a query is necessary

to address one of the topics set forth in 50 U.S.C. § 1801(e) throughout the approval period. Am.

2 The footnote to these provisions reiterates that information regarding licit production, distribution or
financing of opioids would not be “foreign intelligence information” or evidence of crime. Am. NSA
Querying Proc. § IV.A.2.c.i at 6, n.5; Am. CIA Querying Proc. § IV.B.2.c(i) at 5, n.4.

FOr-SEERETSHAHESAHESPANOFORNAISA—
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NSA Querying Proc. § 1v.A 2 at 4. [

Finally, the government states that all four sets of procedures require the development and
delivery of training to ensure agency personnel with access to unminimized Section 702
acquisitions understand their responsibilities and the procedures, and analysts will be required to
complete such training before being given access to information acquired pursuant to
Certification D. Gov’t Mem. at 10-11 (citing pertinent provisions). The government advises that
that such training will include practical guidance for interpreting and applying the “necessary to”
standard for U.S.-person queries, retentions, and disseminations of “foreign intelligence

information.” Id. at 11.

C. Analysis

As the government states in their memorandum, the interpretive guidance added to all four
sets of amended procedures is based on the language Congress used in the 1978 FISA legislative
history, which the Court cited in the February 2025 Opinion. Gov’t Mem. at 5 (citing Mem. Op.
at 35). In discussing the meaning of “necessary,” Congress wrote:

Where the term “necessary” is used, the committee intends to require more than a
showing that the information would be useful or convenient. The committee intends
to require a showing that the information is both important and required. The use
of this standard is intended to mandate that a significant need be demonstrated by
those seeking the surveillance. For example, it is often contended that a
counterintelligence officer or intelligence analyst, if not the policymaker himself,
must have every possible bit of information about a subject because it might provide
an important piece of the larger picture. In that sense, any information relating to
the specified purposes might be called “necessary” but such a reading is clearly not
intended.

H.R. Rep. No. 95-1283, pt. I, at 47 (1978).

13
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While this statement pertained to the acquisition of U.S.-person information under Title I
of FISA rather than the retention or dissemination of U.S.-person information acquired under a
Section 702 certification or the querying of information acquired under a Section 702 certification
using U.S.-person query terms, Congress expressly adopted Title I's definition of “foreign
intelligence information” when enacting Section 702, see 50 U.S.C. § 1881(a), and Congress’s
expressed understanding is easy to apply in the context of Section 702. For example, to disseminate
or retain U.S.-person information, the information must be both important and required to meet an
objective delineated in § 1801(e), and those seeking to retain or disseminate U.S.-person
information must demonstrate a significant need to do so. To run a query using a U.S.-person query
term: (1) the person conducting the query must have (a) the purpose of retrieving information that
is important and required to meet an objective delineated in § 1801(e), and (b) a specific factual
basis to believe that the query is reasonably likely to return information that is important and
required to meet an objective delineated in § 1801(e); and (2) the query must be reasonably tailored
to retrieve information that is important and required to meet an objective delineated in § 1801(e)
without unnecessarily retrieving other information. A mere showing that the information sought
would be useful or convenient, or even that it might provide a piece of a larger picture, is not
enough.

The additional language included in the amended procedures tracks Congress’s guidance
on what was intended by the higher U.S.-person necessity standard. Accordingly, both NSA’s and
CIA’s minimization procedures now state that “information identifying a United States person
must be more than merely useful or convenient.” Am. NSA Minimization Proc. § 8(a)(2) at 13;
Am. CIA Minimization Proc. § 3.b at 3. They also state that “personnel must ensure that the non-

publicly available information that identifies a United States person is important and required to
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enable the United States to protect against this identified threat before determining that it
constitutes foreign intelligence information.” Am. NSA Minimization Proc. § 8(a)(3) at 14; Am.
CIA Minimization Proc. § 3.c at 4. And this latter determination must be particularized, fact-based,
and documented. Am NSA Minimization Proc. § 8(a)(3) at 14. (“This determination must be
particularized and fact-based, informed by analytic judgment and the specialized training and
experience of the analyst.”), § 8(b) at 15; Am. CIA Minimization Proc. § 3.cat 4, § 3 at 3.

In response to the Court’s suggestion, NSA’s and CIA’s procedures also now instruct
analysts that demonstrating a nexus between the objectives delineated in § 1801(e) and the U.S.-
person information should be considered when assessing whether the necessity standard is met.
Am. NSA Minimization Proc. § 8(a)(2) at 14 (U.S.-person information dissemination); Am. CIA
Minimization Proc. § 3.b at 3 (U.S.-person information retention); Am. NSA Querying Proc.
§ IV.A.2.b at 5; Am. CIA Querying Proc. § IV.B.2.b at 4.

Notably, all four sets of procedures contain the following qualifier: “However, the
information need not be the only means of accomplishing these goals and the necessity of the
information can be considered in the context of other information available to the United States.”
Id. The meaning of the first part of the sentence is plain—the information to be disseminated,
retained, or identified using U.S.-person query terms need not be the exclusive means of pursuing
an § 1801(e) objective. The purpose of the second part of this qualifier is less clear. To the extent
the government understands this language to mean that the information sought can be considered
necessary to achieve a § 1801(e) objective merely because it may form a piece of a larger picture,
Congress expressly rejected that interpretation, as quoted above. Rather, any U.S.-person
information retained, disseminated, or sought through querying must itself be necessary to achieve

a § 1801(e) objective.
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Because the broad scope of collection Congress authorized by adding § 1801(e)(1)D) will
inevitably result in the warrantless acquisition of some U.S.-person information that will not meet
the necessity standard—but nevertheless will be of interest to the intelligence community or law
enforcement—it is particularly important that the bar Congress set for U.S.-person information to
be considered “foreign intelligence information” be front of mind for anyone with access to the
collection. The modifications the government has made to the pertinent procedures emphasize the
U.S.-person necessity standard and make clear that relevance and usefulness are not enough to
justify the retention or dissemination of, or the use of U.S.-person query terms to search for,
information concerning U.S. persons; only information that is necessary to an objective delineated
in § 1801(e) can be retained, disseminated, or searched for using U.S.-person query terms. The
additional documentation requirements should further reinforce the need to pay keen attention to
the U.S.-person-necessity standard. See Am. NSA Minimization Proc. § 8(b) at 14-15; Am. CIA
Minimization Proc. § 3 at 3; Am. NSA Querying Proc. § IV.A.2 at 4, Am. CIA Querying Proc.
§IV.B.2 at4.

Based on the foregoing, the Court finds that the procedures “are reasonably designed in
light of the purpose and technique of the particular surveillance, to minimize the acquisition and
retention, and prohibit the dissemination, of nonpublicly available information concerning
unconsenting United States persons consistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information.” 50 U.S.C. § 1801(h)(1). Because
retention and dissemination of U.S.-person information and the use of U.S.-person query terms are
now expressly limited to documented circumstances affirmatively and justifiably determined to be
necessary to achieve the national security objectives delineated in § 1801(e), the Court finds that

the amended procedures are also consistent with Fourth Amendment.
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Whether such procedures are effectively implemented, however, may depend on the
additional guidance and training the government has committed to provide. See Gov’t Mem.
at 10-11. To ensure the procedures, as implemented, meet the statutory and Constitutional
requirements,'® the Court is directing the government to report about the guidance and training
materials designed to educate NSA, FBI, and CIA personnel on the targeting, minimization and
querying procedures applicable to collection under Amended Certification D and on particular

aspects of the handling of information acquired pursuant to Certification D. See infra, Part VI.'

V. ADDITIONAL CHANGES TO THE PROCEDURES

Additional changes were made to correspond to changes made to the procedures submitted
to the Court in connection with DNI/AG 702(h) Certifications 2025-A, 2025-B, and 2025-C, which
the Court approved on March 18, 2025. Gov’t Mem. at 8. Such changes concern the agencies’
handling of attorney-client privileged communications, see id. (citing pertinent provisions), and

raise no concerns.

VI. CONCLUSION

For the foregoing reasons, the Court finds that:

(1) Amended Certification D contains all the required statutory elements;

(2) The targeting procedures that apply to acquisitions conducted pursuant to Amended
Certification D are consistent with the requirements of Section 702(d) and of the Fourth

Amendment;

13 See e.g., Mem. Op. and Order, Docket Nos. 702(j)-25-01, et al. at 33 (March 18, 2025) (“March 2025
Opinion™) (“In proceedings under Section 702(j), the FISC also evaluates whether the procedures are likely
to be implemented in a manner consistent with statutory and Fourth Amendment requirements”).

1 There are additional reporting requirements consistent with those issued in connection with DNI/AG
Certifications 2025-A, 2025-B, and 2025-C. See infra Part V1.

“FOP-SEERET/SHAHESHESPANOFORNAESA—
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(3) The minimization procedures and querying procedures for FBI, and the amended
minimization procedures and amended querying procedures for NSA and CIA, are consistent with
the requirements of Section 702(e) and Section 702(f)(1), as applicable, and of the Fourth
Amendment. Accordingly,

IT IS HEREBY ORDERED AS FOLLOWS:

(1) The government’s submissions are approved, as set out below:

a. Amended Certification D is approved;

b. The use of the targeting procedures for acquisitions conducted pursuant to Amended
Certification D is approved; and

c. With respect to information acquired under Amended Certification D, the use of the
minimization procedures and querying procedures is approved;

(2) A separate order memorializing the dispositions described above is being issued
contemporaneously herewith pursuant to Section 702(j)(3)(A);

(3) The government shall adhere to the following requirements:

a. On or before July 3, 2025, the government shall submit a general description of: (i) any
policy guidance and/or training material designed to educate NSA, FBI, and CIA personnel on the
targeting, minimization and querying procedures applicable to collection under Amended
Certification D, including on the necessity requirement for retention, querying, and dissemination
of U.S.-person information under such procedures; and (ii) the status of training efforts on the
procedures. At its election, the government may include information responsive to this requirement
in the quarterly report on Section 702 compliance due in June 2025;

b. The government shall report on a quarterly basis: (i) the number of U.S.-person queries

run by NSA and CIA against information that includes information obtained pursuant to Amended
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Certification D; and (ii) the number of U.S.-person queries run by CIA and NSA against
information that includes information acquired pursuant to Amended Certification D that are
designed, in whole or in part, to return “foreign intelligence information” as defined in
§ 1801(e)(1)(D). For U.S.-person queries designed, in whole or in part, to return “foreign
intelligence information” as defined in § 1801(e)(1)(D), each report shall also include, for a
randomly selected sample of no fewer than 50 such queries (provided more than 50 such queries
were conducted during the relevant reporting period) from both NSA and CIA, the written
justification for use of the U.S.-person query term and a summary of any information returned in
response to the query, including a statement of whether any information returned was acquired
pursuant to Amended Certification D. At its election, the government may include information
responsive to this requirement in its quarterly reports on Section 702 compliance;

¢. The government shall report on a quarterly basis: (i) the number of disseminations by
CIA and NSA of information acquired pursuant to Amended Certification D that include
U.S.-person-identifying information (separately specifying the number of disseminations of
United States person identifiers pursuant to requests from recipients of disseminations for
“unmasking” of such identifiers); (ii) the number of such disseminations made pursuant to
§ 8(b)(9)a of the amended NSA minimization procedures or § 7.d.(1) of the amended CIA
minimization procedures; (iii) the number of such disseminations made pursuant § 8(b)(9)b of the
amended NSA minimization procedures or § 7.d.(2) of the amended CIA minimization procedures;
and (iv) the number of disseminations of U.S.-person information retrieved in response to a vetting
query as provided in § 8(b)(10) of NSA’s minimization procedures. At its election, the government
may include information responsive to this requirement in its quarterly reports on Section 702

compliance; and
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d. In addition to the information required by the March 2025 Opinion at 52 (element “d”),
each quarterly report on Section 702 compliance shall include: (i) the number of U.S.-person
queries run by FBI against information that includes information obtained pursuant to Amended
Certification Dj; (ii) the number of instances in which FBI personnel performed a batch job to query
information that includes information obtained pursuant to Amended Certification D; and (iii} a
written justification for any U.S.-person query or batch job run by FBI against information that
includes information acquired pursuant to Amended Certification D;

e. Elements “b,” c,” “e,” “f,” “g,” “h,” “1,” “},” “l,” and “n” of the reporting requirements
imposed by the March 2025 Opinion at 51-55 shall take into account collection under Amended
Certification D, as applicable; and

f. In accordance with the March 2025 Opinion at 51, raw information obtained by NSA’s
upstream Internet coliection under Amended Certification D shall not be provided to the CIA
unless done pursuant to revised minimization procedures that are adopted by the AG and DNI and
submitted to the FISC for review in conformance with Section 702,

L
ENTERED this ¢/ day of April, 2025.

ANTHONYJ ARENGA
. Presiding Jodge, United States
" Foreign Iftefligence Surveillance Court
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