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(When this 2-Page Fact Sheet is Separated from this Assessment, this Fact Sheet is Unclassified.)

(U) FACT SHEET

(U) Semiannual Assessment of Compliance with Procedures and Guidelines Issued Pursuant

to Section 702 of the Foreign Intelligence Surveillance Act (FISA)
Joint Assessments

(U) This Fact Sheet provides an overview of the Semiannual Assessments of Compliance with
Procedures and Guidelines Issued Pursuant to Section 702 of the Foreign Intelligence Surveillance
Act. These assessments are commonly referred to as “Joint Assessments,” and are submitted by the
Attorney General and the Director of National Intelligence (DNI). As of March 2021, twenty-one
Joint Assessments have been submitted.

(U) Joint Assessment Basics:

(U) Highlights from 21* Joint Assessment:

(U) Why is the Joint Assessment o (U) Compliance incident rate increased due to

s Wi a single event. The compliance incident rate
:)?qzzgioegdg 5(;1"%? SF ICS‘Ag ‘?81%?;((1113;838) Act gcreasted si_gn'igcalf}ﬂy d&uutlg this pen'odall))ut
iy A e vast majority of incidents were caused by a
g%%gsagg 513 t:tggllﬁi a?lggi:fai%ha?g{]alﬁl single query event. When that single event is
procedures and guidelines issued excluded, the compliance incident rate is

pursuant to FISA Section 702 generally consistent with previous periods.

o (U) Continued focused efforts to implement
Section 702 in a compliant manner. This Joint
Assessment reports that the agencies continued
to implement the procedures i a manner that
reflects a focused and concerted effort by
Intelligence Community (IC) personnel to

fg)s eZIIII(.l)e; etciesi ‘;ﬁ%ﬁﬂ%ﬁ% {ﬁgﬂ comply with the requirements of Section 702.

following oversight entities: Foreign - - -
Intelligence Surveillance Court (FISC), relevant congressional committees, and the Privacy and
Civil Liberties Oversight Board (PCLOB).

(U) What period is covered by a Joint
Assessment? Each Jomnt Assessment
covers a six-month period: December 1
—May 31 or June 1 — November 30.

(U) What is being assessed? The Attorney General and the DNI jointly assess the Government’s
compliance with Attorney General Guidelines and with FISC-approved “targeting” and
“minimization” procedures and, beginning in October 2018, “querying” procedures. The FISA
Amendments Reauthorization Act of 2017 codified new requirements concerning Section 702,
mcluding requiring “querying” procedures.

(U) What are targeting, minimization, and querying procedures? Section 702 allows for the
targeting of (1) non-United States persons (ig reasonaﬁly believed to be located outside the United
States (111) to acquire foreign intelligence information. To ensure that all three requirements are
appropriately met, Section 702 requires targeting procedures. Targeting is effectuated by tasking
communications facilities (such as telephone numbers and electronic communications accounts) to
U.S. electronic communications service providers. Section 702 also requires minimization
procedures to minimize and protect any non-public information of United States persons that may
be incidentally collected when appropriately targeting non-United States persons abroad for
foreign intelligence information. Querying procedures set rules for using United States person and
non-United States person identifiers to query Section 702-acquired information. Prior to the FISA
Amendments Reauthorization Act of 2017 codification, the minimization procedures contained
querying rules. The 2018 certifications (which became effective during this current
assessment’s reporting period) were the first certifications to contain the newly required
querying procedures.

(When this 2-Page Fact Sheet is Separated from this Assessment, this Fact Sheet is Unclassified.)
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(When this 2-Page Fact Sfet is Separated from ih Assessment, this Fa&heet is Unclassified.)

x (U) What compliance anaversight efforts unded the Joint Assessmenfgencies employ
extensive compliace measures to implement Section 70&dacordance with procedural, statutory,
and constitutional requirements. A joint oversiglatm consisting of experts from the Department
of Justice (DOJ) and the Office of the DirecbdNational Intelligence (ODNI) oversees these
measures. Each incident of non-complianee, Compliance incident) is documented, reviewed
by the joint oversight team, remediated, and rebto the FISC anklevant congressional
committees. The Joint Assessment summarizes tamtiassesses compliance (including
calculating the compliance incident rate fog tielevant reporting p@d) and may include
recommendations to help prevent compdia incidents or increase transparency.

x (U) What government agencies are ineolwith implementing Section 702he National
Security Agency (NSA), the Federal Bureaurofestigation (FBI), the Central Intelligence
Agency (CIA), and the National Counterterrani€enter (NCTC). Each Joint Assessment
discusses how these agencies implement the aythorit

X (U) Why is the Joint Assessment classifiddfz Joint Assessment is classified to allow the
Government to provide the FISC, the congi@sal oversight committees, and the PCLOB a
complete assessment of the Section 702 progsduite at the same time protecting sources and
methods. They are carefully redacted for pui@iease in the inteséof transparency.

X (U) What is the formatf the Joint Assessmenihe Joint Assessmegenerally contains an
Executive Summarg, five sectionsichan Appendix. Beginning with the "18oint Assessment,
this fact sheet has been included. Sectioasd 5 provide an iraduction and conclusion.
Section 2 details internal compliance efforts by élgencies that implement Section 702,
interagency oversight, training efforts, and &8do iImprove the implementation of Section
702. Section 3 compiles and presents data esgdjfiom compliance regsws of the targeting
and minimization procedures. Section 4 démgicompliance trends. The Joint Assessment
describes the extensive measures undertak#reliyovernment to ensucempliance with court-
approved targeting and minimizatiprocedures; to accurately identify, record, asgect errors;
to take responsive actions to remove anyremasly obtained data; atmminimize the chances
that mistakes will re-occur.

x (U) What are the types obmpliance incidents discusse@enerally, the Joint Assessment
groups incidents into six orgen categories. Categories Itdsking incidents, detasking
Incidents, notification delaysnd documentation errors) dissinon-compliance with targeting
procedures. Category 5 disses incidents of non-complianeéh minimization procedures,
such as improper disseminations of information aegupursuant t&ection 702, and querying
procedures, such as non-compliant querieSeation 702-acquired information using United
States person identifiers. When appropriatatagory discussing incidents of overcollection is
included. Additionally, the last category is a ta#dl category for incidestthat do not fall into
one of the other categories. The actual nurobére compliance incidents is classified; the
percentage breakdown of thoseidents is unclassified and repext in the Joint Assessment.
Additionally, because Section 702 collection ocaumith the assistance of U.S. electronic
communications service providesho receive a Section 702(i)rdctive, the Joint Assessment
includes a review of any complianceigents by such service providers.

(When this 2-Page Fact Sfet is Separated from ih Assessment, this Fa&heet is Unclassified.)

4
—FOPR-SECREFHSIHNOFORNASA

Authorized for Public Release on August 10, 2021 Page 4 of 81 Section 702, 21st Joint Assessment, March 2021



FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

—FOP-SECRETHSHNOFORNASA

(U) Semiannual Assessment of Compliance witRrocedures and Guidelines Issued Pursuant
to Section 702 of the Foreign Intelligenc8urveillance Act, Submitted by the Attorney
General and the Director of National Intelligence
March 2021
(V) Reporting Period: June 1, 2018, through Novemlye80, 2018

(U) EXECUTIVE SUMMARY

(U) The Foreign Intelligence Surveitce Act of 1978 (FISA), 50 U.S.C. § 18&tlseq, as
amended, requires the Attorney Gexlend the Director of Nationaitelligence (DNI) to assess
compliance with certain procedures and gurtgiissued pursuant to FISA Section 702
(hereinafter, “Section 702"), and to submit suckeasments to the Foreign Intelligence
Surveillance Court (FISC) and relevant congiassi committees at least once every six months.
Section 702 authorizes, subjectréstrictions imposed by trstatute and required targeting,
minimization, and querying procedures, the ¢tirgy of non-United Stat persons reasonably
believed to be located outside the United Statesdardo acquirdoreign intelligence information.
The present assessment sets ftiréhtwenty-first joint compliace assessment of the Section 702
program. This assessment covers theopeiom June 1, 2018, through November 30, 2018
(hereinafter, the “reporting period”) and accanjes the Semiannual gart of the Attorney
General Concerning Acquisitionsdaer Section 702 of the Foreign Iligence Surveillance Act as
required by Section 707(b)(1) of FISA (hereinaftae “Section 707 Report”)The Department of
Justice (DOJ) submitted the Section 707 Repoitiarch 4, 2019; it covers the same reporting
period as the Joint Assessment.

(U) This Joint Assessment is based upon the cong@iassessment activities that have
been jointly conducted by the DOJ’s Nationat@#y Division (NSD) and the Office of the
Director of National Intelligence (ODNI).

(U) This Joint Assessment finds that #geencies have continued to implement the
procedures and follow the guidelines in a marthat reflects a focused and concerted effort by
agency personnel to complytitvthe requirements of Seatid02. The personnel involved in
implementing the authorities are appropriafelyused on directing their efforts at non-United
States persons reasonably believed to be ld@attside the United St for the purpose of
acquiring foreign intelligence information. Prgses are in place to ingohent these authorities
and to impose internal controls for compliance agwffication purposes.

(U) However, notwithstanding a focused amhcerted effort by the Federal Bureau of
Investigation (FBI) personnel to comply with thgueéemens of Section 702, rmunderstandings
regarding FBI's systems and FBHsierying procedures caused a &argimber of query errors. In
particular misunderstandings at one field offieeolving FBI's condutof “batch queries,” led to a
significant increase in compliance inandg during this reporting period.

(U) During this reporting period, the overallmpliance incident rate — calculated as the
total number of compliance incidents reported miyithe relevant reportnperiod, expressed as a
percentage of the average number of facilgiggject to acquisition cany given day during the
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reporting period — was 33.54%, whicepresents a significantcrease from the prior period
(4.36%). As described above, the vast majoritgashpliance incidents related to a single type of
query error, involving FBI's conduct of “batch qie=.” These incidents, as well as FBI’s
subsequent remedial measures, aseudised in greater detail latettlis assessment. As explained
in past assessments and detailed later in thismuassessment, the overall compliance incideat rat
is an imperfect metric, in pabecause a certain number of thenptiance incidents included in the
numerator do not bear a meanulgtlation to the targeting actiies in the denominator. For
example, as detailed below, the number of FBI geeryrs is not related to the average number of
facilities subject to acquisition. €himperfections in the metric are particularly entin this
reporting period because the number of compliancidents in the numeratéhat do not bear a
relation to the denominator (in particular, the EBery errors) sbeavily outweighs the number of
compliance incidents that do bearelation to the denominataz.¢, NSA targeting errors).

(U) This assessment also includes the tangeitssessment compliance incident rate for the
National Security Agency (NSA) (see Figureldglow), which represents the number of NSA
targeting compliance incidents, expressed as a&peage of the average numharfacilities tasked
to acquisition, in each case, during the repontiegod. During this repting period, the targeting
assessment compliance incident rate for NSA wa&e.2

(U) This joint assessment also presents aitiaddl metric that is designed to reflect FBI's
rate of compliance with its procedures when condgajueries of unminimized Section 702-
acquired information, audited by NSD, given thattsarrors comprisedsubstantial number of
compliance incidents during this reporting pelti NSD and ODNI will determine whether to
include this additional metric in future assesstsetiepending on the types of incidents that were
reported in the applicable period. This new metsisich is a query erramate for FBI (see Figure
18 below), represents the totaimber of FBI query compliancedidents reported to the FISC
during the reporting period, expressed as a peagenf the total number d¥Bl queries audited by
NSD in connection with the field office reviewduring which NSD identified such FBI query
compliance incidents.During this reporting period, tropiery error rate for FBI was 23.94%.

(U) SECTION 1: INTRODUCTION

(U) FISA Section 702(m)(%)equires the Attorney General and the DNI to asses
compliance with certain procedures and guidslissued pursuant to Section 702 and to submit
such assessments to the FISC and relevant corgrassommittees at least once every six months.
As required by the Act, a team of oversight pars from NSD and ODNI @reinafter, the “joint
oversight team”) has conducted compliance revievassess whether the authorities under Section
702 have been implemented in actance with the applicable prabges and guidelines, discussed

Note to Readers: The percentage, 0.22%, cited
above is a typographical error. The correct
percentage, 0.20%, is provided on page 40

L{SHMA The number of queries audited and inallidethis total are gueries contained in query | ided to NSD
oy FBI that were run in F N < 5,

prior query audits, found that a small pemtage of queries that were includegarticular query logs were not run
against raw FISA-acquired information, to includevrSection 702-acquired information.

2 (U) See50 U.S.C. § 1881a(m)(1).
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herein. This report sets forth NSD and ODNI'$'fdint compliance asssment under Section 702,
covering the period June 1, 2018, through NoverBbe2018 (hereinafter, tteeporting period”)

(U) Section 702 requires that the Attorneyn@el, in consultadin with the DNI, adopt
targeting, minimization, and querying procedurasyell as guidelines. Arimary purpose of the
guidelines is to ensure compl@nwith the limitations set fortin subsection (b) of Section 702,
which are as follows:

An acquisition authorizednder subsection (a)—

(1) may not intentionally target any pensknown at the time of acquisition to be
located in the United States;

(2) may not intentionally target a pers@asonably believed to be located outside the
United States if the purpose of such asdiain is to target a particular, known
person reasonably believed to be in the UnitedeStat

(3) may not intentionally target a Unit&dates person reasonably believed to be
located outside the United States;

(4) may not intentionally acquire anymmmunication as to whicthe sender and all
intended recipients are known at the time of tliuesttion to be located in the
United States; and

(5) shall be conducted in a manner caesiswith the fourth amendment to the
Constitution of the United States.

The Attorney General’s Guidelines for the Acdtiig of Foreign Intelligene Information Pursuant
to the Foreign Intelligence Surveillance Actl&78, as amended (hereinafter, “the Attorney
General’s Acquisition Guidelinestyere adopted by the Attorney General, in consoltatvith the
DNI, on August 5, 2008.

(U) During this reporting period, the Governmecquaired forégn intelligence information
under Attorney General and DNI authaad Section 702(h) certificatiohthat targeted non-United
States persons reasonably believed to be locatisite the United Stat@s order to acquire
different types of foreign intelligence informai. The foreign intelligence information must fall
within a specific typei(e., category) of foreign intelligenceformation that has been authorized

3 (U) This report accompanies the Semiaal Report of the Attorney Genef@bncerning Acquisitions under Section
702, which was previously submitted on March 4,2Gis required by Section 707(b)(1) of FISA ( heaéter, the
“Section 707 Report”). This 2Joint Assessment covers the same reporting paddke 23 Section 707 Report.

4(U) Because of certain new requirements addéleir207 Reauthorization Act, the staibry requirements regarding
Section 702 certifications were moved from Sec#i68(g) to Section 702(h) of FISA following the cficition of the
2017 Reauthorization Act. The 2018tdeations became effective in Octatiz018. Accordingl, this assessment
reports on incidents and trends occurring pursteaagrtifications approved under the prior law, ethivere in effect
for approximately four and one-half months of ttd@porting period, and pursuant to certificationrappd under the
new law, which were in effect for the remaining @mel one-half months of this reporting period.
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pursuant to the Section 702(h) certifications.” Four agencies are primarily involved in
implementing Section 702: NSA, FBI, the Central Intelligence Agency (CIA), and the National
Counterterrorism Center (NCTC). An overview of how these agencies implement the authority
appears in the Appendix of this assessment.

(U) Section Two of this Joint Assessment provides a comprehensive overview of oversight
measures the Government employs to ensure compliance with the targeting and minimization
procedures, as well as the Attorney General’s Acquisition Guidelines. Section Three compiles and
presents data acquired from the joint oversight team’s compliance reviews in order to provide
msight into the overall scope of the Section 702 program, as well as trends in targeting, reporting,
and the minimization of United States person information. Section Four describes compliance
trends. All of the specific compliance incidents for the reporting period have been previously
described in detail in the Section 707 Report. As with the prior Joint Assessments, some of those
compliance incidents are analyzed here to determine whether there are patterns or trends that might
indicate underlying causes that could be addressed through additional measures, and to assess
whether the agency involved has implemented processes to prevent recurrences. Finally, this Joint
Assessment contains an Appendix. The Appendix, also contained in previous joint assessments,
details how each agency implements Section 702 and includes a general description of the oversight
at each agency.

(U) As noted above, the FBI had a significant number of compliance incidents related to
querying of Section 702-acquired information. The FBI amended its 2018 querying procedures in
response to concerns raised by the Foreign Intelligence Surveillance Court (FISC) and the Foreign
Intelligence Surveillance Court of Review (FISC-R) regarding the sufficiency of those procedures.
The FISC ultimately determined that the FBI’s amended querying procedures were adequate, and
the joint oversight team has engaged with the FBI to implement those amended procedures and to
provide the FISC with periodic reporting regarding that implementation. The FBI’s query-related
compliance incidents are detailed below, along with the remedial measures FBI has taken and is
taking to address them.

(U) The joint oversight team finds that the agencies have continued to implement their
respective procedures and follow the guidelines in a manner that reflects a focused and concerted
effort by agency personnel to comply with the requirements of Section 702 during this reporting
period. However, notwithstanding a focused and concerted effort by FBI personnel to comply with
the requirements of Section 702, misunderstandings regarding FBI’s systems and FBI’s querying
procedures caused a large number of query errors. The joint oversight team expects that the
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remedial measures undertaken by FBI will allowoibétter implement its querying procedures and
follow the guidelines in such a manner.

(V) In its ongoing efforts to reduce the noen of future compliance incidents, the
Government will continue to focus on measures taawp (a) inter- and intra-agency
communication, (b) training, and (c) systemedis the handling of Section 702-acquired
communications, including those systems needetisare that appropr&apurge practices are
followed and that certain disseminated reportsaattedrawn as requiredFurther, the joint
oversight team will also continde monitor agency practices émsure appropriate remediation
steps are taken to prevent, whenever possildecuerences of the types of compliance incidents
discussed herein and in the Section 707 Reiath joint assessmenoprdes, as appropriate,
updates on these on-going efforts.

(U) SECTION 2: OVERSIGHT OF THE IMPLEMENTATION OF SECTION 702

(U) The implementation of Section 702 is altimagency effort. As described in detail in
the Appendix, NSA and FBI each acquire certgpes of data pursuant to their own Section 702
targeting procedures. NSA, FBI, CIA, and NCT&ch handle Section 702-acquired data in
accordance with their own minimization procedureEhere are differences in the way each agency
implements its procedures rétug from unique provisions ithe procedures themselves,
differences in how these agencies utilize ®#c#i02-acquired data, anffieiencies from using
preexisting systems to implemerdgciion 702 authorities. Becausetloése differences in practice

8 (U) As discussed herein, CIA and NCTC reeeBection 702-acquired data from NSA and FBI.

7(U) Each agency’s Section 702 targeting, minimiima and querying procedures are approved by tharey

General and reviewed by the FISC. The targetingimization, and querying procedures that wereffaat during this
assessment’s reporting period were those appravedréof the 2016 certifications in April 2017 and thel80
certifications in October 2018. On Octol& 2019, the DNI releaseih redacted form, each of the 2018 minimization
procedures and the 2018 querying procedures for, FBA CIA, and NCTC, as well the 2018 targetingqadures for
NSA and FBI. These 2018 procedures are posteddiwl’® IC on the Recordvebsite.

(U) With the codification of the FISA Amendmented&uthorization Act of 201%&¢€eP.L. 115-118), agencies
are required to have querying procedures adopteteottorney General and reviewed by the FISCe Z018
certifications, approved in October 2018, werefitst certifications for which separate queryingeedures were
submitted and approved. Prior to that, the rutesegninggquerying of Section 702-acquired data were conthine
each agency’s minimization procedures.

(U) In October 2018, the FISC found that CIA, NGBEOd NSA'’s querying procedures were sufficient an
that FBI's querying procedures were sufficient émtain respect and not sufficient in other respeEBI began
following its querying procedures, insofas they were determined to be sufiitign October 2018. After the FISC's
decision in October 2018 and the Foreign Intellge8urveillance Court of Review's (FISC-R) decisioduly 2019,
the Government amended FBI's querying procedurdsabmitted those to the FISC in August 2019. TI&CFI
approved the amended FBI querying procedures iteSdger 2019.

(U) The Attorney General-approvederying procedures only for édaagency became effective with the
FISC-approved 2018 certifications@ctober 2018. Accordingly, complianadth the query rules contained in each
agency’s respective 2016 minimizatiorpedures is assessed and discussed within thissasset for approximately
four and one-half months of the reporting period] @mpliance with each agencysspective 2018 querying
procedures is assessed and discussed within gessasent for the remaining portion of the reportiegqd.
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and procedure, there are corresponding differeinceach agency’s inteal compliance programs
and in the external NSD af®@DNI oversight programs.

(U) A joint oversight team was establishecconduct compliance assessment activities,
consisting of members from NSD, the ODNI OfficeQVil Liberties, Privacy, and Transparency
(ODNI CLPT), the ODNI Office of Gener&ounsel (ODNI OGC), and the ODNI Mission
Integration office of Mission Performae, Analysis, and Collection (MPAE)The team members
play complementary roles in the review procefke following sectiomescribes the oversight
activities of the joint oversight team, the resuwltsvhich, in conjunction witlthe internal oversight
conducted by the reviewed agencies, protidebasis for thigoint Assessment.

(V) 1._Joint Oversight of NSA

(U) Under the process established byAlterney General anBirector of National
Intelligence’s certifications, all $&on 702 targeting is initiated pursuant to theA\i&rgeting
procedures. Additionally, NSA is responsible éonducting post-tasking checks of all Section
702-tasked communication facilitfe&@lso referred to as selecponce collection begins. NSA
must also minimize its collection in accordancehvitis minimization procedures and conduct
gueries in accordance with its quenyiprocedures. Each of thesep@ssibilities is detailed in the
Appendix. Given its central rola the Section 702 process, NSAstadevoted substantial oversight
and compliance resources to monitoring its impldai@n of the Sectio02 authorities. NSA’s
internal oversight and compliance mechargsare further desdred in the Appendix.

(U) NSD and ODNI’s joint oversight of NSA'implementation of &tion 702 consists of
periodic compliance reviesy which the NSA targigty procedures requifé,as well as the
investigation and reporting of spific compliance incidents. Ding this reporting period, onsite
reviews were conducted at N®A& the dates shown in Figure 1.

8 (U) MPAC was previously called Office of the DépDirector for Intelligence Integration/Mission Integion
Division (ODNI DD/II/MID). Under thiscurrent assessment’s reporting period, the ODNigastized and, as a result
of this reorganization, ODNI DD/II/MID was renamBtPAC.

9(U) Section 702 authorizes the targeting of nanitédl States persons reasonably believed to béeboatside the
United States. Thirgetingis effectuated byaskingcommunication facilitiesig., selectors), including but not
limited to telephone numbers and etenic communications accounts, to 8ae 702 electronic communication service
providers. The oversight review process, whiathescribé in this joint assessment, applies to the tas&freyery
communication facility, regardless of the type adifity. A fuller description of the Section 702 targetinggass may
be found in the Appendix. This assessment useethesfacilities and selectors interchangeably and isati@mpting

to make a substantive distinction between the amms.

10(U) The NSA targeting procedures require thatahsite reviews occur approximately every two menth
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(U) Figure 1: NSA Reviews

UNCLASSIFIED
Date of NSA Onsite Review Targeting, Minimization, and Querying
Reviewed
August 24, 2018 June 1, 2018 — July 31, 2018
October 26, 2018 August 1, 2018 — September 30, 2018
December 14, 2018 October 1, 2018 — November 30, 2018
UNCLASSIFIED

(U) Figure 1 is UNCLASSIFIED.

(U) Reports for each of these reviews document the relevant time period of the review, the
number and types of communication facilities tasked, and the types of information that NSA relied
upon, as well as provide a detailed summary of the findings for that reporting period. These reports

have been provided to the congressional committees with the Section 707 Report, as required by
Section 707(b)(1)(F) of FISA.

(U) The joint oversight review process for NSA targeting begins well before the onsite
review. Prior to each onsite review, NSA electronically sends the tasking record (known as a
tasking sheet) for each facility tasked during the reporting period to NSD and ODNI. Members of
the joint oversight team initially review the tasking sheets, with ODNI team members sending any
questions they may have concerning the tasking sheets to NSD, who then prepares a detailed report
of the findings, including any questions and requests for additional information. NSD shares this
report with the ODNI members of the joint oversight team. During this initial review, the joint
oversight team determines whether the tasking sheets meet the documentation standards required by
NSA’s targeting procedures and provide sufficient information to ascertain the basis for NSA’s
foreignness determinations. The joint oversight team also reviews whether the tasking was in
conformance with the targeting procedures and statutory requirements (i.e., that the target is a non-
U.S. person reasonably believed to be located outside the United States, and that the target is
reasonably expected to possess, receive, and/or likely communicate foreign intelligence information
related to the categories of foreign intelligence information specified in the certifications). For
those tasking sheets that, on their face, meet the standards and provide sufficient information, no
further supporting documentation is requested. The joint oversight team then identifies the tasking
sheets that did not provide sufficient information and requests additional information.

(U) During the onsite review, the joint oversight team examines the cited documentation
underlying these identified tasking sheets, together with the NSA Office of Compliance for
Operations (OCO), NSA attorneys, and other NSA personnel, as required. The joint oversight team
works with NSA to answer questions, identify issues, clarify ambiguous entries, and provide
guidance on areas of potential improvement. Interaction continues following the onsite reviews in
the form of electronic and telephonic exchanges to answer questions and clarify issues.

(U) The joint oversight team also reviews NSA’s minimization of Section 702-acquired
data. NSD currently reviews all of the serialized reports (ODNI reviews a sample) that NSA has
disseminated and identified as containing Section 702-acquired United States person information.
The team also reviews a sample of serialized reports that NSA has disseminated and identified as
containing Section-702 acquired non-United States person information. NSD and ODNI also
review a sample of NSA disseminations to certain foreign government partners made outside of its
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serialized reporting process. These disseminatonsist of information that NSA has evaluated
for foreign intelligence and minimized, but whigtay not have been translated into English.

(U) NSA's Section 702 minimization proderes in effect prior to October 18, 2018,
provided that any use of United States persentiflers as terms to identify and select
communications must first be approved in accordaviteNSA procedures® NSA’s Section 702
guerying procedures, which took effect on Octal® 2018, provide that amse of United States
person identifiers as terms to identify and setechmunications must first be approved by NSA'’s
Office of General Counsel (NSA OGC). In bothesghe relevant procedis require a statement
of facts establishing that the uskeany such identifieas a selection term is reasonably likely to
return foreign intelligence information, as defined-ISA. With respect to queries of Section 702-
acquiredcontentusing a United States persidentifier, the joint oversight team reviews all
approved United States person identifiersrisure compliance with NSA’s minimization
procedured? For each approved identifier, NSA ajs@vides information detailing why the
proposed use of the United States person identitberld be reasonably liketo return foreign
intelligence information, the duration for whitthe United States person identifier has been
authorized to be used as a query term, and any @lexant information. In addition, with respect
to queries of Section 702-acquinetadatausing a United States person identifier, NSA’s
minimization and querying procedures, as applicaielguire that NSA analysts document the basis
for each metadata query prior to conductirggdiery. NSD reviews the documentation for 100%
of the metadata queries that NSA provides to NSD.

(U) Additionally, the joint oversight teamvestigates and reports incidents of
noncompliance with the NSA targeting, minimizatiand querying procedures, as well as with the
Attorney General Acquisition Guidelines. While soaid¢hese incidents may be identified during
the reviews, most are identified by NSA analystby NSA'’s internal compliance program. NSA
is also required to report certain events thag mat be incidents of non-compliance. For example,
NSA is required to repodll instances in which Section 702 acgjtion continued wite a targeted
individual was in the United States, whether ori8# had any knowledge of the target’s travel to
the United State¥. The purpose of such reporting is tloa the joint oversight team to assess

1 (U) NSA released these internal procedures ipaeseto a Freedom of Information (HA) case filed in the U.S.
District Court, Southern District dfew York, ACLU v. National Securitjgency, et al. (hereinafter, the “ACLU
FOIA"), and they were posteth redacted form, on ODNI'EKC on the Recoran April 11, 2017.

12(U) On April 30, 2019, the DNI publicly relezs ODNI's sixth annualransparency Report[sStatistical
Transparency Report Regarding Use of National SgcAwuthoritiesfor Calendar Year 201&hereinafter, the
“CY2018 Transparency Report”). Pursuant to repgrtiequirements proscribed by the USA FREEDOM Ae€b0
U.S.C. § 1873(b)(2)(B)), the 2018 Transparency Rgmovided the “estimated numbergdarch terms concerning a
known United States person used to retrieve thanimized_contents of communications obtained under &ezH2”
(emphasis added) for the entire calendzar of 2018. Subsequently, the DNI publiclyeesed the “CY2019
Transparency Report” on April 30, 2020; howevee, Y2019 Transparency Report covered informatideide this
joint assessment’s reporting period.

13 (U) Also pursuant to reporting requirents proscribed by the USA FREEDOM Aseé50 U.S.C. §

1873(b)(2)(C)), the CY2018 Transparency Report joied the “estimated number of queries concernikigaavn

United States person used to retrieve the unmieidhioncontentsifé., metadata)] information obtained under Section
702" (emphasis added) for the entire calendar g£2018.

4 (U) If NSA had no prior knowledge of the targetavel tothe United States and, up@atning of the target’s travel,
immediately “detasked'i.g., stopped collection against) the target@liy, as is required by NSA's targeting

12
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whether a compliance incident has occurred and to confirm that any necessary remedial action is
taken. Investigations of these incidents sometimes result in requests for supplemental information.
All compliance incidents identified by these investigations are reported to the congressional
committees in the Section 707 Report and to the FISC.

(U) II._Joint Oversight of FBI

(U) FBI fulfills various roles in the implementation of Section 702, which are set forth in
further detail in the Appendix. First, FBI is authorized under the certifications to acquire foreign
mtelligence information. Those acquisitions must be conducted pursuant to FBI’s Section 702
targeting procedures.

S4F) Second, FBI also

Pursuant to its own authority, FBI i1s authorized to
om electronic communication service providers by targeting facilities that NSA
eremafter, “Designated Accounts”). FBI conveys
from the electronic communications service providers
for processing in accordance with the agencies’ FISC-approved minimization procedures.

(8™ Third, FBI may receive -5 unminimized Section 702-acquired
communications. Such communications must be minimized pursuant to FBI’s Section 702
minimization procedures. As described below, FBI has a process for nominating to NSA new
facilities to be targeted pursuant to Section 702.

(U) NSD and ODNTI’s oversight program is designed to ensure FBI’s compliance with
statutory and procedural requirements for each of those three roles. NSD and ODNI generally
conduct monthly reviews at FBI headquarters of FBI’s compliance with its targeting procedures and
bimonthly reviews at FBI headquarters of FBI’s compliance with its minimization procedures.
Reports for each of those reviews have been provided to the congressional committees with the
Section 707 Report, as required by Section 707(b)(1)(F) of FISA. For this reporting period, onsite
reviews were conducted at FBI Headquarters on the dates shown in Figure 2.

procedures, the collection while the target was in the United States would not be considered a compliance incident
under NSA’s targeting procedures, although the collection would generally be subject to purge under the applicable
minimization procedures. The joint oversight team carefully considers, and where appropriate, obtains additional facts
regarding every reported detasking decision to ensure that NSA’s tasking and detasking complied with its targeting and
minimization procedures.

15
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(U) Figure 2: FBI Reviews

UNCLASSIFIED
Date of FBI Onsite Review Targeting, Minimization, and Querying Reviewed
July 31 and August 1, 2018 June 2018 targeting decisions
September 11 and 12, 2018 July 2018 targeting decisions
October 10 and 11, 2018 August 2018 targeting decisions;

June 1, 2018 — August 31, 2018, minimization and
querying decisions

October 31, November 28 and September 2018 targeting decisions
November 29, 2018
January 16 and 17, 2018 October 2018 targeting decisions; September 1, 2018 —
November 30, 2018, minimization and querying
decisions
January 29 and 31, 2018 November 2018 targeting decisions
UNCLASSIFIED

(U) Figure 2 is UNCLASSIFIED.

(U) In conducting the targeting review, the joint oversight team reviews the targeting
checklists completed by FBI analysts and supervisory personnel involved in the process, together
with supporting documentation.'® The joint oversight team also reviews a sample of other files to
identify any other potential compliance issues. FBI analysts, supervisory personnel, and attorneys
from FBI’s National Security and Cyber Law Branch (NSCLB) are available to answer questions
and provide supporting documentation. The joint oversight team provides guidance on areas of
potential improvement.

(U) At the FBI reviews, with respect to minimization, the joint oversight team reviews
documents related to FBI’s application of its Section 702 minimization procedures. The team
reviews a sample of communications that FBI has marked in its systems as both meeting the
retention standards and containing United States person information. The team also reviews all
disseminations by the relevant FBI headquarters unit of information acquired under Section 702 that
FBI identified as potentially containing non-publicly available information concerning unconsenting
United States person information.

(U) In addition to conducting minimization reviews at FBI headquarters, during this
reporting period, NSD continued to conduct minimization reviews at FBI field offices in order to
review the retention, querying, and dissemination decisions made by FBI field office personnel with
respect to Section 702-acquired data. During those field office reviews, NSD reviewed a sample of
retention decisions made by FBI personnel in their investigations that acquired Section 702 data
and a sample of disseminations containing information acquired under Section 702 that FBI

16 (8#A%F) If FBI's application of its targeting procedures t_‘etums information
from the databases discussed in FBI's targeting procedures, then FBI provides a checklist that shows the results of its
database queries. If FBI’s database queries returned results that FBI identifies as relevant to the t ! ]

oversight team currently reviews all checklists and supporting documentation provided by FBI for approved requests for
which information is returned by FBI’s database queries.

14
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identified as potentially containing non-publicly available information concerning unconsenting
United States persons. NSD also reviewed a sample of queries by FBI personnel in FBI systems
that contain raw (unminimized) FISA-acquired information, including Section 702-acquired
information. Those reviews ensure that the queries complied with the requirements in FBI’s FISA
minimization procedures, including its Section 702 minimization procedures and Section 702
querying procedures, as applicable. In addition, as a result of a Court-ordered reporting requirement
in the FISC’s November 6, 2015 Memorandum Opinion and Order'” for queries conducted after
December 4, 2015, as well as the requirements of the FISA statute, NSD reviews those queries to
determine if any such queries were conducted solely for the purpose of returning evidence of a
crime. If such a query was conducted, NSD would seek additional information as to whether FBI
personnel received and reviewed Section 702-acquired information of or concerning a United States
person in response to such a query. Pursuant to the FISC’s opinion and order, such queries must
subsequently be reported to the FISC.

(U) As detailed in the attachments to the Attorney General’s Section 707 Report, NSD
conducted minimization reviews at 14 FBI field offices during this reporting period and reviewed
cases involving Section 702-tasked facilities.'®* ODNI joined NSD at a subset of those reviews;
ODNI received written summaries regarding all of the reviews from NSD regardless of whether
ODNI was in attendance. Those reviews are further discussed in Section IV below.

( Separately, in order to evaluate the FBI’s
acquisiti“nd provision of
oversight team conducts an annual process review with FBI’s technical personnel to ensure that
those activities complied with applicable minimization procedures. While outside this reporting
period, annual process reviews occurred in May 2019 and June 2020.

(S==) As further described in detail in the Appendix. FBI nominates potential Section 702
targets to NSA.

FBI has established
mternal compliance mechanisms and procedures to oversee proper implementation of its Section
702 authorities. Those processes are further described in the Appendix.

(U) The joint oversight team also investigates potential incidents of noncompliance with the
FBI targeting and minimization procedures, the Attorney General’s Acquisition Guidelines, or other

17(U) The FISC’s November 6, 2015 Opinion and Order approved the 2015 FISA Section 702 Certifications. On
April 19, 2016, the DNL in consultation with the Attorney General, released in redacted form, this Opinion and Order
on the ODNI public website /C on the Record.

The title of the FISC’s November 6. 2015 opinion is|

18 (=¥ During those field office reviews, NSD reviewed .cases involving Section 702-tasked facilities.

15
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agencies’ procedures in which FBI is involved.!® Those investigations are coordinated with FBI’s
Office of General Counsel (OGC) and may involve requests for further information; meetings with
FBI legal, analytical, and/or technical personnel; or review of source documentation. Compliance
incidents 1dentified by those investigations are reported to the congressional committees in the
Section 707 Report and to the FISC.

(U) IIL._Joint Oversight of CIA

(U) As further described in detail in the Appendix, although CIA does not directly engage
in targeting or acquisition, it does nominate potential Section 702 targets to NSA. Because CIA
nominates potential Section 702 targets to NSA, the joint oversight team conducts onsite visits at
CIA, and includes the results of those visits in the bimonthly NSA review reports discussed above.
CIA has established internal compliance mechanisms and procedures to oversee proper
implementation of its Section 702 authorities.

(U) The onsite reviews also focus on CIA’s application of its Section 702 minimization
procedures and querying procedures.’® Reports for each of those reviews have previously been
provided to the congressional committees with the Section 707 Report, as required by Section
707(b)(1)(F) of FISA. For this reporting period, onsite reviews at CIA were conducted on the dates
shown in Figure 3.

(U) Figure 3: CIA Reviews

UNCLASSIFIED
Date of CIA Onsite Review Minimization and Querying Reviewed
September 20, 2018 June 1, 2018 — July 31, 2018
November 14, 2018 August 1, 2018 — September 30, 2018
January 23, 2019 October 1, 2018 — November 30, 2018
UNCLASSIFIED

(U) Figure 3 is UNCLASSIFIED.

(U) As a part of the onsite reviews, the joint oversight team examines documents related to
CIA’s retention, dissemination, and querying of Section 702-acquired data. The team reviews a
sample of communications acquired under Section 702 and identified as containing United States
person information that have been minimized and retained by CIA. Reviewers ensure that
communications have been properly minimized and discuss with CIA personnel issues involving
the proper application of CIA’s minimization procedures. The team also reviews all disseminations
of information acquired under Section 702 that CIA identified as potentially containing United
States person information. In addition, NSD and ODNI review CIA’s written foreign intelligence
justifications for all queries using United States person identifiers of the content of unminimized

19 (U) Insofar as FBI nominates facilities for tasking and reviews content that may indicate that a target is located in the
United States or is a United States person, some investigations of possible noncompliance with the NSA targeting
procedures can also involve FBIL

20 (U) The Section 702 querying procedures were applicable for only a portion of this joint assessment’s reporting
period. The query requirements for CIA that were in effect during that portion of this reporting period are contained in
CIA’s Section 702 querying procedures for the 2018 Certifications, which were posted on IC on the Record on October
8, 2019.

16
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Section 702-acquired communications to assess whether those queries were compliant with CIA’s
querying procedure requirements that such queries are reasonably likely to return foreign
mtelligence information, as defined by FISA.

(S5 CIA may receive mminimized Section 702-acquired communications.
Such communications must be minimized pursuant to CIA’s minimization procedures.
Additionally, and as further descy 1 11 ] ] ]

the joint oversight team conducts onsite visits at CIA to review
CIA’s original source documentation

of those visits are included in the bimonthly NSA review reports discussed previously. CIA has
established internal compliance mechanisms and procedures to oversee proper implementation of its
Section 702 authorities. Those processes are further described in the Appendix.

(U) In addition to the bimonthly reviews, the joint oversight team also investigates and
reports incidents of noncompliance with CIA’s minimization and querying procedures, the Attorney
General Acquisition Guidelines, or other agencies’ procedures in which CIA is involved.?!
Investigations are coordinated through the CIA FISA Program Office and CIA’s Office of General
Counsel (CIA OGC), and when necessary, may involve requests for further information, meetings
with CIA legal, analytical and/or technical personnel, or the review of source documentation. All
compliance incidents identified by those investigations are reported to the congressional committees
in the Section 707 Report and to the FISC.

(U) IV. Joint Oversight of NCTC

(U) As noted above, NCTC previously played a more limited role in implementing Section
702, as reflected in the “Minimization Procedures Used by NCTC in connection with Information
Acquired by the FBI pursuant to Section 702 of FISA, as amended.” During this reporting period,
NCTC was authorized to receive unminimized Section 702 data and also had access to certain FBI
systems containing minimized Section 702 information pertaining to counterterrorism. As part of
the joint oversight of NCTC to ensure compliance with these procedures, NSD and ODNI conduct
onsite reviews of NCTC’s access, receipt, and processing of minimized Section 702 information
received from FBI. NSD conducted a review of minimized Section 702 information received from
FBI for this reporting period in July 2019.

(S%d=) NCTC is authorized to receive unminimized Section 702 information pertaining to
counterterrorism. NCTC’s processing, retention, and dissemination of such information is subject to
its minimization and querying procedures. >> Unlike NSA, FBI, and CIA, NCTC does not directly
engage in targeting or acquisition, nor does it nominate potential Section 702 targets to NSA. NCTC
may receive mminimized Section 702-acquired communications. Such communications

21 (U) Insofar as CIA nominates facilities for tasking and reviews content that may indicate that a target is located in the
United States or is a United States person, some investigations of possible non-compliance with the NSA targeting
procedures can also involve CIA.

22 (U) NCTC’s Section 702 querying procedures (dated September 2018 and effective with the FISC-approved 2018
certifications, in October 2018) were applicable for only a portion of this joint assessment’s reporting period.

17
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must be minimized pursuant to NCTC’s minimization procedures. NCTC has established internal
compliance mechanisms and procedures to oversee proper implementation of its Section 702
authorities. Because NCTC acquires unminimized Section 702 information, the joint oversight team
conducts onsite visits at NCTC, and the results of those visits are included in bimonthly NCTC
review reports.

(U) The onsite reviews focus on NCTC’s application of its Section 702 minimization and
querying procedures. Reports for each of those reviews have been provided to the congressional
committees with the Section 707 Report, as required by Section 707(b)(1)(F) of FISA. For this
reporting period, onsite reviews at NCTC were conducted on the dates shown in Figure 4.

(U) Figure 4: NCTC Reviews

UNCLASSIFIED
Date of NCTC Onsite Review Minimization and Querying Reviewed
July 26, 2018 May 1, 2018 — June 30, 2018
September 20, 2018 July 1, 2018 — August 31, 2018
November 29, 2018 September 1, 2018 — October 31, 2018
January 31, 2019 November 1, 2018 — December 31, 2018
UNCLASSIFIED

(U) Figure 4 1s UNCLASSIFIED.

(U) As a part of the onsite review, the joint oversight team examines documents related to
NCTC’s retention, dissemination, and querying of Section 702-acquired data. The team reviews all
communications acquired under Section 702 that have been minimized and retained by NCTC,
urrespective of whether it contains United States person information. Reviewers ensure that
communications have been properly minimized and discuss with personnel issues involving the
proper application of NCTC’s minimization procedures. The team also reviews all NCTC
disseminations of information acquired under Section 702. In addition, NSD and ODNI review
NCTC’s written foreign intelligence justifications for all queries of the content of unminimized
Section 702-acquired communications.

(U) In addition to the bimonthly reviews, the joint oversight team also investigates and
reports incidents of noncompliance with NCTC’s minimization and querying procedures or other
agencies’ procedures in which NCTC is involved.” Investigations are coordinated through the
NCTC Compliance and Transparency Group and NCTC Legal, a forward deployment component of
the ODNI OGC, and when necessary, may involve requests for further information; meetings with
NCTC Legal, analytical, and/or technical personnel; or the review of source documentation. All
compliance incidents identified by those investigations are reported to the congressional committees
mn the Section 707 Report and to the FISC.

3 (U) Insofar as NCTC reviews content that may indicate that a target is located in the United States or is a United

States person, some investigations of possible noncompliance with the NSA targeting procedures can also involve
NCTC.
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(V) V._Inter-agency / Programmatic Oversight

(U) Because the implementation and oversajlthe Government’s Section 702 authorities
are a multi-agency effort, investigations of parée compliance incidents may involve more than
one agency. The resolution of particular comm&incidents can providessons learned for all
agencies. Robust communication among the ageisaieguired for each to effectively implement
its authorities, gather foreign intelligence, andhpty with all legal requirements. For those
reasons, NSD and ODNI generally lead calls andimgzon relevant compliance topics, including
calls or meetings with representatives from adirages implementing Sech 702 authorities, so as
to address interagency issues affecting compdiamith the statute and applicable procedures.
Additionally, during this repontig period, NSD and ODNI conducted weekly telephone calls with
NSA to address certain outstanding commlematters and work tbugh the process of
understanding those matters anglar®ing incidents to the FISC.

(U) NSD and ODNI’s programmatic oversight alsgolves efforts to proactively minimize
the number of incidents of noncompliance. Faregle, NSD and ODNI have required agencies to
provide a demonstration to the jomversight team of new or subatially revised systems involved
in Section 702 targeting or mmization prior to implementaih. NSD and ODNI personnel also
continue to work with the agencies to reviemd, where appropriate, semlodifications of their
targeting and minimization procedures in an effo enhance the Government’s collection of
foreign intelligence information, civil libertieg@iections, and compliance. In particular, during
this reporting period, NSD and ODNI focused oentifying the extent to which non-compliant
gueries were occurring across the FBI, and entiflying programmatic modifications to address
the FBI's non-compliant queries. In subsetureporting periods, NSD and ODNI worked with
FBI to implement changes to its systems, as well.

(U) VI._Training

(V) In addition to specific instructions to pemsel directly involvedn certain incidents of
noncompliance discussed in Section 4, the ageaa@she joint oversight team have also
continued their training efforts to ensurerg@iance with the targeting and minimization
procedures. During this repargj period, NSA continued to admster the compliance training
course dated November 2036 All NSA personnel who requirgccess to Section 702 data are
required to complete this course on an annual rasigler to gain and/or maintain that access.
Additionally, NSA continued providing training @aamore informal and ad hoc basis by issuing
training reminders and complianadvisories to analysts cono@rg new or updated guidance to
maintain compliance with the Section 702 pahaes. Those training reminders and compliance
advisories are e-mailed to indivigluanalysts and targeting adjudicators and maiethon internal
agency websitégwhere personnel can obtain informataiout specific types of Section 702-
related issues and compliance matters.

24(U) The transcript associated with this trainidgted August 2016, was posted, in redacted fortC on the
Recordon August 22, 2017, in response to the aforemeetdACLU FOIA case titled)VSC1203: FISA Amendments
Act Section 702Document 17, NSA’s Training on FISA Amendmentg 8ection 702).

25(U) These documents were posted, in redacted, flmnn®DNI’sIC on the Recoradn August 23, 2017, in response to
the aforementioned ACLU FOIA casBlSA’s 702 Targeting Review Guidar{@»cument 10)NSA’s 702 Practical
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(U) During this reporting period, FBI similgrtontinued implementiy its online training
programs regarding Section 702 nominations, mizeation, and other related requirements.
Completion of those FBI onlineaining programs is required afl FBI personnel who request
access to Section 702 information. NSD and FBi ets\ducted in-person trainings at multiple FBI
field offices. For example, during this repng period, NSD and FBI continued to provide
additional focused training at FBI field aféis on the Section 702 minimization procedures,
including training FBI field pe@nel on the attorney-client pil®@ged communication provisions
of FBI's minimization procedures and thejuirements of FBI'sjuerying procedure®. NSD
training at FBI field offices alsmcluded training on the repang requirement from the FISC’s
November 6, 2015 Memorandum Opinion and Ordgarding the 2015 FISA Section 702
Certifications. As discussed above, this reporting requieat applies to quers conducted after
December 4, 2015, that were conducted solely ®ptirpose of returning evidence of a crime and
returned Section 702-acged information of or concernirg United States person that was
reviewed by FBI personnel.

(V) As part of its efforts to addressrtain issues causirige large number of non-
compliant queries, in June 2018, and in Nuaber 2019, FBI worked with NSD and ODNI to
develop updated guidance on the query provisioiBirs procedures. This enhanced training on
the query restrictions in FBIlisrocedures was designed to addrenisunderstandings regarding the
guery standard and how to avoid non-compliantigge More recentlyi-Bl developed training
focused on the query provisions in its Seci@2 querying procedures, including system changes
designed to address aspects of the 2018 Antegderying procedures. This training was
mandatory for FBI personnel who are authorimedccess unminimized Section 702 information.
FBI conducted this training between Novemaed December 2019. Current users who did not
complete this training by mid-December 2019 wdudwe had their access to unminimized Section
702 information temporarily suspaed until they took the training.

(U) During this reporting period, CIA continuéalprovide regular FISA training at least
twice a year to all of ¢hattorneys it embeds with CIA opeaatal personnel. Additionally, CIA has
a required training program for anyone handling &ection 702-acquired datfaat provides hands-
on experience with handling andnimizing Section 702-acquired dats well as the Section 702
nomination process; during thioating period, CIA continued to implement thisiniag, which
is required for all personnelho nominate facilities to NSAna/or minimize Section 702-acquired
communications. Furthermore, CIA has issgauiance to its personnel about how to properly
conduct United States person gaesrihat are reasonably likety return foreign intelligence
information?’

Applications TrainingDocument 11)NSA’s 702 Training for NSA Adjudicatdi@ocument 12), anNSA’s 702
Adjudication Checklis(Document 13).

26 (U) This specific training began before, occurdeding, and continued after the current reporpagod of June 1,
2018, through November 30, 2018.

27 (U) SeeUSP Query Guidance for Personméth Access to Unminimméd FISA Séion 702 Data As discussed in
the previous Joint Assessment, in response toftiieraentioned ACLU FOIA case, CIA’s guidance docamgas
posted, in redacted form, on ODNIG on the Recoren April 11, 2017seeACLU April 2017 Production 5,
Document 15 “CIA’s United States Person Query Glirids for Personnel.”
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(U) During this reporting period, NCTCquided training on the NCTC Section 702
minimization and querying procedures to alltefpersonnel who will havaccess to raw Section
702-acquired information. NCTC uses a trainiragking system through which NCTC can verify
that its users have received the appropriate@ec02 training before being given access to raw
Section 702-acquired information. In addition, NCconducts audits giersonnel at NCTC who
accessed raw Section 702-acquired informatiorsisyistem to confirm tht those personnel who
access raw Section 702-acquired informatiosh feeived training on the NCTC Section 702
minimization and querying procedures.

(U) SECTION 3: TRENDS IN SECTION 702
TARGETING AND MINIMIZATION

(U) In conducting the above-described oightsprogram, NSD, ODNI, and the agencies
have collected a substantial amount of data réggttie implementation dection 702. In this
section, a comprehensive collection of this datble@n compiled in order identify overall trends
in the agencies’ targeting, minimization, and caanpie.

(U) 1._Trends in NSA Targetingand Minimization

(U) NSA provides to the joint oversight tedhe average approximate number of facilities
that were under collection on any given day dyitime reporting periodBecause the actual number
of facilities tasked remains classifi&tthe figure charting the average number of faesitinder
collection is classified as well. Since the iptten of the program, the total number of faciktie
under collection during each refiag period has steadily increaseith the exception of two
reporting periods that expenced minor decreasés.

28 (U) The provided number of facilities, on averagigbject to acquisition during the reporting peéniemains
classified and is different from the uaskified estimated number of targeffected by Section 702 released by the
ODNI in its CY2018 Transparency Repofthe classified numbers estimate the numbéaailities subject to Section
702 acquisition, whereas the unclassified numbergigled inthe Transparency Report estimate the number dicBec
702targets As noted in the Transparencyp®et, the number of 702 “targets” reftts an estimate of the number of
known users of particular féities, subject to intelligence collection undbpse Certifications. The classified number
of facilities account for those facilitissibject to Section 702 acquisitidaring the current six month reporting perijod
whereas the Transparency Report estimatestimber of targets affected by Section @0éing the calendar year

22 (U) One of the reporting periods in which theatatumbe of facilities under collection decreased occurpedr to
2010 and is not reflected in Figure 5.
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From December 2017 throudlay 2018, NSA tasked an averdJj
approximatel electronic communications accountﬁth. From June 2018 through

November 2018, NSA tasked an average of approxi lectronic communication
accounts per month,- increase fribra prior six-month period.

(U) With respect to minimization, NSA identifigo the joint oversight team the number of
serialized reports NSA generated based upanmized Section 702-acquired data and provided
NSD and ODNI access to all reports NSA itiiged as containing United States person
information3® Figure 7 contains the classified numbese@fialized reports aneports identified as
containing United States person information dherlast ten reportingeriods. The NSD and
ODNI reviews revealed that the lted States person information svat least initially masked in
the vast majority of circumstanc&s The number of serializaéports NSA has identified as
containing United States person information dased, after increasifigr the prior reporting
period.

33(U) Previous joint assessments referred to thegers containing minimized Sectidf02- or Protect America Act
(PAA)-acquired information. Given that Section #iZISA replaced the PAA in 2008, the Governmemtamger
disseminates minimized information that was presfpacquired pursuant to PAA. However, Figure Gvpdes a
trend analysis over a longer period of time and malude reports containing minimized PAA-acquiiefbrmation in
addition to minimized Section 702-acquired inforioat

34 (U) NSA generally “masks” United States persdorimation by replacing the name or other identifyinformation
of the United States person with a généerm, such as “United States per#dn’ Agencies may request that NSA
“unmask” the United States person identity. Pt@gosuch unmasking, NSA must determine that theddritates
person’s identity meets the applicablenstards in NSA’s minimization procedures.
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(V) Figure 7: Total Disseminated NSA Serialized Repts Based Upon Section 702-Acquired
Data and Number of Such Reports NSA Idetified as Containing USP Information

(V) Figure 7 is classifiee-SEEREFHNSFORN.

(SHNF) Specifically, in this reporting period NSdentified to NSD and ODNI
approximatel serialized reports basedruminimized Section 702-acquired data. This
represents a 0.2% decrease fiibim approximatel serializedports NSA identified in the
prior reporting period. Figure 7 reflects NSAoeting over the last ten reporting periods; the
number of reports identified by NSA deased in only one other reporting period.

(SH#MH) Figure 7 also showvtise number of these serialized reports that NSAtitled as
containing United States person informatiduring this reporting period, NSA identified
approximatel serialized reports as contagnuUnited States person information derived from
Section 702-acquired data.The percentage of reports contag United States person information

35 (U) NSA does not maintain records that allovniteéadilydetermine, in the case of a report that includésimation
from several sources, from which source a refereémeeUnitel States person was deriveficcordingly, the references
to United States person identities may have regsfiitan cdlection pursuant to Section 702 or from other avitted
signals intelligence activity conducted by NSA tivais reported in conjunction with information acgdiunder
Section 702. Thus, the number provided abovesissa®d to likely be over-inclusive. NSA has presip provided
this explanation in its Annual Review pursuant éxt®n 702(1)(3) that is provided to Congress.
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(U) 1ll._Trends in CIA Minimization

(U) CIA only identifies for NSD and ODNI ggeminations of Section 702-acquired United
States person information. Classified Figdreompiles the number of such disseminations of
reports containing United States person infdromaidentified in theeporting periods from
December 2013 — May 2014 through the current pexialine 2018 through November 2018.
While the number of ClA-identified disseminatior@ntaining United States person information has
fluctuated over the years, those fluctuations tgereerally been incremental whether upward or
downward. The current reporting period’s numtieCIlA-identified disseminations containing
United States person information continued thertdr although it decreas&dm the last reporting
period.

(U) Figure 9: Disseminations ldentifiedoy CIA as Containing Minimized Section 702-
Acquired United States Person Information (Excluding Certain Disseminations to NCTC)

(V) Figure 9 is classifies-SEESREFHHNSFORN.

(SN During this reporting period, ClAedtified approximatel. disseminations of
Section 702-acquired data contagiminimized United States person information. sTikia 22.1%
decrease from the approximat./ such dissenainatCIA made in the prior reporting peridiiilii
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(U) Figure 10: Total CIA Files Retained or Transérred and Total CIA Files that were
Retained or Transferred which Contained Potential UnitedStates Person Informatiori!

(U) Figure 10 is clasked SEEREFHNOFORN.

SNF) For this reporting period, CIA analysransferred a total of approxima_
(2.5%) of which weredentified by CIA as containing a communication
with potential United States person informatidrhis is a 3.8% decrease in i

transferred or retained when compared withhevious reporting period WhW
N (: 37 of hich containca

potential United States person information.

(U) 1IV. Trends in NCTC Minimization

(U) Beginning with the reporting periodwering June 2017 through November 2017, the
Joint Assessment includes statistics regardingatiad number of disseminations identified by
NCTC as containing Section 702-aagui information. This numbeés classified and reported in

4L (U) CIA reviewed the numbers presented in thisrtfor previous joint assessments and identified that sofirtiee
numbers reported in previous joint assessments weogect. Those numbers have been updated accordingly
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(U) SECTION 4: COMPLIANCE ASSESSMENT — FINDINGS

(U) This assessment reports a large nunb&Bl compliance inidents related to
guerying, and, in particular, FBI's use of “batgpheries,” which significatty increased the number
of incidents during theurrent reporting periotf The vast majority of these compliance incidents
related to a single large query event. Ascdssed below, non-compliant batch queries were
conducted by a limited number of personnel, andesagre conducted using a batch query function
in an FBI system?

(U) The FBI amended its 2018 querying proceduressponse to concerns raised by the
FISC and the FISC-R regarding the sufficientyhose procedures. The FISC ultimately
determined that the FBI's amended querying pdores were adequatad the joint oversight
team has engaged with the FBI to implementdéhameended procedures and to provide the FISC
with periodic reporting regarding that implemerdatiincluding with respect to systemic changes
and additional training of FBI personrfél.These incidents and remedial measures are dktaile
below and will be updated in future assessmestgppropriate. The overall compliance incident
rate increased significantly duritigis reporting period, in large pattie to the high number of the
FBI querying incidents.

(V) The joint oversighteam finds that during thisperting period, the agencies have
continued to implement their procedures arlbbfothe guidelines in a manner that reflects a
focused and concerted effort by agency personrmraply with the requirements of Section 702.
The personnel involved in implementing the Set02 authorities are appragely directing their
efforts at non-United States persons reasonabigvieel to be located outside the United States for
the purpose of acquiring foreign intelligence mmh@tion. Processes have been put in place to
implement these authorities and to imposerir@econtrols for compliance and verification
purposes.

(U) However, notwithstanding a focused aathcerted effort by FBI personnel to comply
with the requirements of Section 702, misustendings regarding FBI's systems and FBI’s

%3 (S#NF) The number of FBI minimization errors fbe current reporting period jjflf  compared t<-
minimization errors in the previous reporting pdrio

a4 iS#N-Fi The FBI sistem in which the non-complibatch queries were conducted was _

45(U) On October 8, 2019, the ODNI posted,IGron the Recorddocuments related to the 2018 certifications,
including the FISC’s October 2018 opinion, the RBG July 2019 opinion, the FISC’s September 20i#ion, and
FBI amended querying procedures, dated August 2&pecifically, in its October 2018 opinion, thesEl found that
certain parts of FBI's procedures concerning thergjng of United States persons were not sufficidlrite
Government appealed this decision to FISC-R, whifinmed the FISC’s decision in part. The Government
subsequently submitted amended FBI querying praesdo ddress the issues raised by the FISC and the FIS@QR
the FISC found that the amended procedures wefieisaf.

(U) Subsequently, while outside this reportingigeirthe FISC revisited FBI's non-compliant queriest i
December 2019 opinion authorizing the 2@ction 702 certifications; this opiniamd other dagments related to the
2019 Section 702 certifications were released qieheber 4, 2020, o€ on the Record As it pertained to FBI's
guerying procedures, the FISC’s opinion regardieg2019 Section 702 certifications found that tBéwas following
its schedule for implementing the traigiand system modificatis necessary comply witts querying procedures.
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guerying requirements caused a large number efygerrors. In particular, misunderstandings at
one field office, involving FBI'sconduct of “batch queries,” léd a significant increase in
compliance incidents during this reporting pdridr he joint oversight team expects that the
remedial measures undertaken by FBI will allovoibétter implement its querying procedures and
follow the guidelines in such a manner.

(U) Although the overall compliance incident rdiging this reporting period, expressed as
a percentage of overall collectiantivity, increased significantlyyhen the FBI's single largest
guerying incident is excluded, theerall compliance incident rate generally consistent with the
rates reported in previous periods.

(U) As noted in prior repts, in the cooperative envirommt the implementing agencies
have established, an action by one agency cart nesl incident of nommmpliance with another
agency’s procedures. It is also importanhdde that a single indent can have broader
implications. For example, an “NSA complianoeident” could be causeby typographical errors
contained in another agency’s noation to NSA for tasking.

(U) Each of the compliance incidents for tbisrent reporting period idescribed in detalil
in the corresponding Seati 707 Report. This joint assessmeoes not reiterate the compliance
incidents set forth in the Seati 707 Report. It does, however, examine thosdents to assess
broader implications and to determine whetheragency’s corrective measures address those
implications.

(V) Specifically, even a small number of incidecds have the potential of carrying
broader implications, and a slmaumber of actions can result mumerous incidents also having
broad implications, as is tloase for the FBI “batch” querying incidents. Thilng Joint
Assessment provides NSD and ODNI's analysis affg@ance incidents in an effort to identify
existing patterns or trends thatght identify the underlying cause$those incidents. The joint
oversight team then considers whether and thmse underlying causes could be addressed through
additional remedial or proactive measuaes assesses whethee tigency involved has
implemented appropriate procedures to preventregces. The joint oversight team continues to
assist in the development of such measures, sénvbich are detailed bmwv, especially as it
pertains to investigating whether additional andéew system automation may assist in preventing
compliance incidents.

(V) I._Compliance Incidents — General

(U) A. Statistical Data Réating To Compliance Incidents

(SH#NF) There were a total- compl@nincidents that inveed noncompliance with
NSA'’s targeting, minimization, or querying praltees an compliangacidents involving
noncompliance with FBI's targeting and minintioa procedures, for a total - incidents
involving NSA or FBI procedure®. In addition, during this reporting period, thever

46 (U) As is discussed in the Section 707 reportl@r@in, some compliance incidents involve more ihv@e element
of the IC. Incidents have therefore been groupdwy theagency “at fault,” but instead liie set of procedures with
which actions have been non-compliant.
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compliant queries — almost all of which pertained wingle event. These incidents — including the
remedies — are discussed in detail below. The fiversight team conducted an analysis of the
overall compliance incident rate and determined tiearly all of the increase in the rate was driven
by the significant rise in theumber of FBI query errors; other types of compgl@mcidents

included in the overall compliance ideint rate were generally in &rwith the historical low rates
and did not drive the increase in tlage to the extent that FBI quegyrors did. As discussed above
and detailed below, the manner iniefhthis overall compliance incident rate is caddad results in
an imperfect measure of the error rate fer $ection 702 program during this reporting period.

(U) The number of notificatiodelays substantially decreasguring this reporting period.
As discussed below, notification delays are incigdem which the violation is that the notification
requirement contained in the targeting procedwas not satisfied. Substantive compliance
incidents are not captured in this metric. dampliance incident involweboth a substantive error
(for example, a tasking or detasdy error) and the failure to metdte notification requirement, the
substantive error was counted sgpaly from the notification delay. For the maijprof these
notification delays, the only incident of nonrapliance was the failu® comply with the
notification requirement. Specifically, as partloé oversight team’s periodic evaluation of the
tools to assess compliance, the joint overdighin, as explained in past Joint Assessments,
determined that another valuable measure t®topare the overall compliance incident rate
excluding notification delays. the notification delay incidentsenot included in the calculation,
the overall compliance incident réte this reporting period degases slightly to 33.52%. The
comparable incident rate in the previousaring period was 4.32%; @l preceding reporting
periods the comparable incideate was less than 1%. Likeetbverall compliance rate discussed
above in Figure 12, the rate without the notifimatdelay incidents was similarly affected by the
FBI querying incidents.

(U) When excluding FBI querying incidentsetbverall compliance incident rate — with
and without the notification delagicidents — remained low, whit¢he joint oversight team assesses
is a result of training, internal processes desigio identify and remedlie potential compliance
issues, and a continued focus by internal andeat®eversight personn& ensure compliance
with the applicable targetinghd minimization procedures. The joint oversiglantehas continued
to identify a significant numbdthough substantially lower tham this reporting period) of non-
compliant FBI queries in subsequeeporting periods. The joint eksight team continues to work
with FBI to reduce the number of these non-cliamp queries and improve training and guidance
regarding the conduct of quesiin FISA-acquired data.

(U) As explained in previous assessmetis,oversight team pedically evaluates how
and what data it collects to provide for more megful statistics. For exapfe, the team considers
whether there are other means of comparisonetiven with the currently tracked actions or by
implementing the tracking of certain other datdat could provide better understanding of
overall compliance. The Joint Assessment hasttoadily compared the number of compliance
incidents {.e., the “numerator”) to targetg activity during the reporting period, whichreflected
as the average numbertatked facilitiesi(e., the “denominator”).

(U) While tracking this rate @r consecutive years allows awwediscern general trends as
to how the Section 702 program is functioning elldrom a compliance standpoint, it remains an
imperfect proxy. A flaw with usinghis particular proxy is that dain types of incidents included

35
—FOP-SECRETHSHNOFORNASA

Authorized for Public Release on August 10, 2021 Page 35 of 81 Section 702, 21st Joint Assessment, March 2021



FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

—FOP-SECRETHSHNOFORNASA

in the numerator do not have a relation to theetimg activity in the denominator. For example,
assessing a delaydétaskingncident (which is an incidemesulting from non-compliance with
targeting procedures) as contained in the numetatitve number of averag@skedfacilities as
contained in the denominator compares closelylairfactors — both are dicdly related to tasking
and must meet the requirements of the targetioggulures. However, the factors are not similar
when comparing an impropdisseminationncident or an impropeguery(which are incidents
resulting from non-complianceith minimization and querying procedures) to the number of
averagdaskedfacilities. Minimization and querying inbénts implicate the requirements of the
minimization and querying procedures, whereasdhkig of a facility implicates the requirements
of the targeting procedures. In addition, the banof query and dissemiti@n incidents that can
occur in a reporting period are largely independiem the number of falities tasked during a
period, as queries and disseminatioas involve facilitieghat are no longer tasdl — or were never
tasked — pursuant to Section 702, and multiple gsi@r disseminations can be made in relation to
a single facility. Conceivably, minimization ineidis should be compared to the number of total
minimization actions, but we are currently unabledunt or track minimization actions in that
manner. Adding to the dissimilarity is thatltiple agencies’ (NSA, FBI, CIA, and NCTC)
incidents — as well as incidents by service mters — are counted in the overall compliance
incident rate, but only two agencies (NSA &) actually conduct targeg activity pursuant to
their respective targeting prabees, and only NSA'’s targetiragtivities are included in the
denominator.

(U) The imperfections in the overall complianceidtent rate are particularly evident in this
reporting period because the number of compliancdents in the numeratdnat do not bear a
relation to the denominator (in particular, the EBkry errors) sheavily outweighs the number of
compliance incidents that do bearelation to the denominatar.§, NSA targeting errors).
Accordingly, readers should understand that3B®4% overall compliancegident rate is an
imperfect representation of teeror rate for the Section 702 pragr during this reporting period.

(U) As described in prior Joint Assessmentkile assessing that the agencies remain
overall compliant, the joint oversight team rewagdithe value of the overall incident rate proxy and
determined that providing an additional comparisate would enhancaverseers’ (the FISC,
Congress, and the PCLOB) and the public’s wstdeding of Section02 compliance. This
assessment, accordingly, provides an aotati metric (first introduced in the #9oint
assessment): the NSA targeting compliance imtickte (see Figures 14 and 15). The joint
assessment team has also decided that, becaus@éiglerrors comprise a substantial number of
the incidents discovered by NSD during this répgrperiod, this assessment and, depending on the
type of errors that were reported during theligpple period, potentially future assessments will
include a query error rate for FBI (see Figure 19).

(V) Separating the targeting errors from the miaation errors allows for another layer of
evaluation. We provide these atiloinal metrics (also introduced in the previousasment) to
advance the understanding of the derits’ impact and the causegtodse incidents. These metrics
are provided after an explanation of the categasfecompliance incidents so that the new metrics
can better be understood.
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(U) B. NSA’s Compliance Incidents: Categories and Number of Incidents

(U) As has been true historically, most of the pance inciderd occurring during this
reporting period — excluding the FBI querying ohemnts — involved non-compliance with the NSA’s
targeting or minimization procedes. This largely reflects tleentrality of NSA'’s targeting and
minimization efforts in the Government’s ingohentation of the Section 702 authority. The
compliance incidents involving NSA'’s targetingroimimization procedures have generally fallen
into the categories below. Howar, in some instances, an incident may involve rntiosa one
category of noncompliance.

(V) Incidents of non-compliance with NSA’s TargetiRrocedures:

X (U) Tasking IssuesThis category involves incidentghere noncompliance with the
targeting procedures resultedan error in the initialasking of the facility.

X (U) Detasking IssuesThis category involves incidenitn which the facility was
properly tasked in accordance with they&ing procedures, but errors in the
detasking of the facilitgaused noncompliance withe targeting procedures.

x (U) Overcollection This category involves incidés in which NSA'’s collection
systems, in the process of attemptingt¢gquire the communications of properly
tasked facilities, also acqed data regarding untasked facilities, resulting i
“overcollection.”

x (U) Notification Delays This category involves ingents in which a notification
requirement contained in the tariget procedures was not satisfitfd.

x (U) Documentation IssuesThis category involves incidents where the
determination to target a facility wast properly documented as required by the
targeting procedures.

(V) Incidents of non-compliance with NS®\Minimization and Querying Procedures:

x (U) Minimization and Querying Issue3his category involvescidents relating to
NSA’s non-compliance with its minimization and quieg procedures.

(U) Other Issues.This category involves incidents thadd not fall into one of the six above
categories. In these instances, the joint oversegim will assess each incident to determine if it
resulted from non-compliance with NSA'’s tatigg procedures or \th NSA’s minimization
procedures and account ftwose incidents accordingly.

(U) While the above categosispecifically pertain to NShcidents, the FBI's targeting
incidents categories and all agencies’ minimizatiwidents categories generally align to those

49 (U) As explained above, a compliance incident inaplve both a failure to meet the notification requiretand a
substantive error (for example, a tagkor detasking error). However, in those instanttessubstantive error was
counted separate from the notification delay. thermajoity of delayed notification incidents, the only ident of
non-compliance was the failure to complith the notification requirement.
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(U) Figure 13B: Number of Compliance Incidents Involving the NSA Tageting,
Minimization, and Querying Procedures

(U) Figure 13B is clasfied-SEERETHYOFORN

(U) As Figures 13A and 13B demonstrataring this reporting period, minimization and
guerying incidents account for the largest porbbmcidents across all categes. Tasking errors
and then documentation errors account for thersand third largest percentage of incidents,
respectively, followed by detasking delays. Tragkhe proportion of incidents allows for the joint
oversight team to identify trends and to addith& non-compliance with appropriate remedies.
Being able to do so is important for a variety cessespecially as it pertains to more substantive
tasking and detasking compl@mincidents that can (but dot always) involve collection
involving a facility used by a UniteStates person or an individdacated in the United States.
Furthermore, the joint overgit team also focuses on incidents of noncompliavitie
minimization procedures because these typésordents may involve information concerning
United States persons.

SHNF More specifically, the number of taskimgidents decreased fl’-
detasking incidentsicreased fro minimization an |
incidents increased fro documentgligninci increased f

I - ¢ “other” category incidents ireased fro The number o
notification delays decreased fr (| | | | QNN There were no overcollection incidents in
this period.

(U) As mentioned above, separating thrgéting errors from the minimization and
guerying errors allows for another layer of evéiluaas opposed to comparing all of the errors
together. By narrowing the focus on errorlicating NSA'’s targeting procedures, Figure 14
provides the NSA targeting compliance incident fatenetric introduced in the previous
assessment) for this current reporting period.s frig@tric compares simildactors: NSA’s number
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(U) Figure 17: Number of Compliance Incidents Involvingthe FBI Targeting, Querying, and
Minimization Procedures

(U) Figure 17 is clashed SEGREFHANORORN.

(V) In light of the joint oversight teamdecision to provide the NSA targeting compliance
incident rate above, the joint oversigeam determined that it walilso increase transparency to
include a metric representing the FBI targeting piiance incident rate. Ti&rate was provided in
previous joint assessments, but it was discontimugige 17" Joint Assessment as the joint
oversight team believed, at the time, that thaaleompliance incident rate and total number of
FBI incidents provided in Figure 17 were morefus. During this rporting period, the FBI
targeting compliance incident rateas 0.003%. Historically, thrate has remained well below one
percent. The joint oversight team assesses thid EBmpliance with respect to targeting is a resul
of its training, systems, and processes.

(U) As discussed above, the joint assessmant teas decided to provide a metric depicting
FBI's query error rate. Figure 18 provides B query compliance incident rate, which is
calculated as the total number of FBI query conmgkaincidents reported by NSD to the FISC
during the reporting period, expressed as a peagenf the total number d¥Bl queries audited by
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werereportedto the FISC as compliance incidedtging the reporting period. There may be
delays in resolving and reportingrapliance incidents after they are first identifiedpart, because
of delays in the GovernmentsJestigation while FBI gathers the relevant factsyhile FBI and
NSD discuss whether the facts of a matter conetdwcompliance incident. Incidents that occur
during a given reporting period may, accordingly reported over multiple assessments, and the
number of incidents reported in a given asseent may include incidents that occurred during
multiple periods. The number of query comptiarnncidents reported in Classified Figure 17, and
the FBI query compliance incident rate in Cléiedi Figure 18, may, therefore, include queries
audited by NSD during the reportingrjmel for a prior joint assessment.

(U) Although each of the metrics in Clds=il Figure 17 and Césified Figure 18 has
limitations, the joint assessment team believesthi®y nevertheless provide informative measures
of FBI's compliance with its querying procedures.

(U) D. CIA and NCTC: Number of Compliance Incidents

(SHMNF) There we- ncidents duringstineporting periodhat involved CIA’s
minimization procedure®,which is a slight increase frothe zero incidents reported in the
previous reporting period. Theimd oversight team assesses that CIA’'s compliaseeresult of its
training, systems, and processes that wapemented when the Section 702 program was
developed to ensure compliance with its minii@aand querying procedurasd the work of its
internal oversight team.

(SHNF) There WeI- incidents duringghmeporting periodhat involved NCTC'’s
minimization and querying procedures, whiclidecrease from the previous reporting petfod.
The joint oversight tearassesses that NCTC’s compliance issult of its training, systems, and
process that were implemented when NCTC wésagized to receive certain unminimized Section
702-acquired information.

(V) Classified Figure 19 prides the classified numbef minimization errors that
involved CIA for the last ten reporting periodsdaNCTC for reporting pesds beginning with the
19" assessment period. These numbers have digneraained low for CIA and for NCTC. The
joint oversight team assesses that CIA’'s and NCTEGrapliance is a result of its training, systems,
and processes that were implemented by each agency.

55 (U) Recall that CIA does not have targeting pchres and may not target. Because CIA only hagwization
procedures (and, after October 2018, querying plaes), errors can only occur as it pertains tenitimization and
querying procedures.

56 (U) Recall that NCTC does not have targeting pdoces and may not target. Because NCTC only haimination
procedures (and, after October 2018, querying phares), errors can only occur as it pertains tenitimization and
guerying procedures.
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(U) Figure 19: Number of Compliance Incidents Involving the CIA or NCTC Minimization
and Querying Procedures

(U) Figure 19 is classifiet=SECREFNOFEORN.

(U) E. Service Providers: Number of Compliancericidents

(SH=) Finally, there we- incidemndf non-compliance caused by an error made by
communications service providerstims reporting period, which represents an in@desm the
one incident reported in the prior reporting periddhe joint oversight team assesses that the low
number of errors by the communiicas service providers is thestgt of continuous efforts by the
Government and providers to ensthat lawful intercept systems effectively complighathe law
while protecting the privacy dhe providers’ customers.

(V) II._Review of Compliance Incidents — NSA Targting, Minimization, and Querying
Procedures

(U) As with the prior Joint Assessment, this Jdissessment takes a broad approach and
discusses the trends, patterns, and underlyingesanfghe compliance incidents reported in the
Section 707 Report. The joint oversight team lveldhat analyzing the tnels of those incidents,
especially in regard to their causes, helps tlemeigs focus resources, avoid future incidents, and
improve overall compliance. The Joint Assessmentarily focuses on incidents involving NSA’s
targeting, minimization, and querying proceduths,volume and nature of which are better-suited
to detecting such patterns and trendse fidlowing subsections examine incidents of non-
compliance involving NSA'’s targeting, minimizati, and querying procedures. Most of those
incidents did not involve United &es persons, and instead involvealters such as typographical
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or other tasking errors, detaskidglays with respect to faciliteused by non-United States persons
who may have entered the Unite@t®s, or notification delays. gmall number of incidents during
this reporting period did, however, involve United States persdnged States persons were
primarily impacted by: (1) tasking errors thal ke the tasking of facilities used by United Ssate
persons; (2) delays in detasking facilities aft&ANletermined that the user of the facility was a
United States person; and (3) non-compliance WB#\'s minimization procedures and querying
procedures involving the uninteéonal improper dissemination, reten, or querying of Section
702-acquired information.

(V) Regardless of United States person staimist oversight isonducted to ensure
compliance with all aspects of the targeting amdimization procedures; all identified incidents
are reported to FISC and to Congress; and all éentsdare required to kappropriately remedied.
For example, the joint oversigteam identified compliance ird@nts where the non-United States
person target was not reasonably expectgm$sess, receive, or dily communicate foreign
intelligence information concerning a foreign poweforeign territory as defined in 50 U.S.C.

§ 1801(e). The accounts used by those usersdetasked, and the relevant personnel were
reminded of the Section 702 tasking requiremeAsswith all incidents, tk joint oversight team
works closely with NSA to identifgauses of incidents in an effdot prevent future incidents,
regardless of United States person status.

(U) The Section 707 Report provides furthetadle regarding each individual incident and
information on applicable remedial and mitiggtections. Details are provided as to how any
erroneously acquired, disseminated, or quanémmation was handled through various purge,
recall, and deletion processes. Information ie pleovided about personnel remediation and, when
applicable, wider training efforts ddress incidents. In certanstances, processes or technical
tools are adjusted, as appropriate, to remedijntiidents, to mitigate ipact, and to reduce the
potential for future incidents.

(U) The NSA compliance incident rate forstheporting period, excluding FBI, CIA, and
NCTC compliance incidents, is 0.30%nd represents a decrease from the complianaeintciate
of 1.06% in the prewus reporting period.

(U) In the subsections that folloWthis Joint Assessment examas some of the underlying
causes of incidents of non-compliance. This Jaggessment first begins by examining and
explaining incidents impacting UndeStates persons’ privacy interests, even thoug$etincidents
represent a minority of the onadl incidents, followed by discussion of other types of
communication issues and human errors. The guarsight team beliegghat analyzing the
trends of these incidents, espdgian regards to their causes,Ip¢he agencies focus resources,
avoid future incidents, and improve overall compdia.

57(U) The overall compliance incident rate (accampfor dl four agencies) for this reporting period is 38b.

58 (U) Although ODNI and DOJ strive to maintain cimteng in the headings of these subsections, these igadiay
change with each joint assessment, depending dandltkents that occurred during that reporting getiand the
respective underlying causes.
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(U) Finally, other incidentswvolved improper queries conductedt in furtherance of an
operational need designed to find and extra&ifm intelligence information or evidence of a
crime, but rather as part of administrative training exercisé® At the time of the queries, the
FBI Section 702 minimization procerks did not permit queries to be conducted againsti-ISA
acquired information for this purpose. As pairthe FISC-approved 2018 certifications, the
Government amended the FBI's querying procedurefida, under certain circumstances, such
training queries4

(V) (3) Other Minimizatin Errors Caused by Misunderstanding or Miscommunication

(U) During this reporting period, there wexlso some incidents that involved non-
compliance with the provisions of the FBI minimization procedures comgeestablishment of a
review team for a target charged witbrane pursuant to the United States Cods.soon as the
FBI knows that a target is charged with suchimer FBI's minimization procedures require that
the FBI follow certain steps, including establishangeview team of oner more monitors. The
members of the review team mubgt individuals who have no roie the prosecution, and they
initially review the Section-702 acquired infortizen to determine whether the communications are
privileged. Failure to timely establish sucheaiew team constitutes a compliance incident.

(S#NF) During this reporting period, two erransolved the failure to timely establish such
a review team because of a misunderstanding oomiswnication:®> The joint oversight team
assesses that these types of intisléypically are the result of inddual failures orconfusion. For
example, in one such incident, the FBI agesigeed to the case concergia federally indicted
Section 702 target failed to notify the FBI agergponsible for reviewing the Section 702-tasked
facilities that the target had been charged uatésal months after the sealed complaint had been
filed. The joint oversight team assesses that SSDeérsight reviews, NSD’s and FBI’s training at
FBI field offices on the attorney-client privded communication provisisrof the minimization

ill help faciitate both the identification akview team compliance incidents
and assist in the prevention of amyure incidents. The joint oversight team assefsat continued
oversight and training, as well as FBI's modifiedlt will continue to help facilitate both the
identification of review team compliance incideaind assist in the prevention of any future
incidents.

113

14(U) These procedures, along with other documents defatihe 2018 Section 702 certification, were peipli
released on October 8, 2019,l6hon the Record
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(U) C. Remedial Steps Taketo Address Query Errors

(U) Since 2018, the jotroversight team has worked wi@Bl to re-focus existing training
for field office personnel on the query requirensenBuch focused training emphasizes the query
standard, provides examples of compliant and campliant queries, and details how to opt out of
guerying raw FISA-acquired inforation. Additionally, in June 2018Bl, in consultation with the
joint oversight team, issued glaince to all components wherersonnel had access to raw FISA-
acquired information. This guidance explaineel gunery standard and how to apply it. The
guidance also discussed compliance issuesvingthe application ofhe query standard,
including issues relating to queries run using‘thatch” search functionAdditional emphasis was
provided concerning issues invalg queries run against raw 70aced information to find and
extract only evidence of a crime (and not fordigelligence information). Each FBI field office
was instructed to train its persnel on the June 2018 guidance.

(V) Further, while outside the reporting perfod this current Joint Assessment, in January
2019, FBI and NSD conducted joinaiming for all FBI NSCLB personhand all field office legal
personnel, on FBI's querying procedures. FBIdioffice legal personnel were instructed to
provide this training to all peosnel with access to raw FISA-acopd information. FBI is also
currently developing revised sidard training for personnel who have access toRi&#-acquired
information, which will involve an ioreased focus on the query standard.

(U) NSD has also undertaken additional quemining at FBI field offices. At each FBI
field office where NSD conducts a minimizatiowieav, NSD generally conducts training for the
field office on minimization-relatktopics. NSD has addressed the query standaipdihese
trainings since 2016, and sincerhbas significantlyncreased the amouat time spent during
these training sessions on the query standardjaexy incidents. This training includes multiple
hypothetical examples derived from actual quacydents, and demonstrates, through screen
captures, both how personnel can avoid query intsde situations where they do not need to run
their queries against raw FISA-acquired infotima and how personnel can select the appropriate
option to allow the FBI to better track and complgh requirements involving queries run against
raw 702-acquired information to find and extranty evidence of a crime (and not foreign
intelligence information).

(U) As part of the FBI S¢ion 702 amended querying proceddtethat were adopted by
the Attorney General in 2019 and submitted to #8CFas part of the certification reauthorization
process, the Government clarified the query stahitalFBI’s procedures tbelp facilitate a better
understanding of the query standard, to therexhe prior languageaused confusion. The
amended procedures also instituted receeping and documentation requirements for United
States person queries and, in response the Fi&€enl the Government to periodically update the

116 (U) In August 2019, the Attorney General adomatended FBI's Section 702 querying procedures, wviere
subsequently approved by the FISC in September,2&18art of the 2018 certifications.

(U) FBI's querying procedures for the 2019 Satff02certification contained siilar provisions and were
approved by the FISC in Decem!2619, as a part of the FIS@ecember 6, 2019 Memorandum Opinion and Qrder
That opinion, along with other documents relateth®&o2019 Section 702 certification, was releasagdacted form
on September 4, 2020, ¢@ on the Record
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Court on FBI's implementation of the new requiremséY Between September and November
2019, the FBI implemented changes to FBI systetiaisng raw FISA-acquired information that
were necessary to comply with the amenpetedures. Among other things, these changes
require FBI personnel to providgustification explainng how their query meets the query standard
when running queries of UnitedeBs person query terms and when they seek tosaSeetion
702-acquired contents returned bglsgueries. All query terms and justifications are logged for
oversight purposes. These changes also maasigr for FBI personné “opt-out” of running

their queries against FISA-acquired informatidn.addition, FBI, inconsultation with NSD,
developed and deployed new traigj as detailed above, for FBI personnel on the query standard
and on the system changes. All personnel agitess to raw FISA-acquired information were
required to complete the trang by mid-December 2019, and p#rsonnel who subsequently
require such access must first complete this trgipiior to being granted access. The joint
oversight team believes that the above continaffgts will help facilitde a better understanding
of the query requirements.

(V) 1V. Review of Compliance Incidents -CIA Minimization and Querying Procedures

(V) During this reporting period, there were a Bmamber of incidents involving
noncompliance with the CIA minimization andegying procedures. Tse incidents involved
inadvertent instances of ClAtleer improperly retaining Sectn 702-acquire information or not
completely removing Section 702-acquired infotiora that should haveden deleted from CIA
systems.

(SHNF) CIA receives unminimized communigats from selectors that it nominates to
NSA for targetin
Communications from those selexs are routed into access-aatfied CIA data repositories
specifically designated to receive infornaatiobtained pursuant to Section 702, which are
physically or logically separated from other ClAalaepositories. As previously reported to the
Court, CIA separates all Section 702-acquirediaiata from Section 7682cquired communications
and separately retains that metada metadatanly repositories.

(S#NF) Specifically, one incident involvele improper retention of United States person
identifying information that was not necessary naerstand foreign intelligence information in a

widely accessible CIA systetd® The error was due to a misunstanding of tk capabilities of
softward ° 1 h2: sanitized the United States

person identifying information in its systemdacounseled the responisilpersonnel. A second

incident involved CIA's failure to notify NCT®f the obligation to purge certain Section 702-

117 () Subsequent to the reporting period, tBeHas implemented chan relating, among
other things, to how those systems record UnitateStperson query terms and provide justificatfongjueries of

United States person guery tern&ee, e.g
ﬂ%S-Day Report Regarding the Federal Bureau oé$tigation’s (FBI) Implementation of
the FBI's Section 702 query procedures” (56, 2019). Pursuant to these system changess wil be prompted to

provide certain information when conducting desrof United States person query terrfBge idat 10, 13-14.

b _
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(U) SECTION 5: CONCLUSION

(U) During this reporting periodhe joint oversight team fourtiat the agencies continued
to implement the procedures and follow thedglines in a manner that reflects a focused and
concerted effort by agency personnel to comyth the requirements of Section 702.
Nevertheless, a continued focus is needed taeaddhe underlying causestioé incidents that did
occur, especially those incidents relating to inggroqueries. The joint oversight team assesseés tha
such focus should emphasize maintaining closeitoring of collection aiivities and continued
personnel training. Additionally, gert of its ongoing oversight ngsnsibilities, the joint oversight
team and the agencies’ internal oversight regwisontinue to monitor the efficacy of measures
to address the causes of complian@idients during the next reporting period.

12_
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outside the United States, buinsfact located inside thénited States at the time the
communication is acquired, or was in fact datelth States person atetime of targeting.

(U) NSA, CIA, NCTC, and FBI have creategstems to track the purging of information
from their systems. CIA, NCTC, and FBI receimeident notifications from NSA to document
when NSA has identified Section 702 informattbat NSA is required to purge according to its
procedures, so that CIA and FBI aaeet their respective obligations.

(V) With passage of the FISA AmendnmeiReauthorization Act of 2017, Congress
amended Section 702 to require thaerying procedures be adoptadthe Attorney General, in
consultation with the DNI. Section 702(f)(1) recps that the querying ptedures be consistent
with the Fourth Amendment and that they includechnical procedure whereby a record is kept of
each United States person term used for ayguéongress added oth@guirements in Section
702(f), which pertain to accessingizen results of queries condudtby FBI. Specifically, under
Section 702(f)(2)(A), an order from the FISChisw required before the FBI can review the
contents of a query using a United States pegseny term when the query was not designed to
find and extract foreign intelligence informationdawas performed in connection with a predicated
criminal investigation that does not relate to owadil security.

(V) Queries may be conducted in twpés of unminimized Section 702-acquired
information: (i) Section 702-acquiredntentand (ii) Section 702-acquiredetadata Query terms
may be date-bound, and may include alphanunsériitgs, such as telephone numbers, email
addresses, or terms, such as a name, that aasedandividually oin combination with one
another. Pursuant to FISC-apped procedures, an agency cauty query Section 702 information
if the query is reasonably likely to retrieve foreigtelligence information or, in the case of the
FBI, evidence of a crime. Thi&tandard applies toléection 702 queries, reghess of whether the
term concerns a United States persr non-United States person.

(U) The agencies have similar querying procedurFor example, the agencies’ procedures
require a written statement of fagustifying that the usef any such identifieas a query selection
term of Section 702-acquired content is caebly likely to retrieve foreign intelligence
information or, in the instance of FBI, evidenceaafrime. Some querying rules are unique to
individual agencies. For example, NSA’s Sexstyr02 querying procedures also require that any
United States person query term used to ideatifd select unminimized section 702-acquired
content must first be approved by NSA’s OfficeG#neral Counsel and that such an approval
include a statement of facts estahing that the use of any suclemdifier as a selection term is
reasonably likely to retrieve fogm intelligence information. In addition, withsggect to queries of
Section 702-acquired metadatangsa United States person ideigif NSA’s querying procedures
require that NSA analysts document the basis foln @@etadata query prior to conducting the

query.
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