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(This 2-Page Fact Sheet is Unclassifi#dhen Separated from this Assessment.)

(U) FACT SHEET

(U) Semiannual Assessment of Compliance with Bcedures and Guidelines Issued Pursuant
to Section 702 of the Foreign Intelligence Survedhce Act (FISA)
Joint Assessments

(U) This Fact Sheet prades an overview of th@emiannual Assessments of Compliance with
Procedures and Guidelines Issued PursuantectiSn 702 of the Foreign Intelligence Surveillance
Act These assessments are commonly referrad tdoint Assessments,” and are submitted by the
Attorney General and the Directof National Intelligence (DNI). As of SeptembéX24, twenty-
three Joint Assessments have been submitted.

(U) Joint Assessment Basics:

X (U) Why is the Joilhssessment requiredThe FISA Amendments Act of 2008 (50 U.S.C.
1881a(m)(1)) requires ¢hAttorney General and the DNI @&ssess compliance with certain
procedures and guidelines issuedspant to FISA Section 702.

X (U) What period is coverdaly a Joint Assessmentach Joint Assessment covers a six-month
eriod: December 1 — Ma%/ 31 or June 1 — Maver 30. This Assessment covers the period
rom June 1, 2019 through December 31, 2019.

x (U) Who receives it Each Joint Assessment is submitted to the follovaweysight entities:
Foreign Intelligence Surveillance Court (FISC), velet congressional committees, and the
Privacy and Civil Libertie©versight Board (PCLOB).

X (U) What is being assessedPe Attorney General and the D)dIntly assess # Government’s
compliance with Attorney General Guidelines andhwAtSC-approved “targeting,” “minimization,”
and “querying” procedures.

X (U) What are targeting, minimation, and qusting procedures?Section 702 allows for the
targeting of (i) non-United States persons (ié ably believed to be located outside the United
States (lii) to acquire foreigntelligence information.To ensure that alhree requirements are
appropriately met, Section 702 requires targetimoggrures. Targeting is effectuated by tasking
communications facilities (such sdephone numbers and electmoommunications accounts) to
U.S. electronic communications service prowsdeSection 702 alsequires minimization

rocedures to minimize and protect any non-pubfarmation of United $tes persons that may
Ee incidentally collected wheappropriately targeting non-Ueil States persons abroad for
foreign intelligence informationQuerying procedures tseules for using Unité States person and
non-United States person identifiers torgugection 702-acquidceinformation.

x (U) What compliance and oversiglffogts underlie theloint AssessmentAgencies emlploy
extensive compliaze measures to implement Section 702dcordance with procedural, statutory,
judicial, and constitutional reqa@ments. A#'oint oveight team consistingf experts from the
Department of Justice (DOJ) and the Ofticehaf Director of National Intelligence (ODNI)
oversees these measures. Each incident of nonliemas (.e., compliance incident) is
documented, reviewed by the joint oversight teeamediated, and reported to the FISC and

relevant congressional

(This 2-Page Fact Sheet is Unclassifi#dhen Separated from this Assessment.)
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committees. The Joint Assessment summarizes taamtiassesses compliance (including
calculating the compliance incident rate fog tielevant reporting ped) and may include
recommendations to help prevent compdi@ incidents or increase transparency.

x (U) What government agencies are ineolwith implementing Section 702he National
Security Agency (NSA), the Federal Bureaurofestigation (FBI), the Central Intelligence
Agency (CIA), and the National Counterterrani€enter (NCTC). Each Joint Assessment
discusses how these agencies implement the aythorit

x (U) Why is the Joint Assessment classifiddiz Joint Assessment is classified to allow the
Government to provide the FISC, the congr@sal oversight committees, and the PCLOB a
complete assessment of the Section 702 progsduite at the same time protecting sources and
methods. They are carefully redacted for pul@iease in the inteséof transparency.

x (U) What is the formadf the Joint Assessmenithe Joint Assessmegénerally contains an
Executive Summary, five sections, and an Ampe. Sections 1 and 5 provide an introduction
and conclusion. Section 2 details internal conmaiéaefforts by the agencies that implement
Section 702, interagency oversight, training efoaind efforts to improve the implementation
of Section 702. Section 3 compiles and preseata acquired from oopliance reviews of the
targeting and minimization pcedures. Section 4 describes compliance trends.Jadint
Assessment describes the extensive measuresakwatelly the Governmetd ensure compliance
with court-approved targeting and minimizatioogedures; to accurately identify, record, and
correct errors; to take responsive actions tcorerrany erroneously obtained data; and to minimize
the chances that mates will re-occur.

x (U) What are the types obmpliance incidents discussedenerally, the Joint Assessment
groups incidents into six orwen categories. Categories [tdsking incidents, detasking
incidents, notification delaysnd documentation errors) dissunon-compliance with targeting
procedures. Category 5 disses incidents of non-complianeéh minimization procedures,
such as improper disseminations of information aegupursuant t&ection 702, and querying
procedures, such as non-compliant querieSaation 702-acquired information using United
States person identifiers. When appropriatatagory discussing incidents of overcollection is
included. Additionally, the last category is a ta#dl category for incidestthat do not fall into
one of the other categories. The actual nurob#te compliance incidents is classified; the
percentage breakdown of thoseidents is unclassified and repext in the Joint Assessment.
Additionally, because Section 702 collection ocauith the assistance of U.S. electronic
communications service provideso receive a Section 702(i)rdctive, the Joint Assessment
includes a review of any complianceidents by such service providers.

(This 2-Page Fact Sheet is Unclassifi#dhen Separated from this Assessment.)
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(U) Semiannual Assessment of Compliance witRrocedures and Guidelines Issued Pursuant
to Section 702 of the Foreign Intelligenc8urveillance Act, Submitted by the Attorney
General and the Director of National Intelligence
September 2021
(U) Reporting Period: June 1, 2019 through Novembe80, 2019

(U) EXECUTIVE SUMMARY

(U) The Foreign Intelligence Surveitce Act of 1978 (FISA), 50 U.S.C. § 18&tlseq, as
amended, requires the Attorney Gexlend the Director of Natiohintelligence (DNI) to assess
compliance with certain procedures and gurtgiissued pursuant to FISA Section 702
(hereinafter, “Section 702"), and to submit suckeasments to the Foreign Intelligence
Surveillance Court (FISC) and relevant congiassi committees at least once every six months.
Section 702 authorizes, subjectréstrictions imposed by trstatute and required targeting,
minimization, and querying procedures, the ¢tirgy of non-United Stat persons reasonably
believed to be located outside the United Statesdardo acquirdoreign intelligence information.
The present assessment sets ftirehtwenty-third joint compliarecassessment of the Section 702
program. This assessment covers theoperiom June 1, 2019, through November 30, 2019
(hereinafter, the “reporting period”) and accanjes the Semiannual gart of the Attorney
General Concerning Acquisitionsider Section 702 of the Foreifirelligence Surgillance Act as
required by Section 707(b)(1) of FISA (hereinaftae “Section 707 Report”)The Department of
Justice (DOJ) submitted the Section 707 Repoitiarch 5, 2020; it covers the same reporting
period as the Joint Assessment.

(U) This Joint Assessment is based upon the cong@iassessment activities that have
been jointly conducted by the DOJ’s Nationat@#y Division (NSD) and the Office of the
Director of National Intelligence (ODNI).

(U) This Joint Assessment finds that #geencies have continued to implement the
procedures and follow the guidelines in a marthat reflects a focused and concerted effort by
agency personnel to complytivthe requirements of Seatid02. The personnel involved in
implementing the authorities are appropriafelyused on directing their efforts at non-United
States persons reasonably believed to be Id@attside the United St for the purpose of
acquiring foreign intelligence information. Prgses are in place to ingohent these authorities
and to impose internal controls for compliance agffication purposes.

(U) However, notwithstanding a focused amhcerted effort by the Federal Bureau of
Investigation (FBI) personnel to comply with thgueemens of Section 702, rmunderstandings
regarding FBI's systems and FBHsierying procedures caused a &argimber of query errors. In
particular misunderstandings at one field offieeolving FBI's condutof “batch queries,” led to a
significant number of compliance in@nts during this reporting period.

(V) During this reporting period, the overallmpliance incident rate — calculated as the
total number of compliance incidents reported miyithe relevant reportnperiod, expressed as a
percentage of the average number of facilgiggject to acquisition cany given day during the

5
—FOP-SECREFHSHNOFORN—

Authorized for Public Release on July 18, 2022 Page 5 of 81 Section 702, 23rd Joint Assessment, September 2021



FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

—TOP-SECRETHSIHNOFORN—

reporting period — was 20.28%, whicepresents a significantcrease from the prior period
(6.91%). As described above, the vast majoritgashpliance incidents related to a single type of
query error, involving FBI's conduct of “batch qie=.” These incidents, as well as FBI’s
subsequent remedial measures, aseudised in greater detail latettlis assessment. As explained
in past assessments and detailed later in thismuassessment, the overall compliance incideat rat
is an imperfect metric, in papecause a certain number of thenptiance incidents included in the
numerator do not bear a meanigtlation to the targeting actiies in the denominator. For
example, as detailed below, the number of FBI geeryrs is not related to the average number of
facilities subject to acquisition. €himperfections in the metric are particularly entin this
reporting period because the number of compliancidents in the numeratéhat do not bear a
relation to the denominator (in particular, the Eery errors) sbeavily outweighs the number of
compliance incidents that do bearelation to the denominatae.§, NSA targeting errors).

(U) This assessment also includes the tangedissessment compliance incident rate for the
National Security Agency (NSA) (see Figureld&ow), which represents the number of NSA
targeting compliance incidents, expressed as a&peage of the average numharfacilities tasked
to acquisition, in each case, during the reponiegod. During this repting period, the targeting
assessment compliance incident rate for NSA wa&6.1

(U) This joint assessment, like the24nd 229 Joint Assessments, also presents an
additional metric that is desigti¢o reflect FBI's rate of contipnce with its procedures when
conducting queries of unminimized Section 70g8taed information, audited by NSD, given that
such errors comprised a substantial numbeoaoipliance incidents during this reporting period.
NSD and ODNI will determine whether to inclutihés additional metric in future assessments,
depending on the types of incidettiat were reported in the dm@able period. This new metric,
which is a query error rate for FBI (see Figurebgbw), represents the total number of FBI query
compliance incidents reported to the FISC durirgréporting period, expreskas a percentage of
the total number of FBI queries audited by NSD in connectiontivHield office reviews during
which NSD identified such FBI query compliance @aits! During this reporting period, the
query error rate for FBI was 36.59%.

(U) SECTION 1: INTRODUCTION

(U) FISA Section 702(m)(£)yequires the Attorney General and the DNI to asses
compliance with certain procedures and guidslissued pursuant to Section 702 and to submit
such assessments to the FISC and relevant corgrassommittees at least once every six months.
To fulfill this requirement, a team of oversighgrsonnel from NSD and ODNI (hereinafter, the
“joint oversight team”) has conducted complianegiews to assess whetttbe authorities under
Section 702 have been implemented in accordaitbetive applicable procedures and guidelines,
discussed herein. This repsets forth NSD and ODNI's 25oint compliance assessment under

1S#M-The number of queries audited and indlidethis total are queries contained in query logs/ided to NSD
by FBI that were run in F NSD has, in
prior query audits, found that a small pemtage of queries that were includegarticular query logs were not run
against unminimized FISA-acquired information,nolude unminimized Section 702-acquired information

2(U) 50 U.S.C. §1881a(m)(1).
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Section 702, covering the period June 1, 2019 through November 30, 2019 (hereinafter, the
“reporting period”).?

(U) Section 702 requires that the Attorney General, in consultation with the DNI, adopt
targeting, minimization, and querying procedures, as well as guidelines. A primary purpose of the
guidelines is to ensure compliance with the limitations set forth in subsection (b) of Section 702,
which are as follows:

(U) An acquusition authorized under subsection (a)—

(1) may not intentionally target any person known at the time of acquisition to be
located 1n the United States:

(2) may not intentionally target a person reasonably believed to be located outside the
United States if the purpose of such acquisition is to target a particular, known
person reasonably believed to be in the United States;

(3) may not intentionally target a United States person reasonably believed to be
located outside the United States;

(4) may not intentionally acquire any communication as to which the sender and all
mtended recipients are known at the time of the acquisition to be located in the
United States; and

(5) shall be conducted in a manner consistent with the fourth amendment to the
Constitution of the United States.

(U) The Attorney General’s Guidelines for the Acquisition of Foreign Intelligence Information
Pursuant to the Foreign Intelligence Surveillance Act of 1978, as amended (hereinafter, “the
Attorney General’s Acquisition Guidelines”) were adopted by the Attorney General, in consultation
with the DNI, on August 5, 2008.

(U) During this reporting period, the Government acquired foreign intelligence information
under Attorney General and DNI authorized Section 702(h) certifications that targeted non-United
States persons reasonably believed to be located outside the United States in order to acquire
different types of foreign intelligence information. The foreign intelligence information must fall
within a specific type (i.e., category) of foreign intelligence information that has been authorized
pursuant to the Section 702(h) certifications.* Four agencies are primarily involved in

3(U) This report accompanies the Semiannual Report of the Attorney General Concerning Acquisitions under Section
702, which was previously submitted on March 5, 2020, as required by Section 707(b)(1) of FISA (hereinafter, the
“Section 707 Report™). This 23" Joint Assessment covers the same reporting period as the 23" Section 707 Report.

4
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implementing Section 702: NSA, FBI, the Central Intelligence Agency (CIA), and the National
Counterterrorism Center (NCTC). An overview of how these agencies implement the authority
appears in the Appendix of this assessment.

(U) Section Two of this Joint Assessment provides a comprehensive overview of oversight
measures the Government employs to ensure compliance with the targeting and minimization
procedures, as well as the Attorney General’s Acquisition Guidelines. Section Three compiles and
presents data acquired from the joint oversight team’s compliance reviews in order to provide
mnsight into the overall scope of the Section 702 program, as well as trends in targeting, reporting,
and the minimization of United States person information. Section Four describes compliance
trends. All of the specific compliance incidents for the reporting period have been previously
described in detail in the Section 707 Report. As with the prior Joint Assessments, some of those
compliance incidents are analyzed here to determine whether there are patterns or trends that might
indicate underlying causes that could be addressed through additional measures, and to assess
whether the agency involved has implemented processes to prevent recurrences. Finally, this Joint
Assessment contains an Appendix. The Appendix, also contained in previous joint assessments,
details how each agency implements Section 702 and includes a general description of the oversight
at each agency.

(U) As noted above, FBI had a significant number of compliance incidents related to
querying of Section 702-acquired information. FBI amended its 2018 querying procedures, which
were effective during a portion of this reporting period, in response to concerns raised by the
Foreign Intelligence Surveillance Court (FISC) and the Foreign Intelligence Surveillance Court of
Review (FISC-R) regarding the sufficiency of those procedures. FBI’s query-related compliance
mncidents are detailed below, along with the remedial measures FBI has taken and is taking to
address them.

(U) The joint oversight team finds that the agencies have continued to implement their
respective procedures and follow the guidelines in a manner that reflects a focused and concerted
effort by agency personnel to comply with the requirements of Section 702 during this reporting
period. However, notwithstanding a focused and concerted effort by FBI personnel to comply with
the requirements of Section 702, misunderstandings regarding FBI’s systems and FBI’s querying
procedures caused a large number of query errors. The joint oversight team anticipates that the
remedial measures undertaken by FBI should result in significant improvements to FBI’s
compliance with its querying procedures.

(U) In its ongoing efforts to reduce the number of future compliance incidents, the
Government will continue to focus on measures to improve (a) inter- and intra-agency
communication, (b) training, and (c) systems used in the handling of Section 702-acquired
communications, including those systems needed to ensure that appropriate purge practices are
followed and that certain disseminated reports are withdrawn as required. Further, the joint
oversight team will also continue to monitor agency practices to ensure appropriate remediation
steps are taken to prevent, whenever possible, reoccurrences of the types of compliance incidents

8
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discussed herein and in the Section 707 Reiath joint assessmenboprdes, as appropriate,
updates on these on-going efforts.

(U) SECTION 2: OVERSIGHT OF THE IMPLEMENTATION OF S ECTION 702

(U) The implementation of Section 702 is althagency effort. As described in detail in
the Appendix, NSA and FBI each acquire certgpes of data pursuant to their own Section 702
targeting procedures. NSA, FBI, CIA, and NCTl&ch handles Section 702-acquired data in
accordance with its own minimization proceduteBhere are differences in the way each agency
implements its procedures rétug from unique provisions ithe procedures themselves,
differences in how these agencies utilize ®#c#i02-acquired data, anffieiencies from using
existing agency-specific systems to implenfeattion 702 authoritiesBecause of these
differences in practice and pratee, there are corresponding differences imeaency’s internal
compliance programs and in the extemi&ID and ODNI oversight programs.

(U) A joint oversight team was establishtedconduct compliance assessment activities,
consisting of members from NSD, the ODNI OfficeQi¥il Liberties, Privacy, and Transparency
(ODNI CLPT), the ODNI Office of Gener&ounsel (ODNI OGC), and the ODNI Mission
Integration Directorate Mission Performance, Analyand Colleadon (MPAC) Division. The team
members play complementary reli@ the review process. &lfiollowing section describes the
oversight activities of the joint oversight teamg tesults of which, in connction with the internal
oversight conducted by the reviewed agenciasjige the basis for this Joint Assessment.

(V) L_Joint Oversight of NSA

(U) Under the process established byAltirney General anBirector of National
Intelligence’s certifications, all $8on 702 targeting is initiated pursuant to theANi&rgeting
procedures. Additionally, NSA is responsible éonducting post-tasking checks of all Section
702-tasked communication facilitfeglso referred to as seleaponce collection begins. NSA

5(U) As discussed herein, CIA and NCTC reegbection 702-acquired data from NSA and FBI.

6 (U) Each agency’s Section 702 targeting, miniidea and querying procedures are approved by thardey
General and reviewed by the FISC. The targetingimization, and querying procedures that werefieot during this
assessment’s reporting period were those appravpdraof the 2018 certifications in October 20bh80ctober 2018,
the FISC found that CIA, NCTC and NSA's queryinggedures were sufficient but that the FBI's quegypnocedures
were not sufficient in certain respectiter the FISC's decision in October 2018 and FS@ecision in July 2019,
the Government amended FBI's querying procedurdsabmitted those to the FISC in August 2019. TI&CI
approved the amended FBI querying procedures iteS8dger 2019.

(U) On October 8, 2019he DNI releasd, in redacted form, each of the 20@Bimization procedures and tB618
guerying procedures for NSA, FBI, CIA, and NCTCyadl the 2018 targeting procedures for NSA and.FBhese
2018 procedures are posted on ODNC=nN the Recoravebsite.

7(U) Section 702 authorizes the targeting of nanitédl States persons reasonably believed to béeboatside the
United States. Thirgetingis effectuated byaskingcommunication facilitiesig., selectors), including but not
limited to telephone numbers and etenic communications accounts, to et 702 electronic communication service
providers. The oversight review process, whiathescribé in this joint assessment, applies to the tas&freyery
communication facility, regardless of the type adifity. A fuller description of the Section 702 targetinggass may

9
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must also minimize its collection in accordance with its minimization procedures and must conduct
queries in accordance with its querying procedures. Each of these responsibilities is detailed in the
Appendix. Given its central role in the Section 702 process, NSA has devoted substantial oversight
and compliance resources to monitoring its implementation of the Section 702 authorities. NSA’s
mternal oversight and compliance mechanisms are further described in the Appendix.

(U) NSD and ODNTI’s joint oversight of NSA’s implementation of Section 702 consists of
periodic compliance reviews, which the NSA targeting procedures require,® as well as the
mvestigation and reporting of specific compliance incidents. During this reporting period, onsite
reviews were conducted at NSA on the dates shown in Figure 1.

(U) Figure 1: NSA Reviews

UNCLASSIFIED
Date of NSA Onsite Review Targeting, Minimization, and Querying Reviewed
August 23, 2019 June 1, 2019 — July 31, 2019
October 25, 2019 August 1, 2019 — September 30, 2019
December 20, 2019 October 1, 2019 — November 30, 2019
UNCLASSIFIED

(U) Figure 1 is UNCLASSIFIED.

(U) Reports for each of these reviews document the relevant time period of the review, the
number and types of communication facilities tasked, and the types of information that NSA relied
upon, as well as provide a detailed summary of the findings for that reporting period. These reports

have been provided to the congressional committees with the Section 707 Report, as required by
Section 707(b)(1)(F) of FISA.

(U) The joint oversight review process for NSA targeting begins well before the onsite
review. Prior to each onsite review, NSA electronically sends the tasking record (known as a
tasking sheet) for each facility tasked during the reporting period to NSD and ODNI. Members of
the joint oversight team initially review the tasking sheets, with ODNI team members sending any
questions they may have concerning the tasking sheets to NSD, who then prepares a detailed report
of the findings, including any questions and requests for additional information. NSD shares this
report with the ODNI members of the joint oversight team. During this initial review, the joint
oversight team determines whether the tasking sheets meet the documentation standards required by
NSA'’s targeting procedures and provide sufficient information to ascertain the basis for NSA’s
foreignness determinations. The joint oversight team also reviews whether the tasking was in
conformance with the targeting procedures and statutory requirements (i.e., that the target is a non-
U.S. person reasonably believed to be located outside the United States, and that the target is
reasonably expected to possess, receive, and/or likely communicate foreign intelligence information
related to the categories of foreign intelligence information specified in the certifications). For
those tasking sheets that, on their face, meet the standards and provide sufficient information, no

be found in the Appendix. This assessment uses the terms facilities and selectors interchangeably and is not attempting
to make a substantive distinction between the two terms.

8 (U) The NSA targeting procedures require that the onsite reviews occur approximately every two months.

10

—FOP-SEEREF SN OFORN—
Authorized for Public Release on July 18, 2022 Page 10 of 81 Section 702, 23rd Joint Assessment, September 2021



FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

—TOP-SECRETHSIHNOFORN—

further supporting documentationresquested. The joint oversigiem then identifies the tasking
sheets that did not provide sufficient infation and requests additional information.

(U) During the onsite review, thjeint oversight team examines the cited documentati
underlying these identified tasking sheets, tbgewith the NSA Cice of Compliance for
Operations (OCO), NSA attorneys, and other NSis@enel, as required. €hoint oversight team
works with NSA to answer questions, ideniggues, clarify ambiguous entries, and provide
guidance on areas of potential improvement. &uigon continues following the onsite reviews in
the form of electroniand telephonic exchanges to ansgqestions and clarify issues.

(U) The joint oversight team also revieNSA’s minimization of Section 702-acquired
data. NSD currently reviews aif the serialized reports (ODMéviews a sample) that NSA has
disseminated and identified as containing Sectio2-acquired United States person information.
The team also reviews a sampfeserialized reports that NS#as disseminated and identified as
containing Section-702 acquiredn-United States person information. NSD and ODNbal
review a sample of NSA dissemirais to certain foreign governmgudrtners made outside of its
serialized reporting process. These disseminatonsist of information that NSA has evaluated
for foreign intelligence and minimized, but whigtay not have been translated into English.

(U) NSA'’s Section 702 querying proceest which took effect on October 18, 2018,
provide that any use of United States person iflergiasterms to identify and select
communications must first be approved by NS®ffice of General Counsel (NSA OGC). The
procedures require a statementaaft§ establishing that the use nf&uch identifier as a selection
term is reasonably likely to return foreigrnighigence information, as defined in FISA. With
respect to queries &ection 702-acquirecbntentusing a United States person identifier, the joint
oversight team reviews all approved United Stagsqn identifiers to ensure compliance with
NSA’s minimization procedures.For each approved identifier, NSA also providgsrimation
detailing why the proposed use of the United Stageson identifier would beeasonably likely to
return foreign intelligence information, the duaatifor which the United States person identifier
has been authorized to be used as a query &rdhany other relevant information. In addition,
with respect to queriesf Section 702-acquirethetadatausing a United States person identifier,
NSA'’s querying procedures requiteat NSA analysts document the basis for each rattaglery
prior to conducting the quenNSD reviews the documentation f00% of the metadata queries
that NSA provides to NSE.

9 (U) On April 30, 2019, the DNI publicly relezs ODNI's sixth annualransparency Reportfsptatistical
Transparency Report Regarding Use of National SgcAwuthoritiesfor Calendar Year 201&hereinafter, the
“CY2018 Transparency Report”). Pursuant to repgrtequirements proscribed by the USA FREEDOM Aeeb0
U.S.C. § 1873(b)(2)(B)), the 2018 Transparency Ramovided the “estimated numbergdarch terms concerning a
known United States person used to retrieve thanimized_contents of communications obtained under &ez02”
(emphasis added) for the entire calendar year d.20te same statistics were reported in the seventhahnnu
transparency report “CY20IRansparency Report” on ApB0O, 2020, covering the entire calendar year@f® The
CY2019 Transparency Report matches part of thissassent’s reporting period of January — May 2019.

10(U) Also pursuant to reporting requirents proscribed by the USA FREEDOM Ase€50 U.S.C.

§ 1873(b)(2)(C)), the CY2018 Transparency Reporviged the “estimated number of queries concernikgaavn

United States person used to retrieve the unmieidhioncontentsifé., metadata)] information obtained under Section
702" (emphasis added) for the entire calendar g22018. The same statistics were provided infGM2019
Transparency Report.
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(U) Additionally, the joint oversight team investigates and reports incidents of
noncompliance with the NSA targeting, minimization, and querying procedures, as well as with the
Attorney General Acquisition Guidelines. While some of these incidents may be identified during
the reviews, most are identified by NSA analysts or by NSA’s internal compliance program. NSA
1s also required to report certain events that may not be incidents of non-compliance. For example,
NSA is required to report a// instances in which Section 702 acquisition continued while a targeted
mndividual was in the United States, whether or not NSA had any knowledge of the target’s travel to
the United States.!! The purpose of such reporting is to allow the joint oversight team to assess
whether a compliance incident has occurred and to confirm that any necessary remedial action 1s
taken. Investigations of these incidents sometimes result in requests for supplemental information.
All compliance incidents identified by these investigations are reported to the congressional
committees in the Section 707 Report and to the FISC.

(U) IL._Joint Oversight of FBI

(U) FBI fulfills various roles in the implementation of Section 702, which are set forth in
further detail in the Appendix. First, FBI is authorized under the certifications to acquire foreign
mtelligence information. Those acquisitions must be conducted pursuant to FBI’s Section 702
targeting procedures.

Second. FBI also

Pursuant to its own authority, FBI is authorized to
'om electronic communication service providers by targeting facilities that NSA
designates (hereinafter, “Designated Accounts™). FBI _
from the electronic communications service providers

for processing in accordance with the agencies” FISC-approved minimization procedures.

=S¥ F=Third, FBI may receive - 2 unminimized Section 702-acquired
communications. Such communications must be minimized pursuant to FBI’s Section 702
minimization procedures. As described below, FBI has a process for nominating to NSA new
facilities to be targeted pursuant to Section 702.

11 (U) If NSA had no prior knowledge of the target’s travel to the United States and, upon learning of the target’s travel,
immediately “detasked” (i.e., stopped collection against) the target’s facility, as is required by NSA’s targeting
procedures, the collection while the target was in the United States would not be considered a compliance incident
under NSA’s targeting procedures, although the collection would generally be subject to purge under the applicable
minimization procedures. The joint oversight team carefully considers, and where appropriate, obtains additional facts
regarding every reported detasking decision to ensure that NSA’s tasking and detasking complied with its targeting and
minimization procedures.

12
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(U) NSD and ODNTI’s oversight program is designed to ensure FBI’s compliance with
statutory and procedural requirements for each of those three roles. NSD and ODNI generally
conduct monthly reviews at FBI headquarters of FBI’s compliance with its targeting procedures and
quarterly reviews at FBI headquarters of FBI’s compliance with its minimization procedures.
Reports for each of those reviews have been provided to the congressional committees with the
Section 707 Report, as required by Section 707(b)(1)(F) of FISA. For this reporting period, onsite
reviews were conducted at FBI headquarters on the dates shown in Figure 2.

(U) Figure 2: FBI Reviews

UNCLASSIFIED
Date of FBI Onsite Review Targeting and Minimization Reviewed
August 20 and 21, 2019 June 2019 targeting decisions
September 18 and 19, 2019 July 2019 targeting decisions; June 1, 2019 — August 31,
2019 minimization decisions
October 29 and 30, 2019 August 2019 targeting decisions
November 13 and 14, 2019 September 2019 targeting decisions
December 17 and 18, 2019 October 2019 targeting decisions; September 1, 2019 —
November 30, 2019 minimization decisions
January 15 and 16, 2020 November 2019 targeting decisions
UNCLASSIFIED

(U) Figure 2 is UNCLASSIFIED.

(U) In conducting the targeting review, the joint oversight team reviews the targeting
checklists completed by FBI analysts and supervisory personnel involved in the process, together
with supporting documentation.!®> The joint oversight team also reviews a sample of other files to
identify any other potential compliance issues. FBI analysts, supervisory personnel, and attorneys
from FBI’s National Security and Cyber Law Branch (NSCLB) are available to answer questions
and provide supporting documentation. The joint oversight team provides guidance on areas of
potential improvement.

(U) In conducting the FBI headquarters minimization reviews, the joint oversight team
reviews documents related to FBI’s application of its Section 702 minimization procedures. The
team reviews a sample of communications that FBI has marked in its systems as both meeting the
retention standards and containing United States person information. The team also reviews all
disseminations by the relevant FBI headquarters unit of information acquired under Section 702 that
FBI identified as potentially containing non-publicly available information concerning unconsenting
United States person information.

Uiy [ £ FBI’s application of its targeting procedures to _retums information
from the databases discussed in FBI’s targeting procedures, then FBI provides a checklist that shows the results of its
database queries. If FBI’s database queries returned results that FBI identifies as relevant to the target's location or
citizenship status, then FBI also provides the joint oversight team with supporting documentation.

During this
reporting period, the joint oversight team reviewed all checklists and supporting documentation provided by FBI for
approved requests for which information is returned by FBI’s database queries.

13
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(U) In addition to conducting minimization reviews at FBI headquarters during this
reporting period, NSD continued to conduct minimization and query reviews at FBI field offices in
order to review the retention, querying, and dissemination decisions made by FBI field office
personnel with respect to Section 702-acquired data.!* During those field office reviews, NSD
reviewed a sample of retention decisions made by FBI personnel in their investigations that
acquired Section 702 data and a sample of disseminations containing information acquired pursuant
to Section 702 that FBI identified as potentially containing non-publicly available information
concerning unconsenting United States persons. NSD also reviewed a sample of queries by FBI
personnel in FBI systems that contain unminimized FISA-acquired information, including Section
702-acquired information. Those reviews evaluate whether the queries complied with the
requirements in FBI’s FISA minimization and querying procedures, including its Section 702
querying procedures. In addition, as a result of a Court-ordered reporting requirement in the FISC’s
November 6, 2015 Memorandum Opinion and Order® for queries conducted after December 4,
2015, as well as the requirements of the FISA statute, NSD reviews those queries to determine if
any such queries were conducted solely for the purpose of returning evidence of a crime. If such a
query was conducted, NSD would seek additional information as to whether FBI personnel received
and reviewed Section 702-acquired information of or concerning a United States person in response
to such a query. Pursuant to the FISC’s opinion and order, such queries must subsequently be
reported to the FISC.

(U) As detailed in the attachments to the Attorney General’s Section 707 Report, NSD
conducted minimization and query reviews at 14 FBI field offices during this reporting period and
reviewed cases involving Section 702-tasked facilities.!® ODNI joined NSD at a subset of those
reviews; ODNI received written summaries regarding all of the reviews from NSD regardless of
whether ODNI was 1n attendance. Those reviews are further discussed in Section IV below.

Separately, in order to evaluate FBI’s
acquisition and provision of] he joint

oversight team conducts an annual process review with FBI’s technical personnel to ensure that
those activities complied with applicable minimization procedures. While outside this reporting
period, the most recent annual process review occurred in June 2020.

=S¥~ As further described in detail in the Appendix, FBI nominates potential Section 702
targets to NSA.

14 (U) As noted above, FBI’s Querying Procedures were approved, in part, in October 2018. During this current
reporting period, FBI’s queries were assessed for compliance with FBI’s querying procedures, as approved.

15 (U) The FISC’s November 6, 2015 Opinion and Order approved the 2015 FISA Section 702 Certifications. On
April 19, 2016, the DNL in consultation with the Attorney General, released in redacted form, this Opinion and Order
on the ODNI public website /C on the Record. This Court-ordered reporting requirement was carried forward in
subsequent Section 702 FISC opinions.

ﬁl‘he title of the FISC’s November 6, 2015 oiinion is_

16 =During those field office reviews, NSD reviewed -involving Section 702-tasked facilities.
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FBI has established

mternal compliance mechanisms and procedures to oversee proper implementation of its Section
702 authorities. Those processes are further described in the Appendix.

(U) The joint oversight team also investigates potential incidents of noncompliance with the
FBI targeting, minimization, and querying procedures, the Attorney General’s Acquisition
Guidelines, or other agencies’ procedures in which FBI is involved.!” Those investigations are
coordinated with FBI OGC and may involve requests for further information; meetings with FBI
legal, analytical, and/or technical personnel; or review of source documentation. Compliance
mcidents identified by those investigations are reported to the congressional committees in the
Section 707 Report and to the FISC.

(U) IIL._Joint Oversight of CIA

(U) As further described in detail in the Appendix, although CIA does not directly engage
n targeting or acquisition, it does nominate potential Section 702 targets to NSA. Because CIA
nominates potential Section 702 targets to NSA, the joint oversight team conducts onsite visits at
CIA, and includes the results of those visits in the bimonthly NSA review reports discussed above.
CIA has established internal compliance mechanisms and procedures to oversee proper
implementation of its Section 702 authorities.

(U) The onsite reviews also focus on CIA’s application of its Section 702 minimization
procedures and querying procedures.!® Reports for each of those reviews have previously been
provided to the congressional committees with the Section 707 Report, as required by Section
707(b)(1)(F) of FISA. For this reporting period, onsite reviews at CIA were conducted on the dates
shown in Figure 3.

(U) Figure 3: CIA Reviews

UNCLASSIFIED
Date of CIA Onsite Review Minimization and Querying Reviewed
September 25, 2019 June 1, 2019 — July 31, 2019
November 20, 2019 August 1, 2019 — September 30, 2019
January 15, 2020 October 1, 2019 — November 30, 2019
UNCLASSIFIED

(U) Figure 3 is UNCLASSIFIED.

(U) As a part of the onsite reviews, the joint oversight team examines documents related to
CIA’s retention, dissemination, and querying of Section 702-acquired data. The team reviews a

17(U) Insofar as FBI nominates facilities for tasking and reviews content that may indicate that a target is located in the
United States or is a United States person, some investigations of possible noncompliance with the NSA targeting
procedures can also involve FBI.

18 (U) The query requirements for CIA that were in effect during this reporting period are contained in CIA’s Section
702 Query Procedures for the 2018 Certifications, which were posted on IC on the Record on October 8, 2019.
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sample of communications acquired under Section 702 and identified as containing United States
person information that have been minimized and retained by CIA. Reviewers ensure that
communications have been properly minimized and discuss with CIA personnel issues involving
the proper application of CIA’s minimization procedures. The team also reviews all disseminations
of information acquired under Section 702 that CIA identified as potentially containing United
States person information. In addition, NSD and ODNI review CIA’s written foreign intelligence
justifications for all queries using United States person identifiers of the content of unminimized
Section 702-acquired communications to assess whether those queries were compliant with CIA’s
querying procedure requirements that such queries are reasonably likely to return foreign
mtelligence information, as defined by FISA.

5+~ CIA may receive|jlinminimized Section 702-acquired communications.
Such communications must be minimized pursuant to CIA’s minimization procedures.
Additionally, and as further described in detail in the Appendix, CIA nominates potential Section

he joint oversight team conducts onsite visits at CIA to review
CIA’s original source documentation
the results

of those visits are included in the bimonthly NSA review reports discussed previously. CIA has
established internal compliance mechanisms and procedures to oversee proper implementation of its
Section 702 authorities. Those processes are further described in the Appendix.

(U) In addition to the bimonthly reviews, the joint oversight team also investigates and
reports incidents of noncompliance with CIA’s minimization and querying procedures, the Attorney
General Acquisition Guidelines, or other agencies’ procedures in which CIA is involved.'
Investigations are coordinated through the CIA FISA Program Office and CIA’s Office of General
Counsel (CIA OGC), and when necessary, may involve requests for further information, meetings
with CIA legal, analytical and/or technical personnel, or the review of source documentation. All
compliance incidents identified by those investigations are reported to the congressional committees
in the Section 707 Report and to the FISC.

(U) IV. Joint Oversight of NCTC

(U) NCTC i1s authorized to receive unminimized Section 702 data and also has access to
certain FBI systems containing minimized Section 702 information pertaining to counterterrorism.
As part of the joint oversight of NCTC to ensure compliance with these procedures, NSD and ODNI
conduct onsite reviews of NCTC’s access, receipt, and processing of minimized Section 702
information received from FBI. NSD conducted a review of minimized Section 702 information
received from FBI for this reporting period in July and August 2020.

=S NCTC i1s authorized to receive unminimized Section 702 information pertaining to
counterterrorism. NCTC’s processing, retention, and dissemination of such information is subject to
its Section 702 minimization procedures. Unlike NSA, FBI, and CIA, NCTC does not directly

19 (U) Insofar as CIA nominates facilities for tasking and reviews content that may indicate that a target is located in the
United States or is a United States person, some investigations of possible non-compliance with the NSA targeting
procedures can also involve CIA.
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engage in targeting or acquisition, nor does it nominate potential Section 702 targets to NSA. NCTC
may receive mminimized Section 702-acquired communications. Such communications
must be minimized pursuant to NCTC’s minimization procedures. NCTC has established internal
compliance mechanisms and procedures to oversee proper implementation of its Section 702
authorities. Because NCTC acquires unminimized Section 702 information, the joint oversight team
conducts onsite visits at NCTC, and the results of those visits are included in bimonthly NCTC
review reports.

(U) The onsite reviews focus on NCTC’s application of its Section 702 minimization and
querying procedures. Reports for each of those reviews have been provided to the congressional
committees with the Section 707 Report, as required by Section 707(b)(1)(F) of FISA. For this
reporting period, onsite reviews at NCTC were conducted on the dates shown in Figure 4.

(U) Figure 4: NCTC Reviews

UNCLASSIFIED
Date of NCTC Onsite Review Minimization and Querying Reviewed
July 16, 2019 May 1, 2019 — June 30, 2019
September 20, 2019 July 1, 2019 — August 31, 2019
November 15, 2019 September 1, 2019 — October 31, 2019
UNCLASSIFIED

(U) Figure 4 is UNCLASSIFIED.

(U) As a part of the onsite review, the joint oversight team examines documents related to
NCTC’s retention, dissemination, and querying of Section 702-acquired data. The team reviews all
communications acquired under Section 702 that have been minimized and retained by NCTC,
urespective of whether it contains United States person information. Reviewers ensure that
communications have been properly minimized and discuss with personnel issues involving the
proper application of NCTC’s minimization procedures. The team also reviews all NCTC
disseminations of information acquired under Section 702. In addition, NSD and ODNI review
NCTC’s written foreign intelligence justifications for all queries of the content of unminimized
Section 702-acquired communications.

(U) In addition to the bimonthly reviews, the joint oversight team also investigates and reports
mcidents of noncompliance with NCTC’s minimization and querying procedures or other agencies’
procedures in which NCTC is involved.?’ Investigations are coordinated through the NCTC
Compliance and Transparency Group and NCTC Legal, a forward deployment component of the
ODNI OGC, and when necessary, may involve requests for further information; meetings with
NCTC legal, analytical, and/or technical personnel; or the review of source documentation. All
compliance incidents identified by those investigations are reported to the congressional committees
in the Section 707 Report and to the FISC.

20 (U) Insofar as NCTC reviews content that may indicate that a target is located in the United States or is a United
States person, some investigations of possible noncompliance with the NSA targeting procedures can also involve
NCTC.
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(V) V. _Interagency / Programmatic Oversight

(U) Because the implementation and oversajlthe Government’s Section 702 authorities
are a multi-agency effort, investigations of parée compliance incidents may involve more than
one agency. The resolution of particular comm&incidents can providessons learned for all
agencies. Robust communication among the ageisaieguired for each to effectively implement
its authorities, gather foreign iligence information, and complyith all legal requirements. For
those reasons, NSD and ODNI generally leads @ld meetings on relevant compliance topics,
including calls or meetingsith representatives from all agencies implemen8egtion 702
authorities, so as to address mgency issues affecting complianeigh the statute and applicable
procedures. Additionally, dung this reporting period, NSD and ODNI conductezeWly
telephone calls with NSA to address certairstautding compliance matters and work through the
process of understanding those matsed reporting incidents to the FISC.

(U) NSD and ODNI’s programmatic oversight alsgolves efforts to proactively minimize
the number of incidents of noncompliance. Faregle, NSD and ODNI have required agencies to
provide a demonstration to the jowversight team of new or subatially revised systems involved
in Section 702 targetg, minimization, or querying prido implementation. NSD and ODNI
personnel also continue to work with the ages to review and, védre appropriate, seek
modifications of their targeting and minimizatiprocedures in an effort to enhance the
Government’s collection of foreign intelligencgormation, civil liberties protections, and
compliance.

(U) VI. Training

(U) In addition to specific instructions to pemsel directly involvedn certain incidents of
noncompliance discussed in Section 4, the ageaoi@she joint oversight team have also
continued their training efforts to ensurargaiance with the targeting and minimization
procedures. During this reporg period, NSA continued to adnister the compliance training
course dated November 2036 All NSA personnel who requirgccess to Section 702 data are
required to complete this course on an annual lorasigler to gain and/or maintain that access.
Additionally, NSA continued providing training aamore informal and ad hoc basis by issuing
training reminders and complianadvisories to analysts cono@rg new or updated guidance to
maintain compliance with the Section 702 pahaes. Those training reminders and compliance
advisories are e-mailed to indivigluanalysts and targeting adjudicators and maiethon internal
agency websitééwhere personnel can obtain informataiout specific types of Section 702-
related issues and compliance matters.

21 (U) The transcript associated with this trainidgted August 2016, was posted, in redacted fomtC on the
Recordon August 22, 2017, in response to the aforemeaticACLU FOIA case titledDVSC1203: FISA Amendments
Act Section 702Document 17, NSA’s Training on FISA Amendmentg Section 702).

22(U) These documents were posted, in redacted, fmnn®DNI'sIC on the Recordn August 23, 2017, in response to
the aforementioned ACLU FOIA casBlSA’s 702 Targeting Review Guidar{@»cument 10)NSA’s 702 Practical
Applications TrainingDocument 11)NSA’s 702 Training for NSA Adjudicatdi@ocument 12), anNSA’s 702
Adjudication ChecklisfDocument 13).
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(U) During this reporting period, FBI similgrtontinued implementiy its online training
programs regarding Section 702 nominations, mizeation, and other related requirements.
Completion of those FBI onlineaining programs is required afl FBI personnel who request
access to Section 702 information. NSD and FBi ets\ducted in-person trainings at multiple FBI
field offices. For example, during this repng period, NSD and FBI continued to provide
additional focused training at FBI field aféis on the Section 702 minimization procedures,
including training FBI field pe@nel on the attorney-client pil®@ged communication provisions
of FBI's minimization procedures and thejuirements of FBI'sjuerying procedureS. NSD
training at FBI field offices alsmcluded training on the repang requirement from the FISC’s
November 6, 2015 Memorandum Opinion and Ordgarding the 2015 FISA Section 702
Certifications. As discussed above, this reporting requieat applies to quers conducted after
December 4, 2015, that were conducted solely ®ptirpose of returning evidence of a crime and
returned Section 702-acged information of or concernirg United States person that was
reviewed by FBI personnel.

(V) As part of its efforts to addressrtain issues causirige large number of non-
compliant queries, in June 2018, and in Nuaber 2019, FBI worked with NSD and ODNI to
develop updated guidance on the query provisioiBirs procedures. This enhanced training on
the query restrictions in FBIlisrocedures was designed to addrenisunderstandings regarding the
guery standard and how to avoid non-compliantigge More recentlyi-Bl developed training
focused on the query provisions in its Seci@2 querying procedures, including system changes
designed to address aspects of the 201&detequerying procedures. This training was
mandatory for FBI personnel who are authorizedctteas unminimized Section 702-acquired
information. FBI conducted this training betan November and December 2019. Users who did
not complete this training by mid-December 2019 thedr access to unminimized Section 702-
acquired information temporarily suspded until they took the training.

(U) During this reporting period, CIA providgargeted FISA training to attorneys it
embeds with CIA operational personnel who tagy address FISA mattg, and continued to
provide FISA training to any attorney beginnig assignment that may involve the provision of
legal advice on FISA mattergdditionally, CIA has a requirettaining program for anyone
handling unminimized Section 702-acquired dht provides hands-omxgerience with handling
and minimizing Section 702-acquired data, as alihe Section 702 nomination process; during
this reporting period, CIA continued to impleméms training, which isequired for all personnel
who nominate facilities tblISA and/or minimize Section02-acquired communications.
Furthermore, CIA has issued guidance to itsqansl about how to propgg conduct United States
person queries that are reasonably likely to reflor@ign intelligence informatioff:

(U) NCTC provided traimg on the NCTC Section 70&inimization and querying
procedures to all of its personnel who wilveaaccess to unminimized Section 702-acquired

23 (U) This specific training began before, occurdeding, and continued after the current reporpagod of June 1,
2018, through November 30, 2018.

24 (U) See USP Query Guidance for Pamael with Access to Unminimiz&ISA Section 702 DataAs discussed in
previous Joint Assessments, in response to theraftioned ACLU FOIA cas€lA’s guidance document was
posted, in redacted form, on ODNIG on the Recoren April 11, 2017seeACLU April 2017 Production 5,
Document 15 “CIA’s United States Person Query Glirids for Personnel.”
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information. NCTC uses a training tracking systénough which NCTC cawerify that its users
have received the appropriate Section 702 mgibiefore being given access to unminimized
Section 702-acquired information. In addition, NCconducts audits giersonnel at NCTC who
accessed unminimized Section 702-acquired infdoman its system to confirm that those
personnel who access unminimized Section 702-esdjunformation had received training on the
NCTC Section 702 minimizath and querying procedures.

(U) SECTION 3: TRENDS IN SECTION 702
TARGETING AND MINIMIZATION

(U) In conducting the above-described oightsprogram, NSD, ODNI, and the agencies
have collected a substantial amount of data régattie implementation dection 702. In this
section, a comprehensive collection of this datble@n compiled in order identify overall trends
in the agencies’ targeting, minimization, and caanpie.

(U) 1._Trends in NSA Targetingand Minimization

(U) NSA provides to the joint oversight tedhe average approximate number of facilities
that were under collection on any given day dyitime reporting periodBecause the actual number
of facilities tasked remains classifi&tthe figure charting the average number of faesitinder
collection is classified as well. Since the iptten of the program, the total number of faciktie
under collection during each refiag period has steadily increaseith the exception of two
reporting periods that expenced minor decreasés.

25(U) The provided number of facilities, on averagigbject to acquisition during the reporting peéniemains
classified and is different from the uaskified estimated number of targdfected by Section 702 released by the
ODNI in its CY2019 Transparency Reporfhe classified numbers estimate the numbéaalities subject to Section
702 acquisition, whereas the unclassified numbergighed inthe Transparency Report estimate the number didBec
702targets As noted in the Transparencypd®et, the number of 702 “targets” reftts an estimate of the number of
known users of particular féities, subject to intelligence collection undbhpse Certifications. The classified number
of facilities account for those facilitissibject to Section 702 acquisitidaring the current six month reporting perjod
whereas the Transparency Report estimatestimber of targets affected by Section @Qéing the calendar year

26 (U) The reporting periods in which the total nuianbffacilities under collection decreased occurredipio date
ranges depicted in Figure 5.
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(U) Figure 5: Average Number of Facilities under Collection

() Figure s is classified sEer=+

~FSHSEES~-NSA reports that, on average, approximately -facilitie527 were under
collection pursuant to the applicable certifications on any given day during the reporting period.?®
This represents a 16.5% increase from the approximately acilities under collection on any
given day in the last reporting period; this increase is consistent with the general trend seen in prior
reporting periods.

7] il Be ginning in the Joint Assessment covering the reporting period of December 2017 through May 2018,

the Government changed its methodology to count the tasking of
r!o ensure consistency with how it counts other tasked facilities. Depending on the number

in a given reporting period, counting ould potentially skew the numbers
and percentages in such a way that the statistics provided would no longer function as a barometer for the overall health
of the Section 702 program.

BLSAE-The applicable certifications for this reporting period were _
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(U) The above statistics describe the average number of facilities under collection at any
given time during the reporting period. The total number of newly tasked facilities during the
reporting period provides another useful metric.?® Classified Figure 6 charts the average monthly
numbers of newly tasked facilities from 2014 through 2018 and the total monthly numbers of newly
tasked facilities from June 2019 through November 2019.

(U) Figure 6: New Taskings by Month (Yearly Average for 2014 through 2018)

=S5#¥ = NS A provided documentation of approximately -1ew taskings during
the reporting period. As shown in Figure 6, the increase in the number of newly tasked facilities

continued and was largely driven by increases in the number of tasked telephony facilities. From
December 2018 through May 2019, NSA tasked an average of approximately-telephony

facilities per month. From June 2019 through November 2019, NSA tasked an average of
approximately [ Jifltelephony facilities per month — an increase of approximately askings
per month. In comparison, over the same time period, electronic communications accounts only
mcreased by an average of approximately askings per month.

(U) With respect to minimization, NSA identified to the joint oversight team the number of
serialized reports NSA generated based upon minimized Section 702-acquired data and provided

2 (U) The term “newly tasked facilities” refers to any facility that was added to collection under a certification. This
term includes any facility added to collection pursuant to the Section 702 targeting procedures; some of these newly
tasked facilities are facilities that had been previously tasked for collection, were detasked, and were then retasked.
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NSD and ODNI access to all reports NSA itieed as containing United States person
information3® Figure 7 contains the classified numbese@fialized reports an@ports identified as
containing United States person information dwerlast ten reportingeriods. The NSD and
ODNI reviews revealed that the lted States person information svat least initially masked in
the vast majority of circumstanc&s The number of serializa@ports NSA has identified as
containing United States person information incedaafter decreasing ftine prior two reporting
periods.

30 (U) Previous joint assessments referred to thegers containing minimized Sectidgf02- or Protect America Act
(PAA)-acquired information. Given that Section #iZISA replaced the PAA in 2008, the Governmemtamger
disseminates minimized information that was presfpacquired pursuant to PAA. However, Figure Gvpdes a
trend analysis over a longer period of time and malude reports containing minimized PAA-acquiiefbrmation in
addition to minimized Section 702-acquired inforioat

31 (U) NSA generally “masks” United States persdorimation by replacing the name or other identifyinformation
of the United States person with a généerm, such as “United States per#dn’ Agencies may request that NSA
“unmask” the United States person identity. Pt@gosuch unmasking, NSA must determine that theddrfitates
person’s identity meets the applicablenstards in NSA’s minimization procedures.
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(U) Figure 7: Total Disseminated NSA Serialized Reports Based Upon Section 702-Acquired
Data and Number of Such Reports NSA Identified as Containing USP Information

(U) Figure 7 is classified SEERETANOTORN

=5~ For this reporting period NSA identified to NSD and ODNI approximatel
serialized reports based upon minimized Section 702-acquired data. The number of serialized
reports identified as containing United States person information increased from-in the prior
reporting period, to the current [ >

32 (U) NSA does not maintain records that allow it to readily determine, in the case of a report that includes information
from several sources, from which source a reference to a United States person was derived. Accordingly, the references
to United States person identities may have resulted from collection pursuant to Section 702 or from other authorized
signals intelligence activity conducted by NSA that was reported in conjunction with information acquired under
Section 702. Thus, the number provided above is assessed to likely be over-inclusive. NSA has previously provided
this explanation in its Annual Review pursuant to Section 702(1)(3) that is provided to Congress.

=S Outside of this reporting period, NSA identified that a technical error caused it to not identify for NSD
and ODNI approximately erialized reports as containing United States person information. The-erialized
reports are included in th igure.
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(U) II._Trends in FBI Targeting

(U) Under Section 702, NSA designates and submits facilities to FBI for acquisition of
communications from certain facilities (hereinafter, “Designated Accounts™) that have been
previously approved for Section 702 acquisition under the NSA targeting procedures. FBI applies
its own targeting procedures with regard to these Designated Accounts. FBI reports to the joint
oversight team the specific number of facilities designated by NSA and the number of such
Designated Accounts.®> As detailed below, the number of Designated Accounts has increased from
the past reporting period, which is consistent with the general trend in prior reporting periods.>*

(U) As classified Figure 8 details, FBI approves the vast majority of Designated Accounts
and this percentage has been consistently high. The high level of approval can be attributed to the
fact that the Designated Accounts have already been evaluated and found to meet the NSA targeting
procedures. FBI may not approve NSA’s request for acquisition of a Designated Account for
several reasons, including withdrawal of the request because the potential data to be acquired is no
longer of foreign intelligence interest, or because FBI has uncovered information causing NSA
and/or FBI to question whether the user or users of the Designated Accounts are non-United States
persons located outside the United States. Historically, the joint oversight team notes that for those
accounts not approved by FBI, only a small portion®’ were rejected on the basis that they were
meligible for Section 702 collection.

(U) The yearly average of Designated Accounts approved by FBI increased yearly from
2014 through 2018. The number of Designated Accounts approved by FBI each month in this
reporting period has varied. NSD and ODNI have continued to track the number of Designated
Accounts approved by FBI and will incorporate this information into future Joint Assessments.
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(U) Figure 8 is classified SRR

=CS5F== FBI reports that NSA designated approximately-ccomlts

I i the reporting period — an average of aproximatel

Designated Accounts per month.>® FBI approved approximately 7 requests
These numbers reflect continued increases in the
number of accounts designated by NSA and approved by FBI.

Smfeimiegi= A s previously noted, beginning with the Joint Assessment covering the reporting period December 2017
through May 2018, the Government changed its counting methodology to ensure statistical accuracy for the number of
Designated Accounts approved.
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(U) III. Trends in CIA Minimization

(U) CIA only identifies for NSD and ODNI disseminations of Section 702-acquired United
States person information. Classified Figure 9 compiles the number of such disseminations of
reports containing United States person information identified in the reporting periods from
December 2014 through May 2015 through the current period of June 2019 through November
2019. While the number of CIA-identified disseminations containing United States person
information has fluctuated over the years, those fluctuations have generally been incremental
whether upward or downward. The current reporting period’s number of CIA-1dentified
disseminations containing United States person information continued that trend, slightly increasing
from the last reporting period.

(U) Figure 9: Disseminations Identified by CIA as Containing Minimized Section 702-
Acquired United States Person Information (Excluding Certain Disseminations to NCTC)

(U) Figure 9 is classified SECREFNOFORMN-

=SH#d-During this reporting period, CIA identified approximately .disseminations of
Section 702-acquired data containing minimized United States person information.
and as reported in prior Joint Assessments, CIA also
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(U) CIA also tracks the numbef files its personnel determine are appropriatébfoader
access and longer-term retention. The CIA minithimaprocedures must be applied to those files
before they are retained or tramsed to systems with broader acc€s€lassified Figure 10 details
the total number of files that were either re¢airor transferred, as Was the number of those
retained or transferred files thatntain identified United Statgerson information. This current
assessment reports the total number of @S transferred from June 2019 through November
2019. For reference, however, the number of figégined from prior assessment periods is also
displayed in the Figure beloW. In all reporting periodghe number of retaineat transferred files
identified by CIA as potentially containing Unit&thtes person information has been consistently a
very small percentage of the total numberetained or @nsferred files.

38

In making those retention decisions, CIA persommelrequired to identify any files
potentially containing United States person infaiora

39LSHMN= For this reporting period, £Bnalysts transferred a total of approxim_

(2.6%) of which were identified by CIA as contaigia communication with potential United States pers
information.
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(U) Figure 10: Total CIA Files Retained or Transérred and Total CIA Files that were
Retained or Transferred which Contained Potential United Sates Person Information

(V) Figure 10 is classifiedt=SEERETHNOFORN.

(U) 1IV. Trends in NCTC Minimization

(U) Beginning with the reporting periodwering June 2017 through November 2017, the
Joint Assessment now includes statistics regarli@gotal number of disseminations identified by
NCTC as containing Section 702-aagai information. This numbés classified and reported in
Figure 11. Starting in the prewus reporting period, NCTC idé&fied and provided to NSD and
ODNI only disseminations containing minimizeaited States person information. Because
NCTC only began obtaining unminimized Section 7gR#eed data after the FISC approval of such
in April 2017, there are only five six-mdnperiods to report in this assessnf@nThis current joint

A0S The FISC’s April 2017 opinion approved NCs 2016 Minimization Procedures allowing NCTCofatain
unminimized Section 702-acquiredarmation. NCTC began receivinqiminimized Section 702-acquired
information on Mai
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assessment reports that the number of disséimnsacontaining minimized United States person
information, while low, increaseidom the previous reporting periéd.

(U) Figure 11: Disseminations ldentified by NCTC asContaining Minimized Section 702-
Acquired Information 42

Figure 11 is classéd-SEERETNOFORN.

During this reporting period, NCTi@entified and provided to NSD and ODNI
approximatel disseminations of Section 70gtared data containing mimized United States
person information. This was a 17.6% increasgisseminations containing minimized United
States person information when congzhto the previous reporting period.

(U) SECTION 4: COMPLIANCE ASSESSMENT — FINDINGS

(V) The joint oversighteam finds that during thisperting period, the agencies have
continued to implement their procedures artbiothe guidelines in a manner that reflects a
focused and concerted effort by agency personrengoly with the requirements of Section 702.
The personnel involved in implementing the Satf02 authorities are appragiely directing their
efforts at non-United States persons reasonabigveel to be located outside the United States for
the purpose of acquiring foreign intelligence mf@tion. Processes have been put in place to
implement these authorities and to imposerirgecontrols for compliance and verification
purposes.

41 LSHM== NCTC identified and provided to NSD anB Xl approximatel. disseminations containing mininize
United States person Section-702 acquired infoonati

(U) “2«¢sm#r As noted in previous joint assessmentsry o December 2018, NCTC provided all disseniorat to NSD
and ODNI for review. Starting witthe January 31, 2019 review, which included Decerib&8 disseminations,
NCTC began identifying for NSD and ODNI only disseations containing United States person infornmatio
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(U) However, notwithstanding a focused amwhcerted effort by FBI personnel to comply
with the requirements of Section 702, misustendings regarding FBI's systems and FBI’s
guerying requirements caused a large number ofycgreors. The nuftver of FBI compliance
incidents increased substantially compared ¢ogpifevious reporting per, and this assessment
reports a large number of FBI compliance incideelksted to querying, and, particular, FBI's use
of “batch querie§® The vast majority of these compliance incidestated to a single large query
event. As discussed below, non-compliant Ibageeries were conducted by a limited number of
personnel, and some were conducted usingteh query function in an FBI systéfn.

(U) FBI amended its 2018 queng procedures in responsectincerns raised by the FISC
and the FISC-R regarding the sufficiency of thosedures. The FISC ultimately determined that
the FBI's amended querying procedures wer@adte, and the joint oversight team has engaged
with the FBI to implement those amended prared and to provide ¢hFISC with periodic
reporting regarding that implemetita, including with respect to systemic changes aaditional
training of FBI personnéf. These incidents and remedial measures are aktslew and will be
updated in future assessments, as appropriate.oiftt@yersight team anticigpes that the remedial
measures undertaken by FBI should resusigmificant compliance improvements.

(U) As noted in prior repdts, in the cooperative envirormt the implementing agencies
have established, an action by one agency cart nesui incident of nommmpliance with another
agency’s procedures. It is also importanhdde that a single indent can have broader
implications. For example, an “NSA compliarineident” could be causeby typographical errors
contained in another agency’s nosation to NSA for tasking.

(U) Each of the compliance incidents for thigrent reporting period idescribed in detalil
in the corresponding Seati 707 Report. This joint assessmeoes not reiterate the compliance

43 The number of FBI minimization or quenyiarrors for the current reporting period \- coragdo
th minimization errors in the previous reportingipe.

44@ The FBI sistem in which the non-comilibatch queries were conducted was_

45(U) On October 8, 2019, the ODNI posted,|Gron the Recorddocuments related to the 2018 certifications,
including the FISC’s October 2018 opinion, the HBE July 2019 opinion, the FISC’s September 204#&ion, and
FBI amended querying procedures, dated August 2@pecifically, in its October 2018 opinion, thesEl found that
certain parts of FBI's procedures concerning therging of United States persons were not sufficidrite
Government appealed this decision to FISC-R, whffinmed the FISC’s decision in part. The Government
subsequently submitted amended the FBI's queryingguiure$o address the issues raised by the FISC and 8t@-FI
R, and the FISC found that the emdled procedures were sufficient.

(U) Subsequently, while outside this reporting pertbe FISC revisited FBI's non-compliant queriest i
December 2019 opinion authorizing th&19 Section 702 certificans, and its November 202@inion authorizing the
2020 Section 702 certifications; these opinions athér documents related to the 2019 and 2020dec€2
certifications were released on September 4, 2829 April 26, 2021, respectively, d@ on the Record As it
pertained to FBI's querying procedures, the FISipmion regarding the 2019 Section 702 certifigagifound that the
FBI was following its schedule for implementing tin@iningand system modifications necessary to comply wath i
guerying procedures. The FISC'’s opinion regardivgg2020 Section 702 certifications found that FBUgrying
procedures were sufficient, but the Court expressetinued concern about FBI's practices involMigjted States
person query terms.
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mcidents set forth in the Section 707 Report. It does, however, examine those incidents to assess
broader implications and to determine whether the agency’s corrective measures address those
implications.

(U) Specifically, even a small number of incidents can have the potential of carrying
broader implications, and a small number of actions can result in numerous incidents also having
broad implications, as is the case for the FBI “batch” querying incidents. Thus, the Joint
Assessment provides NSD and ODNI’s analysis of compliance incidents in an effort to identify
existing patterns or trends that might identify the underlying causes of those incidents. The joint
oversight team then considers whether and how those underlying causes could be addressed through
additional remedial or proactive measures and assesses whether the agency involved has
implemented appropriate procedures to prevent recurrences. The joint oversight team continues to
assist in the development of such measures, some of which are detailed below, especially as it
pertains to investigating whether additional and/or new system automation may assist in preventing
compliance incidents.

(U) L._Compliance Incidents — General

(U) A. Statistical Data Relating To Compliance Incidents

=657~ As noted in the Section 707 Report, there were a total of-compliance mcidents

that involved noncompliance with NSA’s targeting, minimization, or querying procedures and
compliance incidents involving noncompliance with FBI’s targeting, minimization, and

querying procedures.*® In addition, during this reporting period, there were incidents of
noncompliance with CIA’s minimization procedures. There were incidents of noncompliance
with NCTC’s minimization and querying procedures. There was one 1dentified instance of
noncompliance by an electronic communication service provider issued a directive pursuant to
Section 702(1) of FISA.

(U) Figure 12 puts those compliance incidents in the context of the average number of
facilities subject to acquisition on any given day*’ during the reporting period.

4 (U) Asis discussed in the Section 707 report and herein, some compliance incidents involve more than one element
of the IC. Incidents have therefore been grouped not by the agency “at fault,” but instead by the set of procedures with
which actions have been non-compliant.

47
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(U) Figure 12: Overall Compliance Incident Rate

(U) All compliance incidents during reporting
period (June 1, 2019 — November 30, 2019)

(U) Number of facilities on average subject to
acquisition during the reporting period

(U) Overall compliance incident rate: number of
mcidents divided by average number of facilities (U) 20.28%

subject to acquisition
(U) Figure 12 is classified SEcREFHEGEEEE

(U) The 20.28% overall compliance incident rate represents an increase from the 6.91%
overall compliance incident rate in the prior reporting period. As with the previous incident rate,
the current reporting period’s overall compliance incident rate was predominantly impacted by FBI
personnel misunderstanding the query standard in its querying procedures and their use of FBI’s
batch query tool, where a single improper batch query decision can, and has, resulted in numerous
compliance incidents. These incidents — including the remedies — are discussed in detail below.
The incident rate was also impacted by a number of non-compliant queries conducted by NSA
personnel. As discussed above and detailed below, the manner in which this overall compliance
incident rate 1s calculated results in an imperfect measure of the error rate for the Section 702
program during this reporting period.

(U) As discussed below, notification delays are incidents in which the violation is that the
notification requirement contained in the targeting procedures was not satisfied. Substantive
compliance incidents are not captured in this metric. If a compliance incident involved both a
substantive error (for example, a tasking or detasking error) and the failure to meet the notification
requirement, the substantive error was counted separately from the notification delay. For the
majority of these notification delays, the only incident of non-compliance was the failure to comply
with the notification requirement. Specifically, as part of the oversight team’s periodic evaluation
of the tools to assess compliance, the joint oversight team, as explained in past Joint Assessments,
determined that another valuable measure is to compare the overall compliance incident rate
excluding notification delays. If the notification delay incidents are not included in the calculation,
the overall compliance incident rate for this reporting period decreases slightly to 20.24%. The
comparable incident rates in the two previous reporting periods were 6.9% and 33.52%,
respectively. Like the overall compliance rate discussed above in Figure 12, the rate without the
notification delay incidents was similarly affected by the FBI querying incidents.

(U) The joint oversight team assesses that, excluding FBI and NSA querying incidents, the
compliance incident rate remained low and is a result of training, internal processes designed to
identify and remediate potential compliance issues, and a continued focus by internal and external
oversight personnel to ensure compliance with the applicable targeting and minimization
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procedures. As it pertains to FBI querying inaitde the joint oversight team has continued to
identify a significant number of non-compliant gesrin subsequent reporting periods. The joint
oversight team continues to work with FBIremluce these non-compliant queries and improve
training and guidance regarding this issue.

(U) As explained in previous assessmetits,oversight team pedically evaluates how
and what data it collects to provide for more megful statistics. For exapfe, the team considers
whether there are other means of comparisonettven with the currently tracked actions or by
implementing the tracking of certain other datdnat could provide better understanding of
overall compliance. The Joint Assessment reditionally compared #hnumber of compliance
incidents {.e., the “numerator”) to targetg activity during the reporting period, whichreflected
as the average numbertagked facilitiesi(e., the “denominator”).

(U) While tracking this rate @r consecutive years allows aimediscern general trends as
to how the Section 702 program is functioning alldrom a compliance standpoint, it remains an
imperfect proxy. A flaw with usinthis particular proxy is that dain types of incidents included
in the numerator do not bear a relation to theetmg activity in the denominator. For example,
assessing a delaydétaskingncident (which is an incidemesulting from non-compliance with
targeting procedures) as containedhi@ numerator to the average numbetaskedfacilities as
contained in the denominator compares closelylairfactors — both are dicdly related to tasking
and must meet the requirements of the targetioggulures. However, the factors are not similar
when comparing an impropdisseminationncident or an impropeaguery(which are incidents
resulting from non-compliance withinimization and querying pcedures) to the average number
of taskedfacilities. Minimization and querying aidents implicate the requirements of the
minimization and querying procedures, whereasdhkig of a facility implicates the requirements
of the targeting procedures. In addition, the banof query and dissemiti@n incidents that can
occur in a reporting period are largely independiemh the number of fatities tasked during a
period, as queries and disseminatioas involve facilitieghat are no longer tasdl — or were never
tasked — pursuant to Section 702, and multiple gsi@r disseminations can be made in relation to
a single facility. Conceivably, minimization ineidts should be compared to the number of total
minimization actions, but we are currently unabledunt or track minimization actions in that
manner. Adding to the dissimilarity is thatltiple agencies’ (NSA, FBI, CIA, and NCTC)
incidents — as well as incidents by service paters — are counted in the overall compliance
incident rate, but only two agencies (NSA &tl) actually conduct targeg activity pursuant to
their respective targeting prat@res, and only NSA'’s targetiragtivities are included in the
denominator.

(U) As with prior rgorting periods, the number of complee incidents in the numerator
that do not bear a relation to the denominatopdrticular, the FBI query errors) heavily outweighs
the number of compliance incidents that do lzeglation to the denominator (e.g., NSA targeting
errors), making the imperfections in the overathpbance incident rate more evident than in some
previous periods. Accordingly, readers sllouhderstand that tH#0.28% overall compliance
incident rate is an imperfectpeesentation of the error rate thie Section 702 program during this
reporting period.

(U) As described in prior joirassessments, while assessira the agencies remain overall
compliant, the joint oversight team revisited tadue of the overall incident rate proxy and
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determined that providing an additional comparisaie would enhancaverseers’ (the FISC,
Congress, and the PCLOB) and the public’s wstdading of Section02 compliance. This
assessment, accordingly, provides an aotiti metric (first introduced in the #9oint

Assessment): the NSA targeting compliancedent rate (see Figures 15 and 16). The joint
oversight team has also decided that, becausegidi errors comprised a substantial number of
the incidents discovered by NSD during this répgrperiod, this assessment and, depending on the
type of errors that were reported during theliapple period, potentially future assessments will
include a query error rate for FBI (segtiie 20), which was first introduced in the’'2bint
Assessment.

(U) Separating the targeting errors froma thinimization and query errors allows for
another layer of evaluation. We provide theddittonal metrics (also introduced in the previous
assessment) to advance the understanding of tiemts impact and the causef those incidents.
These metrics are provided afterexplanation of the categes of compliance incidents so that the
new metrics can better be understood.

(U) Notwithstanding the issueliscussed above, the currassessment provides the overall
compliance incident rates in Figures 12 abovelhbelow so that readers can see the size of the
increase from historical periods order to place the number©Bl query errors discovered during
this reporting period in the contest a rate that has been usestbiically, as these query errors
were the driving factor in the rate increde.

(U) B. NSA’s Compliance Incidents: Categories and Number of Incidents

(U) As it has been historically, mosttbe compliance incidents occurring during this
reporting period — excluding the FBI querying ohents — involved non-compliance with the NSA’s
targeting, minimization, or querying procedurd@dis largely reflects the centrality of NSA’s
targeting, minimization, and querying efforts i tBovernment’s implementation of the
Section 702 authority. The compliance incidgenolving NSA'’s targeting, minimization, or
guerying procedures have generadliten into the categories below. However, in sanstances,
an incident may involve moredh one category of noncompliance.

(V) Incidents of non-compliance with NSA'’s TargetiRrocedures:

x (U) Tasking IssuesThis category involves incidenmighere noncompliance with the
targeting procedures resultedan error in the initialasking of the facility.

X (U) Detasking IssuesThis category involves incidenitn which the facility was
properly tasked in accordance with they&ing procedures, but errors in the
detasking of the facilitgaused noncompliance withe targeting procedures.

x (U) Overcollection This category involves incidés in which NSA'’s collection
systems, in the process of attemptingt¢gquire the communications of properly

48 (U) Note that because of the imperfections dbsdridbove, and because FBI querrors are only one factor in the
overall compliance incident rate, a perimaHperiod comparison dffie rate will still not provide an entirely accugat
measure of the increaBeFBI query errors.
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tasked facilities, also acqed data regarding untasked facilities, resulting i
“overcollection.”

x (U) Notification Delays This category involves indents in which a notification
requirement contained in the tarigetprocedures was not satisfi€d.

x (U) Documentation IssuesThis category involves incidents where the
determination to target a facility wast properly documented as required by the
targeting procedures.

(V) Incidents of non-compliance with NS¢\Minimization and Querying Procedures:

x (U) Minimization and Querying Issue3his category involvescidents relating to
NSA’s non-compliance with its minimization and queg procedures.

(U) Other Issues.This category involves incidents thdid not fall into one of the six above
categories. In these instances, the joint oversegim will assess each incident to determine if it
resulted from non-compliance with NSA'’s tatipg procedures, minimization, and querying
procedures and account ftwose incidents accordingly.

(U) While the above categodespecifically pertain to NSincidents, FBI's targeting
incidents categories and all other agenamisiimization and querying incidents categories
generally align to those NSA categories.c8ase only NSA and FBI are permitted to target
pursuant to Section 702, only NSA and FBI havgetng procedures (wtih have been publicly
released). All four agencies have minimizataom querying procedurestiwh have been publicly
released). Compliance incidents by FBI, CIA, &@TC are discussed in their respective sections
below.

(U) These categories are helpful for purposes adntemy and understanding the
compliance incidents. Because the actual nurabmcidents remains classified, Figure 13A
depicts the percentage of NSA compliance incsl@meach category that occurred during this
reporting period, whereas Figure 1BBvides that actual classifiedimber of NSA incidents.

49 (U) A compliance incident may involve both a faé to meet the notification requirement and a tsurttis’e error
(for example, a tasking or detasking error). Hoerein those instances, the substantive error wasted separate
from the notification delay. For the majority afldyed ndfication incidents, the only incident of non-colapce was
the failure to comply with the notification requinent.
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(U) Figure 13A: Percentage Breakdown of Compliance Incidents Involving the NSA
Targeting, Minimization, and Querying Procedures

UNCLASSIFIED
Jun. 2019 - Nov. 2019

m Tasking
M Detasking
Minimization and Querying

M Documentation

14.8% 1 Notification
Other
UNCLASSIFIED (U) While accurately depicted on the pie chart, the
minimization and querying percentage in Figure 1:
s J : was mislabeled. It should read 29.7% rather than
(U) Figure 13A 1s UNCLASSIFIED 17 3%

(U) Figure 13B: Number of Compliance Incidents Involving the NSA Targeting,
Minimization, and Querying Procedures

(U) Figure 13B is classified SECRETNOFORN
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(U) As Figures 13A and 13B demonstrate, during this reporting period, minimization and
querying incidents account for the largest portion of incidents across all categories. Tasking errors
and detasking delays account for the second and third largest percentage of incidents, respectively,
followed by documentation errors. Tracking the proportion of incidents allows for the joint
oversight team to identify trends and to address the non-compliance with appropriate remedies.
Being able to do so is important for a variety reasons, especially as it pertains to more substantive
tasking and detasking compliance incidents that can (but do not always) involve collection
mvolving a facility used by a United States person or an individual located in the United States.
Furthermore, the joint oversight team also focuses on incidents of noncompliance with
minimization procedures because these types of incidents may involve information concerning
United States persons.

More specifically, the number of tasking incidents decreased ﬁ‘om_
- detasking incidents increased from - minimization and queryin
mcidents decreased from documentation incidents decreased from

_ and “other” category incidents increased from- The number of notification
delays increased fro There were no overcollection incidents in this period.

(U) As mentioned above, separating the targeting errors from the minimization and
querying errors allows for another layer of evaluation as opposed to comparing all of the errors
together. By narrowing the focus on errors implicating NSA’s targeting procedures, Figure 15
provides the NSA targeting compliance incident rate (a metric introduced in the previous
assessment) for this current reporting period. This metric compares similar factors: NSA’s number
of “targeting incidents” (i.e., the “numerator”) to the NSA’s targeting activity of the number of
average fasked facilities (i.e., the “denominator”). The number of NSA’s “targeting incidents”
includes the following categories of incidents that implicate NSA’s targeting procedures: tasking
errors, detasking delays, documentation errors, notification delays, overcollection incidents, and
other issues. As explained above, incidents that fall under the “other issues” category may be
included as well if those constituted errors in following NSA’s targeting procedures.

30 S¥FAs noted in the previous joint assessment, the number of minimization and querying incidents during the
prior reporting period was unusually high as a result of three main factors. First, a system error that inadvertently
modified the behavior of certain query terms accounted for approximately 57% of the minimization and querying
incidents. Second.-i.ncidents involving relatively large numbers of improper United States person queries
accounted for another 18% of the minimization and querying incidents. Finally, the prior reporting period included an
unusually high number of dissemination incidents because one issue — one target office’s misapplication of a software
tool used to mask United States person identities in disseminations — resulted in-mproper disseminations.
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(U) Figure 14: NSA Targeting Compliance Incident Rate

(U) NSA compliance incidents relating to NSA’s
targeting procedures, during reporting period (June 1,
2019 — November 30, 2019)

(U) Number of facilities on average subject to acquisition
during the reporting period

(U) NSA targeting compliance incident rate: number of
targeting incidents divided by average number of facilities (U) 0.14%
tasked to acquisition

(U) Figure 14is classified secre+

(U) This NSA targeting compliance incident rate percentage in and of itself does not
provide a full measure of compliance in the program. A single incident, for example, may have
broad ramifications and may involve multiple facilities. Also, a single action may result in
numerous incidents that have broad implications. Furthermore, other incidents, such as notification
delays (described further below) may occur with frequency, but have limited significance with
respect to United States persons.

(U) Similar to Figure 12 above and its associated explanation, the joint oversight team
determined that excluding NSA’s notification delays incidents from the NSA’s targeting
compliance incident rate provides another measure.®! Thus, Figure 15 shows that adjusted NSA
targeting compliance incident rate of 0.11%, not including notification delay errors (as compared to
0.14% of NSA Targeting Compliance Incident Rate, including notification errors). As described in
prior joint assessments, the increase from 0.20% in the 19 reporting period to 0.94% in the 20
reporting period was primarily a result of one NSA office’s misunderstanding regarding how a
targeting tool functioned, which resulted in an abnormally large number of targeting incidents. As
Figure 15 shows, NSA’s targeting compliance incident rate (not including notification delays)
during this reporting period was at its lowest level since the inclusion of this statistic.

31 (U) Notification delays are violations of notification requirement contained in the targeting procedures was not
satisfied. Substantive compliance incidents are not captured in this metric. If a compliance incident involved both a
substantive error (for example, a tasking or detasking error) and the failure to meet the notification requirement, the
substantive error was counted separate from the notification delay. For the majority of the notification delays, the only
incident of non-compliance was the failure to comply with the notification requirement.
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(U) Figure 15: NSA Targeting Compliance Incident Rate (as the number of incidents divided
by the number of average facilities tasked), nor Including Notification Delays

UNCLASSIFIED
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0.30% 1 0.15% 0.11%
0.00% _;- : . m

19th 20th 21st 22nd 23rd

Joint Assessment Period

UNCLASSIFIED
(U) Figure 15 is UNCLASSIFIED.

(U) Whereas Figure 15 depicts NSA targeting incidents by combining all targeting
mcidents, except for notification delays, Figure 16 depicts NSA’s compliance incident rates
individually for tasking and detasking incidents. Figure 16 separates those types of incidents for
more granularity and understanding of the trends for each. As previously calculated and reported,
the tasking and detasking incident rate is compared to the average facilities on collection for the
given reporting period. While these tasking and detasking incidents are grouped in a single chart
for a comparison, the tasking and detasking incidents are not relational to each other (i.e., an
increase or decrease in the rate of tasking incidents does not result in an increase or decrease in the
detasking incident rate).
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(U) Figure 16: Tasking and Detasking Incident Compliance Rates

UNCLASSIFIED
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(U) Figure 16 is UNCLASSIFIED.

(U) It 1s important to note that while Figure 16 provides a visual into trends of non-
compliance, the non-compliance rate is less than 1%. The tasking and detasking incident
compliance rate has varied by fractions of a percentage point as compared to the average size of the
collection.”? The tasking incident rate decreased to 0.04% during this reporting period, which is
historically low. As previously noted, the increase in the tasking incident rate reported in the 20®
Joint Assessment was primarily to a single NSA targeting office misunderstanding how to use a
targeting tool. The tasking compliance incident rate involving facilities used by United States
persons remained almost zero. Detasking errors more often involve a facility used by a United
States person or an individual located in the United States, who may or may not have been the
targeted user. The percentage of compliance incidents involving detasking incidents has remained
consistently low. The detasking compliance incident rate involving facilities used by United States
persons was also close to zero.

32 (U) Tasking errors cover a variety of incidents, ranging from the tasking of an account that the Government should
have reasonably known was used by a United States person or an individual located in the United States to
typographical errors in the initial tasking of the account that affect no United States persons or persons located in the
United States. Detasking errors more often involve a facility used by a United States person or an individual located in
the United States, who may or may not have been the targeted user.
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(U) C. FBI: Number of Compliance Incidents

(U) The total number of compliance incidents idesdi relating to FBI's targeting
procedures slightly decreased as compared tash@eriod. The number of errors relating to BBI’
minimization and querying procedures substantialtyeased this reporting period. The high
number of incidents can almasttirely be attributetb one event relating to improper quefiés.
These non-compliant queries were conducted lmited number of personnel, and were
conducted as part of a batch guginction in a FBI syster?f.

(V) Classified Figure 17 shows the classifieonber of incidents for the last ten reporting
periods {.e., from the 14 through the 28 reporting periods). With the exception of thé'19
through the 2'8 reporting periods, the number of FBitentified targeting, minimization, and
qguerying errors remained consistently low. Thatjoversight team assesses that the increase in
identified FBI errors beginning in the 2@eporting period is attributébto various factors. In
particular, NSD increased its focus on reviegvFBI querying practiceshis focus resulted in
NSD’s increased experience in evaluating éhtypes of FBI queries and NSD'’s increased
knowledge of the FBI systems storing Section @0guired information. \4n these two factors
were combined with a particular sample popolabf FBI users in the reviews NSD conducted, it
resulted in NSD identifying a largaumber of non-compliant queries.

(U) Notwithstanding the largeumber of querying incidents in this reporting pdrithe
joint oversight team assesses that FBI's overallpt@mce with its targeting and minimization
procedures is a result of FBI's training and thecpsses it has designed toeetiiate its procedures.
As it pertains to the querying incidents, the jawmersight team has worked closely with FBI on
developing additional training for FBI personneltba query requirements, and, subsequent to the
reporting period, FBI has undakien efforts to update its internal systems in g should help
facilitate a decrease in the nber of querying incidents in fure reporting periods. More
information about these errors, including the eausnd remedies, are prded in the Section I
below reviewing FBI's compliance incidents. TlRBI has been working to address and resolve
identified compliance issues. The remedial and gy steps taken by the FBI to address these
issues are discussed in Section Il below.

S=a#r Specifically, in the 28reporting perio- incidents of non-compliance whik £BI targeting or
minimization procedures were identified. The wasfority of these incidents pertains to non-commligueries, and in
particular, two compliance errors compriszarly the entirij incidents.

sS4 The FBI system, in which the non-compiibatch queries were conducted, Was_
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(U) Figure 17: Number of Compliance Incidents Involving the FBI Tageting and
Minimization Procedures

(U) Figure 17 is clasked SEESREFHNOFORN.

(V) In light of the joint oversight team’sdision to provide the NSA targeting compliance
incident rate above, the joint oversigeam determined that it wabilso increase transparency to
include a metric representing the FBI targeting pliance incident rate. Ti&rate was provided in
previous Joint Assessments, but it was discontinueioe 17 Joint Assessment as the joint
oversight team believed, at the time, that thealeompliance incident rate and total number of
FBI incidents provided in Figure 17 were more ukeithe FBI targeting compliance incident rate
was reintroduced in the 2Doint Assessment. During this reporting peribe, EBI targeting
compliance incident rate was 0.005%, a slighdrdase from the previous period (0.007%).
Historically, this rate has remained well below @eecent. The joint oversight team assesses that
FBI's compliance with respect to targeting igeault of its training, systems, and processes.

(U) As discussed above, thenpoversight team has decidexdprovide a metric depicting
FBI's query error rate. Figure 18 provides B query compliance incident rate, which is
calculated as the total number of FBI query conmgigincidents reported by NSD to the FISC
during the reporting period, expressed as a peagenf the total number d¥BI queries audited by
NSD in connection with the field office reaws during which NSD identified the FBI query
compliance incidents reported to th&SC during the reporting period.
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(U) Figure 18: FBI Query Compliance Incident Rate

SEEREFNOFORN—
(U) FBI query compliance incidents reported to the FISC

during the reporting period (June 1, 2019 — November 30,
2019)

(U) Number of FBI queries audited by NSD in
connection with field office reviews during which NSD
identified the FBI query compliance incidents reported to
the FISC during the reporting period™

(U) FBI query compliance incident rate: number of
query incidents reported, divided by number of queries (U) 36.59%
audited

=SEEREFNOTORN—
(U) Figure 18 is classified SECREF-NOFORN—

(U) In connection with its reviews at FBI field offices, NSD reviews a sample of queries
conducted by FBI personnel in FBI systems that contain unminimized FISA-acquired information,
mcluding Section 702-acquired information. FBI provides NSD with logs of all the queries
conducted in its systems during a given three-month period preceding the relevant field office
review. NSD reviews the query logs and then consults with FBI personnel to obtain additional facts
regarding the queries that were conducted. It is possible that some of the queries in the logs
provided by FBI were not run against Section 702-acquired data, as NSD’s query audits are
designed to review compliance with FBI’s query requirements in all of its applicable FISA
procedures. °® The FBI query error rate may also include identical queries that were conducted
multiple times. For example, if NSD discovered that the same improper query was conducted on
two separate occasions, that would be counted as two compliance incidents.

(U) Neither the number of incidents reported in Classified Figure 17, nor the FBI query
compliance incident rate in Classified Figure 18, is based on the number of compliance incidents
that occurred during a given reporting period. Rather, each is based on the number of incidents that
were reported to the FISC as compliance incidents during the reporting period. There may be
delays in resolving and reporting compliance incidents after they are first identified, in part, because
of delays in the Government’s investigation while FBI gathers the relevant facts, or while FBI and
NSD discuss whether the facts of a matter constitute a compliance incident. Incidents that occur

3 (U) This number also includes the number of FBI queries audited by NSD in connection with any field office reviews
completed by NSD during this reporting period for which no FBI query compliance incidents were discovered.

% (U) FBI personnel may elect to run queries against FISA Titles I, III, and V but not against Section 702-acquired
information. The query logs reviewed by NSD for its query audits include queries of information acquired pursuant to
all FISA authorities, and the joint assessment team has not attempted to identify and exclude any queries that were
included in the query logs but not run against Section 702-acquired information.
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during a given reporting period, accordingly, nieyreported over multiple assessments, and the
number of incidents reported in a given asseent may include incidents that occurred during
multiple periods. The number of query comptiarnncidents reported in Classified Figure 18, and
the FBI query compliance incident rate in Cléiedi Figure 18, may, therefore, include queries
audited by NSD during the reportingrymel for a prior Joint Assessment.

(V) In addition, because of the delays@solving and reporting certain compliance
incidents, incidents discovered at a single fidfate reviewmay be reported during different
reporting periods. When that occurs, the totahber of FBI queries auid by NSD in connection
with the relevant field office kgéew is included in the denomator of the FBI query compliance
incident rate for both reporting periods, et¥leaugh the total numbef FBI query compliance
incidents discovered as a result of auditing ¢haquseries is split between reporting periods. &her
were two field office reviews for which some, mdt all, of the FBI query compliance incidents
were reported during i reporting period.

(U) Although each of the metrics in Clagsil Figure 17 and Ciaified Figure 18 has
limitations, the joint oversight team believes ttiely nevertheless provide informative measures of
FBI's compliance with its querying procedures.

(U) D. CIA and NCTC: Number of Compliance Incidents

<SHNFY There We- incidents dng this reporting period that involved CIA’s
minimization and querying procedurgsyhich is the same number ioidents reported in the
previous reporting period. Theild oversight team assesses that CIA’'s compliasieeresult of its
training, systems, and processes that waptemented when the Section 702 program was
developed to ensure compliance with its minimi@aand querying procedurasd the work of its
internal oversight team.

(S There wer- incidents duringgheporting periodhat involved NCTC'’s
minimization and querying procedures, whiclaidecrease from the previous reporting petfod.
The joint oversight team assesses that NCTC’s twamapliarce is a result of its training,
systems, and process that were implementeshvWCTC was authorized to receive certain
unminimized Section 702-acquired information.

(V) Classified Figure 19 pwides the classified numbef minimization and querying
errors that involved CIA for the last terpmting periods and NCT€r reporting periods
beginning with the 19assessment period. These numbers have remainsigtently low for CIA
and for NCTC. The joint oversight team assess&sG@hA’s and NCTC’s comiance is a result of
its training, systems, and processex there implemented by each agency.

57(U) Recall that CIA does not have targeting pchres and may not target. Because CIA only hagwization
procedures and querying procedures, errors canomalyr as it pertains to its minimization and quirgyprocedures.

58 (U) Recall that NCTC does not have targeting pdoces and may not target. Because NCTC only haimination
procedures and querying procedures, errors canomelyr as it pertains to its minimization and qirggyprocedures.
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(V) Figure 19: Number of Compliance Incidents Involving the CIA or NCTC Minimization
and Querying Procedures

(V) Figure 19 is classifietrSECRETFHYOFORN.
(U) E. Service Providers: Number of Compliance loidents

(U)  SHNP-Finally, there was one incident of nomagdiance caused by an error made by
communications service providersthis reporting period, which represents an in@desm the
zero incidents reported in the prior reporting peri The joint oversight team assesses that the
historically low number of errors by the comneations service provits is the result of
continuous efforts by the Government and prowderensure that lawf intercept systems
effectively comply with the law while protectingetiprivacy of the providers’ customers.

(U) 1I._Review of Compliance Incidents — NSA Targting, Minimization, and Querying
Procedures

(U) As with the prior Joint Assessment, this Jdissessment takes a broad approach and
discusses the trends, patterns, and underlyingesanfgshe compliance incidents reported in the
Section 707 Report. The Section 707 Reportides/further details regarding each individual
incident and information on applicable remedial amtigating actions. For each individual
incident in the Section 707 Report, details provided as to howng erroneously acquired,
disseminated, or queried information was haddhrough various purge, recall, and deletion
processes. Information is also provided alpmssonnel remediation and, when applicable, wider
training efforts to address incidentIn certain instances, processes or techniold tve adjusted,
as appropriate, to remedy the incidents, to mgigaipact, and to reduce the potential for future
incidents.
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(U) The joint oversight team beves that analyzing the trendkthose incidents, especially
in regard to their causes, hethe agencies focus resources, dvature incidents, and improve
overall compliance. The Joint Assessmeimprily focuses on incidents involving NSA’s
targeting, minimization, and querying procedurbs,wolume and nature of which are better-suited
to detecting such patterns and trendse fidllowing subsections examine incidents of non-
compliance involving NSA'’s targeting, mimization, and querying procedures.

(U) The NSA compliance incident rate forsheporting period, excluding FBI, CIA, and
NCTC compliance incidents, is 0.20% and repressardecrease from the NSA compliance incident
rate of 0.48% in the préwus reporting period.

(U) Most of those incidentdid not involve United Statgsersons, and instead involved
matters such as typographical dneattasking errors, detasking delayigh respect to facilities used
by non-United States persons who may have ethtbeeUnited States, or improper queries which
were not reasonably likely to return foreign ingghce information due tiheir design. Regardless
of United States person status, robust oversigtdnsiucted to ensure compliance with all aspects
of the targeting and minimization procedures;@hiified incidents are reped to the FISC and to
the Congress, and all incidents egquired to be appropriately remedi As with all incidents, the
joint oversight team works closely with NSA to idéntauses of incidents in an effort to prevent
future incidents, regardless of United States person status.

(U) In the subsections that folloWthis Joint Assessment exaras some of the underlying
causes of incidents of non-compliance. This Jaggessment first begins by examining and
explaining incidents impacting UndeStates persons’ privacy interests, even thoug$etincidents
represent a minority of the ovdireacidents, followed by a disssion of other types of human
errors and communication issues. The joint ogétsieam believes that alyzing the trends of
these incidents, especially with regard tortlsauses, helps the agencies focus resources, avoid
future incidents, and improve overall compliance.

(U) A. The Impact of Compliancelncidents on United States Persons

(U) A primary concern of thpint assessment team is the impact of certain damge
incidents on United States persons. The 8edtD7 Report discusses every incident of non-
compliance with the targeting, minimizatiomdagquerying procedures, including any necessary
purges resulting from these incidents. Bothtsking compliance incident rate and detasking
compliance incident rate involvirfgcilities used by United Statgersons were low during this
reporting period. United States persons were piiynempacted by (1) tasking errors that led to the
tasking of facilities used by UnieStates persons, and (2) delaydetasking facilities after NSA
determined that the user of the facility was a eéhiStates person. Unitechf&ts persons were also
impacted by minimization errors during this repagtperiod, which are detailed below. While the
number of incidents involving United States jp&sremains low, due to their importance, these
incidents are highlighted inithsubsection. The Section 707pRé& provides further details
regarding each individual incideand how any erroneously acquired, disseminategueried

59 (U) Although ODNI and DOJ strive to maintain cimteng in the headings of these subsections, these igadiay
change with each joint assessment, depending dndlgents that occurred during that reporting getidnd the
respective underlying causes.
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United States person information was remediated through various purge, recall, and deletion
processes.

(U) (1) Tasking Errors Impacting United States Persons

L) “eSeia= During this reporting period, 3.7% of the tasking errors involved instances where
facilities used by United States persons were tasked pursuant to Section 702. This represents a
slight increase from the prior reporting period.° All of the tasking errors in this reporting period
mmpacting United States persons involved the tasking of facilities where the Government knew or
should have known that at least one user of the facility was a United States person. These incidents
represent isolated instances of insufficient due diligence, or other oversights, and did not involve an
mntentional effort to target a United States person. The majority of these tasking errors imnvolved
situations where an analyst made an erroneous assessment, overlooked information, and/or
conducted insufficient research prior to tasking a facility and, as a result, inadvertently tasked a
facility used by a United States person. In all of the incidents, personnel were reminded of the
Section 702 tasking requirements, use of any applicable collection was restricted in NSA’s systems,
and the collection was purged as required by NSA’s targeting and minimization procedures.

b= For example, a few incidents were caused due to analysts misunderstandin
the tasking requirements as they pertained to United States persons

(U) (2) Delays in Detasking Impacting United States Persons

(U) During this reporting period, 5% of the detasking delays involved facilities used by a
United States person. This represents a slight decrease from the last reporting period.®> The
detasking delay incidents impacting United States persons in this reporting period were caused by
unintentional human errors, such as misunderstandings of the detasking requirements and analysts’
faulty analysis of information that erroneously led them to continue to assess that the target was a
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non-United States person located outside the United States or instances of poor interagency
communication. In all of the incidents, personnel were reminded of the Section 702 detasking
requirements, any applicable collection was purged, and no reporting was identified based on the
collection. If any of the applicable collection was subsequently identified as having not been
deleted or recalled as required, that failure would be reported as a compliance incident.

In one example of a delayed detasking, while processing

(U) B. Effect of Human Error

(U) Unlike in the immediately prior section, which focused exclusively on incidents
mmpacting United States persons, this section addresses incidents that impacted both United States
persons and non-United States persons. Each of the agencies has established processes to both
reduce human errors and to identify such errors when they occur. Some human errors, such as those
resulting from misunderstanding the rules and procedures, can be mitigated with additional training
and guidance. These processes and trainings have helped to limit such errors, but some categories
of human errors are unlikely to be entirely eliminated.

(U) (1) Tasking & Destasking Errors

(U) This section discusses some of the common types and causes of tasking errors and
detasking delays from this reporting period, along with the corresponding compliance trends.%* The
majority of the detasking delays during this reporting period involved (1) non-United States persons
who either traveled to the United States or appeared to have traveled to the United States, or (i1)
unexplained indications that a Section 702-tasked account appeared to have been accessed from
within the United States.

e (U) “Foreignness determination” errors — Certain tasking errors result from NSA not
properly establishing a sufficient basis to assess that a target was located outside the
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Assessment, NSA took steps to addressdterrors, including reminding Section
702 adjudicators who review proposed taskingsa& kpecifically for this type of
error. In addition, in May 2019, NSA implementeteahnical solutio || | Gz
NSA,

CIA, and FBI advised that they each cdeted any required purges, and that each
has identified no reportinigased on this collection.

x (U) Incomplete detaskings — Certain detagldelays result from NSA detasking (or
another agency requesting that NSA detask) sbotenot all, of a target’s facilities.
During this reporting period, 15% of detasidelays (a slight decrease from the
previous reporting periodjivolved such incidents whercertain of a target’s
facilities were not timely detasked. Agaany data acquired as a result of such
detasking errors is required to be purged.

(U) As noted above, some of the abowkiag and detasking errors were caused by
personnel misunderstanding or misgqpg the rules or procedures redd to tasking or detasking,
while others were caused by inadvertent humanrerim each case, the relevant agency had
advised that it reminded its perse@habout the Section 702 taskiagd detasking requirements, or
to exercise care when completing taskamgl detasking processes, as applicable.

(V) (2) Minimizationand Querying Errors

(U) NSA’s minimization procedures haveriais requirements, including rules regarding
under what circumstances Sectit@R-acquired information may loksseminatedand rules
regarding how long unminimized Sem 702-acquired information may betained NSA'’s
querying procedures also have varioaguirements, including rules regardimgerying
unminimized Section 702-acquired information. Rafar issues of non-compliance with
minimization procedures are detailed below.

(U) Querying Rules: During this reportingnped, NSA’s querying procedures included two
types of restrictions on querying uiimmized Section 702 collection.

1) (U) NSA's Section 702 querying proceduregffect during thigeporting period required
that queries of unminimed Section 702 collectianust be designed in a manner
“reasonably likely to return forgjn intelligence information.”For example, if a query does
not meet this standard due to a typograplocalomparable error in the construction of the
query ternf® it constituted a compliance incident, redjass of whether the query term used
a non-United States person identifieaddnited States person identifier.

2) (U) Although NSA'’s Section 702 querying proceeliin effect duringhis reporting period
permitted queries of unminimized Section 702 coidecusing United States person
identifiers, such querienust be approved by NSA OGE an NSA analyst used a United
States person identifier that had not bapproved by NSA OGC to query Section 702-
acquired data, it constituted a compliance incident

68 (U) For example, this type of query error ocanhen ananalyst mistakenly inserts &or” instead of an “and” in
constructing a Boolean query, and thereby potdytiateives overly broad results as a result of the query.

51
—FOP-SECREFHSHNOFORN—

Authorized for Public Release on July 18, 2022 Page 51 of 81 Section 702, 23rd Joint Assessment, September 2021






FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

—TOP-SECRETHSIHNOFORN—

from the previous reporting peridd. The substantial decrease was mainly due to a
small number of compliance errors reporiethe prior period that each involved
large numbers of improper queries. During thi®répg perod, in one incident,

FBI provided an NSA analyst with a list mfentifiers associated with foreign-
located members of a terrorist group. The NSAstahistakenly assumed that the
list of identifiers did not need to be checked ttedaine if any of the identifiers
were used by United States personsrgoaconducting the quies. The list did
include United States person identifiensdas a result, the analyst inadvertently
queried the United States person identfi@ithout the necessary approvals.
Subsequently, an NSA auditor discovetieel error, and the query results were
confirmed deleted. NSA advised that the relevaatyst would receive additional
training and had been reminded to exercese when performing this task.

(U) The joint oversight team assesses M@#'’'s overall trainng and guidance to its
personnel has contributed to its overall cbamnze with its querying procedures, although
individuals continue to make médtes. The joint oversight teamshaviewed the human errors that
caused the minimization and queryimgors during this reporting ged and has not identified any
discernible patterns in the typer causes of these errors.

(V) As with previous reportingeriods, there were no identified NSA incidents of an analyst
intentionally runningmproper queries.

(U) Dissemination Rules: NSA’s minimizati procedures set forth requirements for the
dissemination of United States person infaiiora In the current reporting period, incidents
involving NSA'’s dissemination of United Statesrson information that did not meet the
dissemination standard in NSAisinimization procedures represed approximately 9% of the
total number of minimizationral querying incidents. The ekall number of dissemination
incidents decreased substantidtom the prior reporting period. The substantial decrease was
mainly due to the large number of impropess@giminations during theipr reporting period that
were caused by one NSA target office’s misundedstgnof how to use a software tool to redact
United States person identities. Improper dissatiins of United States person information are
usually the result of a human error oversightiegally because United States person information
that is not necessary to understdoreign intelligence informatiois included in the dissemination.
For example, in one instance, an NSA analystodised that NSA had issuadreport that included
the name of a United States person whosdiiglemas not necessary to understand foreign
intelligence information. The error occurregchuse the analyst did not conduct sufficient due
diligence prior to disseminating the informatidNSA recalled the report and reissued it without
the United States person information. NSA advibad the relevant personnel have been reminded

(SN There Wer- United States person querglérds involving NSA during this reporting periodnepared
to]lijin the previous reporting period. incideimsolved NSA analysts using United States persentifiers
that had not been approved to query Section 70@hschdata.

T=S=r There we. incidents involving NSA'’s disseation of United States person information thetrbt
meet the dissemination standard in the NSA minitiangprocedures, compare(. in the previous repoieriod.
As reported in the previous Joint Assessnillk,  ofitseemination incidents from the prior reportiregipd were
caused by a systemic error in one target office.
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of the Section 702 dissemination requireméhnt another instance, grerror occurred because
disseminations of United States person informatere distributed to a bader group of recipients
than is permitted by NSA’s Section 702 minintiaa procedures. The joint oversight team has
reviewed the human errors that caused the disegion errors during thieporting period and has
not identified any discerniblpatterns in the types causes of these errors.

(U) As was the case with NSA querying inadig there were no identified NSA incidents
of an analyst intentionally glating the dissemination rules.

+SHNH Retention Rules: There W-incidents where NSA inadvertently retained
information acquired pursuant to Seat702 that shoultlave been purged. These incidents
primarily involved NSA system errors, including hamerror in system coding. In one incident,

records derived from BlA-acquired data, including Section 702-acquired

data, was retained longer in NSA systems than woelgermitted by NSA'’s Section 702
minimization procedures. Based on the typeN$A systems where the data was over-retained,
NSA assesses it is unlikely that any of the ovéained recordsvould have been used in any
disseminations, FISA applications, or taskingsspant to Section 702 61SA. NSA has deleted
the over-retained records from its systems.

(V) (3) Other Errors

(U) Documentation Errors: The NSA targefiprocedures require that for each tasked
facility NSA document the source of the “foreigsaaletermination” and identify the foreign power
or foreign territory about which NSA expectsdiotain foreign intelligence information. The
targeting procedures also requarvritten explanation of the badm its assessment, at the time of
targeting, that the target expected to possess, is expettedeceive, and/or is likely to
communicate foreign intelligence information comseg the foreign power or foreign territory that
is covered by the certificatn under which the accounts weasked (“foreign intelligence
purpose”). The number of documentation errocsaased to approximately 14.7% of the total
number of compliance incidents in this period fré%a in theprior reporting period® In all of
these incidents, while the actuasking of each facility wagparopriate, the analyst failed to
sufficiently document the “foreignness determioatior the “foreign intelligence purpose” on the
tasking sheet, or the Secti@d2(h) certification to which #hfacility was tasked was not
appropriate based on the documented foreign igézitie purpose. NSA advised that it
subsequently issued reminders to the anatgstsview tasking skets thoroughly prior to

-

Tl SHSHN= For example, there W- incidentolming the retention of unminimized Section 702-aiogd
data beyond the period permitted by NSA'’s Secti®d? minimization procedures, as Wel- incident®iving
NSA'’s failure to purge Section 702-acquired infotima that was required to be purged pursuant to MS&ction 702
targeting procedures.

75Wom dlomentation errors, representia decrease from the last
reporting perio However, the number of documentation errors regplt
from the tasking of a facility to a dédfent DNI/AG Section 702(hgertification than intended remained high, inciegs
in the prior reporting period.
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activities and practices to ensure that the agsnuiaintain efficient and effective channels of
communication.

(U) lI._Review of Compliance Incidents — FB Targeting, Minimization, and Querying
Procedures

(U) There was a significanténease in the number of incidents involving noncliamge
with the FBI targeting, minimization, and queryipgpcedures, with a large majority of those
incidents involving querying errof8. Most of the querying indents were caused by personnel
misunderstanding the application of the queayndard in the context of batch queries.

(U) A. Targeting Incidents

€S+ During this reporting period, themr# incidentsnvolving non-compliance

with FBI’s targeting procedures, which represensdight decrease fr incidents during the
revious reporting periotf. In aII-cases, FBI personnel@pved a request*

Hfrom a Designated Account prity completing all searches of FBI systems
required by the FBI targeting procedures. In ohthe incidents, the gaiest involved a United
States person’s communication and, therefoeeatttount was detasked. In the other incidents,
FBI conducted additional searches after the rededadvised that it hatb information indicating
that the Designated Accounts werged by a United States person or by someonesibaathe
United States, thus, the accounts remained tadkeal! of the incidents, FBI personnel were
reminded of the Section 702 requirements fekitag, including completing all the required
searches in FBI systems.

(U) B. Minimization and Querying Incidents

(U) With respect to FBI's minimization and queryipgpcedures, the total number of
compliance incidents increased substantially ftbenprevious reporting period. The vast majority
of these errors involve FBI's use of a “batch qtieopl. As discussed below, these non-compliant
batch queries were conducted by a limited nunolb@ersonnel, and sonweere conducted using a
batch query function in a FBI systéfhin addition to discussing érbatch querying incidents, this
assessment discusses retentionreraad other query errors invalg noncompliance with the FBI
minimization and querying procedures. Detallewat remedial actions are provided below. In
general, personnel involved tinese compliance incidents were reminded of theireopents under
FBI's minimization and querying procedures.

78LSHNEY As noted abo_ compliance incidents imedlviolations of FBI's targeting, minimization, or
guerying procedures. While this represents a anbat ircrease over t.l FBI compliance incidents reported in
the previous reporting period, it is a decreasmftioe 23 Joint Assessment, which reporh FBI compliance
incidents. Out of the total FBI compliance incitefor this reporting period, on- were targetimgpes and the
remainin- were minimization or querying errors.

{a
80LSHNI=- The FBI system in which the non-complibatch queries were conducted Was_
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of the review team must be intluals who have no role in thegsecution, and they initially assess
and review the Section 702-acmd information to determine whether the commuincatare
attorney-client privileged. Failure to timely dsliah such a review team constitutes a compliance
incident.

C) ~“SHN- Additionally, there was one incidemhere FBI personnel improperly disseminated
United States person information acquired purst@Bection 7022 The dissemination did not
comply with section III.C.1.csection IV.A, or section IV.Bf FBI's Section 702 minimization
procedures, in that the United States person irdton did not reasonabBppear to be foreign

importance, or to be evidence of a crime.
(U) C. Remedial Steps Ten to Address Query Errors

(U) The joint oversight team has worked witBI to re-focus existing training for field
office personnel on the query reégpments. Such focused traigiemphasizes the query standard,
provides examples of compliant and non-compleareries, and details how opt out of querying
unminimized FISA-acquired inforation. Additionally, in June 2018&BI, in consultation with the
joint oversight team, issued guidance to athponents where personnel had access to unminimized
FISA-acquired information. This guidance explarie query standard and how to apply it. The
guidance also discussed compliance issuesvingthe application ofhe query standard,
including issues relating to queries run using‘thatch” search functionAdditional emphasis was
provided concerning issues invalg queries run against unminged 702-acquired information to
find and extract only evidence of a crime (andfoogign intelligence information). Each FBI field
office was instructed to train thgdersonnel on the June 2018 guidance.

(V) Further, while outside the reporting perfod this current joint assessment, in January
2019, FBI and NSD conducted joinaiming for all FBI NSCLB personhand all field office legal
personnel, on FBI's querying procedures. FBIdioffice legal personnel were instructed to
provide this training to all peonnel with access to unminimizEtSA-acquired information. In
fall 2019, FBI, in consultation with NSD, ddeped and deployed mandatory training for FBI
personnel on the query standard and on the systangel FBI made to addiethe query issues.
FBI is also currently developing revisedredard training for personnel who have access to
unminimized FISA-acquired information, whighll involve an increased focus on the query
standard.

(U) NSD has also undertaken additional quemyning at FBI field offices. At each FBI
field office where NSD conducts a minimizatiowieav, NSD generally conducts training for the
field office on minimization-relatktopics. NSD has addressed the query standamdhese
trainings since 2016, and sincerhbas significantlyncreased the amouat time spent during
these training sessions on the query standardjaexy incidents. This training includes multiple
hypothetical examples derived from actual quecydents, and demonstrates, through screen
captures, both how personnel can avoid query intsda situations where they do not need to run
their queries against unminimiz&iSA-acquired informationral how personnel can select the

Y=tSH==The relevant personnel were reminded etimurequirements in the FBI Section 702 mininaat

procedure
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appropriate option to allow the FBI to better kand comply with requirements involving queries
run against unminimized 702-acquired informatiofind and extract only evidence of a crime (and
not foreign intelligence information).

(U) As part of the FBI S¢ion 702 amended querying procedd?ésat were adopted by
the Attorney General in 2019 and submitted to #8CFas part of the certification reauthorization
process, the Government clarified the query stahitalfBI's procedures thelp facilitate a better
understanding of the query standard, to thergxhe prior languageaused confusion. The
amended procedures also instituted receeping and documentation requirements for United
States person queries and, inp@sse the FISC ordered the Governntergeriodically update it on
FBI's implementation of the new requiremefftsBetween September and November 2019, the FBI
implemented changes to FBI systs storing unminimized FISA-acquired informatibattwere
necessary to comply with the amended procedur@sondy other things, these changes require FBI
personnel to provide a justifitan, explaining how their query eets the query standard when
running queries of United States person quamseand when they seek to access Section 702-
acquired contents returned by such querie$.qééry terms and justifications are logged for
oversight purposes. In addition, FBI, in colation with NSD, developed and deployed new
training, as detailed above, for FBI personnelr@ndquery standard and on the system changes. All
personnel with access to unminimized FISA-acqlinformation were required to complete the
training by mid-December 2019, anti@ersonnel who subsequenthgrére such access must first
complete this training prior to being granted asceBhe joint oversight team believes that the
above continuing efforts will helfacilitate a better understandinfithe query requirements.

(V) Finally, as detailed above, the FBI recemtigk additional steps to address the batch
guery compliance incidents and instances wheegs do not intend to gry raw FISA-acquired
information but fail to opt-out of such datast#tsough system and othehanges. The joint
oversight team anticipates that these changas&hesult in significant compliance improvements.

% (U) In August 2019, the Attorney General adomatended FBI Section 702 querying procedures, whiate
subsequently approved by the FISC in September, 2x18art of the 2018 certifications.

(U) FBI's querying procedures for the 2019 Smtfr02certification contained siilar provisions and were
approved by the FISC in Deceml®€19, as a part of the FIS@ecember 6, 2019 Memorandum Opinion and Qrder
That opinion, along with other documents relateth®2019 Section 702 certification, was releasa@dacted form
on September 4, 2020, t@ on the Record

9LSHMNR- During the latter part of this reportipgriod, the FBI implemented change_ relating,

among other things, to how those systems recortetdtates person query terms and provide judiiics for gueries
o Unied Staie< per<on gicry o+

“45-Day Report Regarding the Federal Bureau of $tigation’s (FBI) Implementation of

the FBI's Section 702 query procedures” (56, 2019). Pursuant to these system changess wil be prompted to
provide certain information when conducting desrof United States person query ter“
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procedures, like those under e@ntother FISA court orderallow for sharing of certain
unminimized Section 702 information among NSA, FBIA and NCTC. Similarly, the procedures
for each agency require special handling of oepted communications that are between attorneys
and clients, as well as foreigmtelligence information concerningnited States persons that is
disseminated to foreign governments.

(U) Section 702 minimization procedures dowkger, impose additional obligations or
restrictions as compared with the minimizationgeures associated wiluthorities granted under
Titles | and Il of FISA. For example, the &®n 702 minimization praures require, with
limited exceptions, the purge of any communmasi acquired through the targeting of a person
who at the time of targeting was reasonablydweld to be a non-United States person located
outside the United States, buinsfact located inside thgnited States at the time the
communication is acquired, or was in fact ateleh States person atthime of targeting.

(U) NSA, CIA, NCTC, and FBI have creategstems to track the purging of information
from their systems. CIA, NCTC, and FBI receimeident notifications from NSA to document
when NSA has identified Section 702 informattbat NSA is required to purge according to its
procedures, so that CIA and FBI caeet their respective obligations.

(U) With passage of the FISA Amendnts Reauthorization Act of 2017, Congress
amended Section 702 to require thaerying procedures be adoptadthe Attorney General, in
consultation with the DNI. Section 702(f)(1) recps that the querying ptedures be consistent
with the Fourth Amendment and that they includechnical procedure whereby a record is kept of
each United States person term used for ayguéongress added oth@qguirements in Section
702(f), which pertain to accessingizen results of queries condudtby FBI. Specifically, under
Section 702(f)(2)(A), an order from the FISChisw required before the FBI can review the
contents of a query using a United States pegseny term when the query was not designed to
find and extract foreign intelligence informatiomdawas performed in connection with a predicated
criminal investigation that does not relate to ol security.

(U) Queries may be conducted in twpés of unminimized Section 702-acquired
information: (i) Section 702-acquire@dntentand (ii) Section 702-acquiredetadata Query terms
may be date-bound, and may include alphanunsétiiegs, such as telephone numbers, email
addresses, or terms, such as a name, that aasedandividually oin combination with one
another. Pursuant to FISC-apped procedures, an agency caaty query Section 702 information
if the query is reasonably likely to retrieve foreigtelligence information or, in the case of the
FBI, evidence of a crime. Thetandard applies toléection 702 queries, reghess of whether the
term concerns a United States persr non-United States person.

(U) The agencies have similar querying pohes. For example,éhagencies’ procedures
require a written statement of faguistifying that the usef any such identifieas a query selection
term of Section 702-acquired content is caebly likely to retrieve foreign intelligence
information or, in the instance of FBI, evidenceaafrime. Some querying rules are unique to
individual agencies. For example, NSA's Sextv02 querying procedures also require that any
United States person query term used to ideatild select unminimized section 702-acquired
content must first be approved by NSA’s OfficeG#neral Counsel and that such an approval
include a statement of facts estahing that the use of any suclerdifier as a selection term is
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reasonably likely to retrieve fogm intelligence information. Indalition, with respect to queries of
Section 702-acquired metadatangsa United States person ideiif NSA’s querying procedures
require that NSA analysts document the basis foln @@etadata query prior to conducting the

query.
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