
TO P S cC IUiT .' '~ I/ /O RCO~.J/r'.aOFORN 

T l-lonora le i e Feinstein 
AY 4 2 12 

Chai 
T v Cha liss 

C 

D d Vi C ai Ch liss: 

losed a classified doc 1 nt that describes the Intelli gc ce 
de Title VII of the Foreig I lligencc Survei11ance Act 

rovides an ove rview 
lementa tion, 

TOP SECR FT '/S1/.'0 RCON /N OFORN 



TOP SECRETJ'SJ .'.'ORCON/NO FORN 

rtunity to answe r any ques ions should they 
t: t to the House Pe t Select Co mitt ee on 

ditions , so that it may be made avai lable to the embers 
ip. H SC a1 d House Judi e·· C ittee staff. 

(lJ ) c o k f vard to working with y u and yo ur staff as Co gress deli crates on 
re. uthoriz i g ·• · c · · cal legislatj . 

t ai 
o ·ati al 

E. cl '"Urt' 

2 

, OP SECR ET 'SI ', 0RC0N /P.IOFOR~: 



TOP ~liC R~T.'/ S I// ORC ON/ NO l'O RN 

or hie ;\,f k R g -

pe 

ittcc -,n I tdli gcnce 

Ru rsbergcr: 

( l") Pkase at describe the I tclligcnce 

oversi, t. 

rr munity. 



TOP SEC RE T/. Sl/lOR CON /NOfORN 

you and y ur staff as C ess d li crates on 

Si cly. 

airs 
n d l i •c ·e 

Enclosure 

2 

TOP SECRET.'tSI//ORCO?'ti .'}JOFOR~ ! 



TOP SECRET//BI//ORCON/HOFORH 

(U) The Intelligence Community's Collection Programs 
Under Title VII of the Foreign Intelligence Surveillance Act 

(U) THE INFORM AT ION CONTAINED IN THIS REPORT DESCRIBES SOME OF THE 
MOST SENSITIVE FOR EIGN fNTE LLIGENCE COLLEC TION PROGRAMS CONDUCTED 
BY THE UNITED STATES GOV ERNM ENT. TH IS INF ORMA TION IS HIGHLY 
CLA SSIF IED. PUBLICL Y DISCLOSING ANY OF THIS INF ORMA TION WOULD BE 
EXPECTED TO CAUSE EXC EPTIONALLY GRAV E DAMAGE TO OUR NATION'S 
INTELLIGENCE CAPABILITIES AND TO NATIONAL SECURITY. THEREFORE IT IS 
IMPERATI VE THAT THOSE WHO ACCESS THIS DOCUMENT ABIDE BY THEIR 
OBLIGATION NOT TO DISCLOSE THIS INFORMATION TO ANY PERSON 
UNAUTHORI ZED TO RECEIVE IT. 

(U) Introduction 

~Section 702 of the Forei gn Intelligence Surveillance Act (FISA), added by the FISA 
Amendments Act (FAA) of 2008, has proven to be a critical tool in the Gov ernment's efforts to 
acquire foreign intelligence necessary to protect the Nation's security, whi le at the same time 
establishi ng rigorous safoguards to protect the privacy interests of U.S. persons . The FAA has 
significantly enhanced the cap ability of the Intelligence Community to collect information about 

. Section 702, along 
with other import ant prov isions of the FAA, will exp ire at the end of this year unless 
reauthori zed by Congress. Reauthorization is the top legislative priority of the Intelligence 
Com mu nity . This paper provides an ove rview of all of the expiring provisions of the FAA, 
including sectio n 704, which provides greater protection for collection activities directed against 
U.S. persons overseas than existed before passage of the FAA. The principal focus of the paper 
is section 702, including the extensive oversight of its use and the importance of thi s authority to 
our nationa l securit y. An attachmen t contain~ examples of the valuable intellige nce section 702 
collection has provided. 

(U) I. Overview of Section 702 

(U) Legal Requirements 

~ Many terrorists and other foreign intelligence targets abroad use communications 
services based in this coun , 
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provi ion require a finding of probable cause that the ove 
agent of a foreign power cb as an international terrori t organization and that the target i 
using or about l use the targeted facility, such as a telephone num er or e-mail a count The 
Attorne Gener I, and sub equcntl , the Fore ign Intelligence Surveillance Court (FlSC), must 
appro c each ap lication . In effect, the Intclli ence C m unity had to treat the o erseas foreign 
tar •et th same ay as a U . . perso n or erson in the United tales and obtain an indi idual 

rdcr. b cd on finding of probable cause by a neutr I magi tr t • en th ugh the target was 
ncith :r a . . p n n r a pc n in the United t t . on-U . ide the United 

tc S'-"11','Tally ar n t ntitled t the pr t ·tion f th Fourth 
Co n tituti n d n l r uirt: thi burd n m pra ·tic . 

) S • lion 702 remedies these shortco ings and permits the Gov ent to acquir e. safeJy 
and effi ciently fr viders in the United States. co unications where non -U.S. pers ons 
located abroad arc targeted for the purpose of acquiri g foreigi intelli gence info ation . At the 
·am time , it rovidc s a co chc sive regime of o ·c sight by all thr rm chcs of Gov ernment 
to pr ·ect the constitutional and privacy inte ts of Arr erican . 

(U//~ Under section 702, instead of is uing i dividual orders th Fl SC. whi ch is 
compri sed of federa l judges from around the untry ap ointed by the Chief Justice of the 
Supreme Court . approves annual certifications sub itted by the Attorney Ge era! and the 
Director of Nation al Intelligen ce. (DNI) that identify broad categories of forei !:,'11 intel ligence 
which may be collect ed . The sta tute stipulates e cral crit eria for collection . First. the Attorn ey 
General and the DNJ must cert ify that a significant purpose of an acquisition is to obtain foreign 
intelligence infomrntion. Second, an acqui sition may intentionally target only non-U.S. persons . 
Third, an acquisition may not intentionally target any person known at the time of the acqui sition 
o be in the nited States. Fourth an acqui ition may not targ ta perso n outside the United 

State for the purpo ·e of targeting a particular known person in this country. Fifth, section 702 
protect· dome ·tic commu nications by prohibiti ng the intentional acquisition of" any 
conununicat ion as to which the sender and all intended recip ient · arc known at the time of the 
acquisition '' to b in tie United State s. Finally, any acquisition must be consistent with the 
Fourth Amendme nt. The cert ifications are the legal ba is for targeting specifi c ind ividual 
over cas and, b cd on the certifications, the Attorn ey General and the DN I can direct 
communicati n providers in this country to assist the Government in acquiring th<..,-se targets ' 
communication, . 

(U> B cau ·e when originally pas ed Congres und r tood that U.S.-p ·on co munications 
would incidentally be acquired whe target ing fore ign com unicati ons, to ensure compliance 
with th provi ions. ccti n 02 requires the Attorney General, in consultation with the D I, to 
adopt targetin g and mini, ization procedures. der the statute, the targeti ng procedures must 
be reasonably designed to ensure that an acquisition is limited to targe ting p ns reason ably 
believed to be I cated outside the United Stat es, and to pre ent the intentional acqui s ition of 

urcly d est ic co un ications . The minimiz ation procedur es govern how the Ii tclligence 
Commu ity Lreats the idc titics of any U.S. crsons who e com unications might be 
incid e tally inter e ed and regulat e the handling of any non u lie info rmation concerni ng U.S. 
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p rson that i acquired. These minimization procedur must meet the same standard as the 
minimi7ation pr cedure required by other provi ·ion · of Fl . The FISC review the targeting 
and minimization procedures for compl iance with the requiremen of oth the statute and the 
Fourth Amendment , and the appropriat .e congr sional committee. receive copies of them . By 
ap roving the certifications subm itted by the Attorney General and the DNI as well as the 
tar •ctin and minimizatio n procedures the FI C plays a ital role in ensuring that acq uisitions 
under ti n 702 are conducted in a lawful and appropriate mann 

utrc tly . the Attorney Gene ral aid t 

intelligence info nnation under section 70 

The Attorney General and the D I 
certifications to the FISC for review and renewal at least once a 

Wlit elemen ts parti cipate in taski g of elect 
u ications accounts, such as e- ail addres cs. 

(S '~lf') NSA take the lead in targc~ oth tele hone and electron ic commu nicat ions 
scle tors to acqui r communicati on~ . NSA' ta ·geting procedu re require that 
there be an appropriat foreign intelligc cc pu ose for the acqui ·ition and that the selector be 
u: ·d by a non-lJ . . p rson reasonably believed to be located ut idc th nitcd States. To 
detcnnine the location of· user, an anal st must, as a ro riate, examine the lead inform at ion 
ab lUt th potential targe or elector; 

already made a "foreignncs ·" detcm1inat ion for the e elector · in accord anc e with its FISC­
approved targeting procedur es, FBI' s target ing role differs from that of NSA. FB I is not 
required to , ccond -gucs NSA 's targe ting det ermi nation . It must . howev er , review and 
understand NSA ' s tar >ctin dctcnn inations , 

(TSNSlflNF) Once a target has been appro ved. NSA uses two means to acq uire-
electroni c communications. First . it acquir es such 
comm unicat ions directly fl om U.S.-based ISP . Thi i known as PRISM coll ectic n. Using 
PRIS M, NSA cu1 e tly collects against a roxi ately~clcctor at any gi,c1 time . 

d. in add. lion to collection directly from ISP . NSA coll ects telc..-p one and 
· catio s as they transi the I te et " ac b e·· 'ithi n the Ur · tcd States. Thi 
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the volume of communications acquired 
ups tream is much smaller than that obtained throu gh PR ISM. In June 201 1, for exam le, it made 
up onl y about I I% of the overall sectio n 702 volume. 

(TSHSfHNF) Upstre am collection enab les NSA to target terroris ts 
1111111 It also lets NSA co llect electro nic communica tions tha t contain the targeted e-mai l address 
in the body of a comm unicat ion between two th ird partie s. Finally, NSA obta ins certain 
internation al or foreign telephone communi cations from this collection. 

"('fSh'S J/lNE). Once acquired, all communicatio ns are routed to NSA. NSA also can designate the 
communicat ions from spec ified selectors acqu ired through PRISM collection to be "dua l-routed" 
to other Intelligence Com munity elements. Each agency that rece ives the co llec tion has its own 
min imization proced ures tha t have been approved by the FISC and ma y retain and disseminate 
comm un ications acquired under sect ion 702 only in accordance with the se procedu res. In 
genera l, before an age ncy ma y diss t,"Illinate info nna tion identifying a U.S. person, the 
informa tion must reaso nab ly appear to be foreign inte lligence or evidence of a crime, or 
necessary to understan d or assess foreign intelli gence information. 

(U) Compliance and Overs ight 

(U) The Exec utive Branch is comm itted to ensuring that the Inte lligence Commu nit y's use of 
section 702 is cons istent with the law, the FISC's orders, and the protection of the privacy and 
civi l liberties of Americans. The Intelligence Communit y, the Department of Jus tice, and the 
FISC all play a critica l role in oversee ing the use of this provis ion. In addition, the Inte lligence 
and Judiciary Co mmi ttees carry out essent ial oversight, whic h is disc ussed separate ly in section 
IV below. 

1SHN{!.) First, componen ts in each agenc y, incl uding oper at ional components and agency 
Inspector . Gene ral , conduct extensive oversight. Agenci es using sectio n 702 authority mu st 
report promp tly to the Department of Ju stice and to the Offi ce of the Director of Na tional 
Intell igence (ODN I) incidents of noncomp liance with the target in g or minimization proce dures. 
Members of the j oint ove rsight team from the Na tiona l Security Divisio n (NSD) of the 
Depart ment of Justice and ODNI routine ly review the agencies' targe ting decisions. Curr ently, 
at least once every 60 days, NS D and ODNI conduct oversigh t of activi ties W1der sec tion 702. 
Th e jo int overs ight team eva luates and where appropriate invest igates each poten tia l incident of 
non complia nce, and conducts a detai led review of agencies' targe ting and mini mization 
deci sions. 

~ Using the reviews by NSD and ODNI pe rsonnel, the Attorn ey Gen eral and the DNI 
assess semi-annually, as required by section 702, comp liance with the target ing and 
minim izatio n procedures. These assessments are provided twice yearly to Congress. In gen eral, 
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the assessments have found that agencies have "continued to implement the procedures . . . in a 
manner that reflects a focused and concerted effort by agency personnel to comply with the 
requirements of Section 702." The number of compliance incidents has been small, with no 
indication of "any intentional attempt to circumvent or violate" legal requirements. Rather, 
agency personnel "are appropriately focused on directing their efforts at non-United States 
persons reasonably believed to be located outside the United States." Semiannual Assessment ~r 
Compliance with Procedures and Guidelines Issued Pursuant to Section 702 of the Fore ign 
Intelligen ce Surveillance Act, Submitted by the Attorney General and the Director ofNational 
Intelligence. Reporting Period : December I. 2010 - May 31, 2011 at 2-3, 5. 21-22 (December 
2011 ). 

(U) The Intelligence Communit y and the Department of Justice use the reviews and oversight to 
evaluate whether changes to the procedures are needed, and what other steps may be appropriate 
under ection 702 to protect the privacy of Americans. The Government also provides the joint 
assessments, the major portions of the semi-ann ual reports, and a separa te quarterly report to the 
FISC. Taken together, these measures provide robust oversight of the Government's use of this 
authority. 

( i $h'SllfN8 One recent event demonstrates both how this oversi ght regime works and how 
challenging coJlection can be in the complex and rapidly evolving Internet enviro nment. On 
October 3, 20 11, the FISC issued an opinion addressing the Government's submission of 
replacement certifications under section 702. Although the FISC upheld the bulk of the 
Government's submission, it denied in part the Government's requests to reauthorize the 
certifications because of its concerns about the rules governing the retention of certain non­
targeted Internet communications -- so called multi-communication transactions or MCTs -­
acquired through NSA's upstream collection . The FISC recognized, however, that the 
Government may be able to '"tailor the scope of NSA 's upstream collection, or adopt more 
stringent post-acquisition safeguards" in a manner that would satisfy its concerns, and suggested 
a number of possibilities as to how this might be done. In response to this opinion, the NSA, 
Department of Justice, and ODNI worked to correct the deficiencies identified by the Court. On 
November 30, the FISC granted the Government's request for approva l of the amended 
procedures, stating that, with regard to information acquired pursuant to the 2011 certifications, 
"the government has adequately corrected the deficiencies identified in the October 3 Opinion," 
and that the amended procedu res, when «viewed as a whole, meet the applicable statutory and 
constitutional requirements ." These amended procedures continue to allow for the upstream 
collection of MCTs; however, they also create more rigorous rules governing the retention of 
MCTs as well as NSA analysts' exposure to, and use of: non-targeted communications. The 
Government's extensive efforts over several months to address this matter, and the FISC's 
exhausti ve analysis of it, demonstrates how well the existing oversigh t regime works in ensuring 
that collection is undertaken in conformi ty with the statute and Court-approved procedures. This 
issue was also fully briefed to the appropriate congressional committ ees, again highlighting the 
important role that Congress plays in overs eeing these vital intelligence activities . 

5 
TOP S&GRI!:T//SI//ORGON/NOFORN 



'I!OP SECRBT//SI // ORCON/.NOFORN 

(U) II. The Importance of Section 702 Collection 

(S//N F) The Administration believes that a failure to renew this authority would result . in a 
loss of critical foreign intelligence that cannot practicably be obtained through other 
methods . 

~ To require an individualized court order, based on a finding of probable cause, before 
acquiring the communications of a non-U.S. person overseas who is believed to be involved in 
international terrorist activities or who is otherwise of foreign intelligence interest would have 
serious adverse consequences. Where the Intelligence Community has reason to believe that a 
non-U.S. person located overseas is connected to international terrorist activities, but does not 
have enough fact, to establish probable cause to conclude that the target is acting as an agent of a 
foreign power, such a requirement could prevent the United States from acquiring significant 
intelligence . Even where the United States could, over time, amass additional information from 
other sources to establish probable cause, a requirement that such additional information be 
obtained and submittc-0 to the FISC would result in delays in collection that could prove harmful. 
Second, even where the Intelligence Community has facts that establish probabl e cause that 
foreign targets are acting as foreign powers or agents of foreign powers, eliminating section 
702's more flexible targeting system would significantly slow the Intelligence Community's 
ability to acquire important foreign intelligence informat ion. This flexibility is critical in fast­
moving threat scenarios. Significant additiona l resources would have to be devoted to preparing 
and processing the FlSC applications and even then, given the number of selectors tasked, it is 
simply not feasible to obtain individualized orders on a routine basis for the thousands of foreign 
persons targeted under section 702. Intelligence would be lost. Moreover, failure to renew 
section 702 would require redirection of a substantia l portion of the oversight resources of the 
Intelligence Community, the Department of Justice, and the FISC from their other important 
national security related work to the processing of FISA applicat ions targeting non-U.S. persons 
overseas who are not entitled to Fourth Amendment protections under our Constitution . ln 
contras~ section 702 increases the Governmen t' s ability to acquire important foreign intelligence 
information and to act quick1y against appropriate foreign targets . without sacrificing 
constitu tional protections for Americans . 

(TS,l/S1,'4>lf) Another major benefit of section 702 is that it has made collection against foreign 
targets located outside the United States ssiblc from the relative safet of collection oints in 
the United States. 

"""(TSHSEH'MF)..In sum, section 702 collection is a major contributor to the Intelligence 
Community's reporting on counterterrorism , and other 
topics. Attached to this paper are several examp les that demonstrate the b oad range of 
importan t information that the Intelligence Community has obtained from section 702 collection. 
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(UJ III . Other Provi ion of the FAA 

U) In contrast to ti n O , whi ch focuses on foreign targ ets , secti on 704 add e s • · collection 
a tivities directed against U.S. perso n ovc eas . ection 04 rcqui cs an individual ordc from 
the FISC in circum tanc in which a U.S. person overseas bas «a na le c ·pectatio of 
priva y and a warrant would be equircd if the acqui ·iti m v re co ducted ins ide the United 

tat for law enfor m ·nt purpo ." I aJ · requir probable cau e to elie e that the ta gctcd 
U. . per. n i ·'a Ci r !ign power, an ag nt of foreign power, or an offiCl..--r r employee of 
foreign pow r." Pr viou. ly, th e activi i . er ut id the scop of FSA and governed 
'Xclu ivcly by &:tion 2. of Executive Order 12333.1 By rcquirin , th appr al of the Fl 
:cc..1ion 7 4 providt: · addi ti nal protcc ion for civil liberties . 

(U) In addit ion to sec tions 702 and 704, the FAA added severa l other pro visions to FISA. 
Section 70 1 provid es definit ions for the Act. Section 703 allows the FlSC to authorize an 
applica tion targeting a U.S. person outside the United States where the acquisit ion is conducted 
in this country. Like section 704, section 703 requires probab le cause to be lieve that the target is 
a foreign power, an agen t of a foreign power . or an officer or empl yec of a foreign power. 
Sect ion 705 allows the Go cmm ent to obtain various authorities sim ultaneousl y. Section 709 
clarifi es that nothing in the FAA is intended to limit the Government's abi lity to obtain 
authorizations under other parts of FISA. T e G emm ent sup rts the eauthori zation of these 
pro ·isio . 

(U) IV. Congre ion I Oversight 

( ) The Exccu ti ·e Branch apprec iates the ne ed for re!:,•1.il r and mean ingful Con gress ional 
o 'Cr ight of the use of cction 70 and the other pro i ions of the FAA. Twi ce a year, the 
Attorney Genera l must " fuJly info rm , in a manne r consis tent with national ecurit y, 'th e 
Intelligen ce and Jud iciary Committee about the implementation of the FAA . Additionally with 
respect to section 702, the report must include copies of certificat ions and direc tives and copies 
of signi ficant plead ings and FISC opin ions and orders. It also must describe compl iance matte rs , 
any use of emergency auth orities, and the FISC's rev iew of the Governme nt's pleadings. With 
respect to ·ections 703 and 704, the report must inclu d .~ the number of appl icati ons made, and 
the number granted , modi fied, or denied by the FI 

(U) Section 702 al o requir the Attom General and the DNI to pro ide to the Intelligence 
and Judiciary Comm itte · their assessmen ~ c.ompliance with the targ ing and mini miza ion 
pr ccdures de ·ribed a o 'e . In addi tio the Government has ub tru tial re rting requircmcn 
· mpo ed by FISA und whi ch it has o idcd Congres s info ation to en ·ure effecti ve 
c.:ongres sion al ov 1.r igh . The Governme nt h i1 form ed the L te llige1 ce and Jud iciary 
Committ ee- of acqui itions autho rized u dcr section 702: eport cd, in detail. on t e results of the 

1 
( U) Since ·fore ch cnactmcn! of the FAA. section 2. of Executi ·e Order 12333 ' s required the Atto ey 

GeneraJ to appTO ·e th~ use the I tellig nee Community a · st U.S. persons abnJad of " tech ique for which 
a warrant would required if undertaken for law nforc cnt ses." The A to y Gen I mus1 find that 
there is probable cause 10 lievc that the U.S. person is a foreign power or an age t of n fi rei po er. The 
provisions of section 2.5 continue to apply to these activities, in addition to th , require nts of section 704. 
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reviews and on compliance incidents and remedial efforts; made all written reports on these 
reviews available to the Committees; and provided summaries of significant interpretations of 
FISA, as well as copies of relevant judicial opinions and pleadings. 

(lJ) V. The Need for Reautho rization 

(U ) The Admin istration strongly supports the reauthorizat ion of Title VII ofFISA. The FAA 
was the product of bipartisan effort, and its enactment was preceded by extensive public debate. 
There is now a lengthy factual record on the Government's need for the FAA to acquire foreign 
intelligence information critical to the national security. There is also a lengthy record 
documenting the etfoctiveness of the oversight process in protecting the privacy and civil 
liberties of Americans. This extensive record demonstrates the proven value of these authorities, 
and the commitment of the Government to their lawful and responsible use. 

(U) Reauthorization will ensure continued certainty for the rules used by agency employees and 
our private partners. The Intelligence Community has invested significant human and financial 
resources to enable its personne l and technological systems to acquire and review vital data 
quickly and lawfully. Our adversaries, of course, seek to hide the most important information 
from us. rt is at best inefficient and at worst unworkable for agencies to develop new 
technologies and procedures and train employees, only to have a statutory framework subject to 
wholesale revision. This is particularly true at a time oflimited resources . We are always 
considerin g whether there are changes that could be made to improve the law in a manner 
consistent with the privacy and civil liberties interests of Americans. Our first priori ty, however, 
is reauthorization of these authorities in their current form. lt is essential that these authorities 
remain in place without interruption- and without the threat of interruption- so that those who 
have been entrusted with their use can continue to protect our nation from its enemies . 
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Attachment 
Value of Section 702 oUection 

{U) 'ection 702 is a critical intelligence collec tion tool that has helped to protect national 
e ·urity. The following are ~·real-life' exampl that demon . trate the broad range of important 

infonnat ion that the Intelligence Commun ity has obtained . 
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--t5HNJ.+Ex amp lc 4 : ·ajibuUab Zazi 

"i5i''l'Jf)-.Tilc FBI' arre ·ti n 2009 of Najib ullah Zazi in Colora do, the di ruption of his plaru ed 
att k on the N •w rk ubway system, and hi· eventual f,'llilty pica to terrorism charges we re 
th dir t re ult of ·cction 702 co erage. A observed that an al Qa' ida external ope rations 
ace unt, which w und r tion 702 co cragc, ent an ·-m ii to Zazi in cptember 2009. That 

llowc<l A to pas Zazi' e-mail account, _ and telcpho n number to the FBI. Thi 
initial report w ba:cd lely on ection 702 collectio n. The report I to Zazi ' s identifi cation 
and the di v ry of purcha ·c in Colorado that uld u ed in a tcrrori t attack , and ultima tely 
to his arrest and the arre t of others invol cd in the plot. Thu ' .cction 7 2 facilitated the 
di ·ruption of one of the mo t criou s terrorist plots agains t the homeland since cptcmber 11th. 
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