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IN THE UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN FRANCISCO DIVISION
IN RE NATIONAL SECURITY AGENCY § MDL Dkt. No. 06-1791-VRW
TELECOMMUNICATIONS RECORDS
LITIGATION
This Document Relates to: CLASSIFIED CERTIFICATION
: OF THE ATTORNEY (GENERAL

ALL ACTIONS AGAINST ELECTRONIC OF THE UNITED STATES
COMMUNICATION SERVICE PROVIDERS
(including all AT&T, MCI/Verizon, Sprint/Nextel SUBMITTED IN CAMERA,
BellSouth, Cingular /AT&T Mobility Defendants, EX PARTE
Master Consolidated Complaints (Dkts. 124, 125, )
126, 455) (See Caption to Motion) )

) ) Chief Judge Vaughn R. Walker

(U) I, Michael B. Mukasey, hereby state and declare as follows pursuant to 28 U.S.C.
§ 1746

1. (U) Iam the Attorney General of the United States and have held this office since
November 9, 2007. The purpose of this declaration is to make the certification authorized by
Section 201 of Title IT of the Foreign Intelligence Surveillance Act of 1978 Amendments Act of
2008, Pub. L. No. 110-261 (“FISA Act of 2008 or “Act™), which establishes statutory
protections for electronic communication service providers (“providers”) in civil actions
alleging that they have furnished assistance to an element of the intelligence community.
Section 802 of Title VIII of the FISA, as amended, now provides that “a civil action may not lie
or be maintained in a Federal or State court against any person for providing assistance to an
element of the intelligence community, and shall be promptly dismissed, if the Attorney

General certifies to the district court of the United States in which such action is pending” that
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also met with officials of the National Security Agency ("NSA”) to discuss this matter, and
during these meetings I have confirmed with these NSA officials that the statements herein are
true and accurate and have been verified with the NSA. In addition, [ have reviewed the
classified declarations submitted for in camera, ex parte review by the Director of National
Intelligence (“DNI”) and the Director of the NSA in Hepting et al, v. AT&T et al. (06-cv-
00672-VRW)- (hereafter the Hepting action) and in the actions brought against the MCI/Verizon
Defendants (MDL 06-cv-1791-VRW) (hereafter the MCI/Verizon actions). 1 have also
reviewed the Court’s decision in the Hepiing action, which denied motions to dismiss brought -
by the United States and the AT&T Defendants in that case. See Hepting ef al. v. AT&T et al.,
439 F, Supp. 2d 974 (N.D. Cal. 2006). I have also reviewed the First Amended Complaint in
the Hepting action (hereafter “Hepting FAC”) and the consolidated complaints against the:

(i) MCI/Verizon Defendants (Dkt. 125); (ii) Sprint/Nexte! Defendants (Dkt. 124); (iii) BellSouth
Defendants (Dkt. 126) and AT&T Mobility/Cingular Wireless Defendants (Dkt. 455) (hereafter
the “Verizon,” “.S‘prim‘,” “BellSouth.” and “Cingular” Complaints).?

2 Dismissed Defendants: 1am advised that all of the provider-defendants in a fifth

consolidated master complaint (Dkt. 123) have now been dismissed by stipulation and,
accordingly, I need not provide a certification as to these defendants (T-Mobile, Comcast

itTelecommunications, McLeod USA Telecommunications Services, and Transworld Network

Corp.). See Dkis. 162, 164, 184, 185. In addijtion, a number of Verizon entities have been
dismissed by stipulation and, therefore, [ need not provide a certification as to these entities.
See Dkt. No, 230 (dismissing Cellco Partnership dba Verizon Wireless; NYNEX Corp.; GTE
Wireless Inc.; GTE Wireless of the South, Inc; NYNEX PCS Inc.; Verizon Wireless of the East
LP; Verizon Internet Services Inc.; Bell Atlantic Entertainment and Information Services
Group; Verizon Internet Solutions Inc.; Verizon Technology Corp.; and Verizon Advanced
Data, Inc.). Other dismissed defendants as to which I need not provide a certification are:
Bright House Networks, LLC (see Dkt. 169); Charter Communications LLC (see Dkt. 170);
TDS Communications Solutions, Inc. (see Dkt. 85); and Embarq Corporation {(see Dkt. 235).
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telephone and electronic communications or by providing the NSA with access to databases
containing such records. See Hepting FAC Yy 51-63; Verizon Compl. 17 168-71, 174-75; Sprint
Compl. §Y 48-50, 53-54; BellSouth Compl. 4 68-70, 73-74; Cingular Comptl. { 57-59, 62-63.
Plaintiffs ailege that the foregoing assistance and activities were undertaken without judicial
authorization and in violation of fedetal statutory provisions and the First and Fourth
Amendments fo the Constitution (as well as various state law and constitutional provisions).
See Hepting FAC Y 2, 81, 83, 90-149; Verizon Compl. 177, 201-89; Sprint Compl. 19 56,
72-141, BellSou-th Compl, {4 76, 101-216; Cingular Compl, §Y 65, 90-321. In sum, plaintiffs
allege that the provider-defendants furnished “assistance” (as defined in Section 801(1) of the
FISA) to the Government in form of: (1) the alleged content-dragnet; and (2) the alleged

[leollection of records about telephone and electronic communications.

1. (U) Summary of Certification
7. S H T e /' FSPAHQECNE) For the convenience of the Court, this section

provides a summary of the certifications that I make herein || G
T ——
explined belov, S

the government did not engage in the dragnet collection of communications

that plainiess e, [

the NSA in the collection of thé—content of certain one-end international
telephone and Internet communications where the NSA had a reasonable ground to believe that
the communicant was a member of a group that engages in or is preparing to engage in acts of
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4 The term “content” is used herein to refer to the

substance, meaning, or purport of a communication, as defined in 18 U.8.C. § 2510(8), as
opposed to the type of addressing or routing information referred throughout this declaration as
“meta data.”

d (U) Section 802(a)(4) of the FISA provides protection for electronic communications
service providers alleged to have provided assistance to an element of the intelligence
community pursuant to a written request from the Attorney General or the head of an element
on the intelligence community, or the depufy of such person. See 50 U,8.C. § 1885a(a)(4).
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Verizon Declaration Y1 70-71, meta-data collection allows the NSA to use two highly
sophisticated tools known as “contact chaining” and _ Contact-chaining

allows the NSA to identify telephone numbers and email addresses that have been in contact
with knnown _numbers and addresses; in turn, those contacts can be assessed

and considered for immediate query and analysis as new —numbers and

addresses are identified. See /d. §71. Obtaining the meta data in bulk, moreover, allows the

NSA not only to track the contacts made by a particular Itelcphone number or email address
from a certain point in time going forward, but also to trace historically the contacts made with

that number or address. See id

86. TS/ST- R |/, C/NE)- Beyond this, through an analysis of meta data, NSA
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