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electronic cornmunications on the Internet.®

Ithough the NSA collects

email meta data in butk -t is only authorized to query the archived meta data

using email addresses for which there are fiicts giving rise to a reasonable, articulable suspicion

i th it s s st i | T - -

FISA Court recognized in authorizing the pen register and in finding it consistent with the First

and Fourth Amendments, the bulk collection is necessary to allow NSA to use critical and unique
analytical capabilities to track the contacts (even retrospectively) -of
known terrorists. Meta data collection/analysis is a highly valuable tool available for protecting
the United States from attack, and, accordingly,l information pertaining to the email meta data
collection activities is highly classified and strictly compartmented. _

| 24, M In addition, pursuant tb an authorization of the -
President, NSA is collecting in bulk meta data for telephony communications in the form of
billing records that reflect non-content information such as the date, time, and duration of
telephone calls, as well as the phone numbers used to place and receive the calls, Although this

collection is broad in scope, the NSA does not generally search or analyze the data, but solely

} TSHSIOCHNE

CLASSIFIED DECLARATION OF LT. GEN.
KEITH B, ALEXANDER, DIRECTOR,
NATIONAL SECURITY AGENCY

CASE NO. C-06-0672-VRW

Mem&mm




Case4:08-cv-04373-JSW Document224 Filed05/05/14 Pagel7 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Pagel8 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Pagel9 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page20 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page21 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page22 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page23 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page24 of 48

Approved for public release May 5, 2014



14

15

16

27

28

Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page25 of 48

Approved for public release May 5, 2014

In order to ascertain as répidly as possible the potenti terrorist threats facing

the United States, NSA must know not only what a foreign terrorist target says in a particular
telephone or Internet intercept, but with whom thai person has been communicating.

40, -crons i T SRHOCANF) Plaintiffs also allege that AT&T is providing
the government with “direct access to its databases of stored telephone and hitemet records”

concerning communications to which Plaintiffs were a party. Am. Complaint §51-52. |

45.

FsHST N ESPHOCATF) While the Plaintiffs’ allegations concerning
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a careful but expeditious atialysis of that information to determine whethef it woulid be
appropriate o target a telephone number or email address under the TSP. No one piece of
information or source is reiied upon by NSA to make that decision. Rather, NSA decides based
on a range of factors whether there are reasonable grounds to believe that a target for interception
is a member of agent of al Qaeda or associated -terrorist organizations, including whether the
target phone number or email address: (1) is reasonably believed by the U.S. Intelligence

Community, based on other authorized collection activities or other law enforcement or

intelligence sources, to be used by a member or agent of 4l Qaeda or associated terrorist

organizations;

CLASSIFIED DECLARATION OF LT. GEN,
KEITH B. ALEXANDER; DIRECTOR,
NATIONAL SECURITY AGENCY,

CASE NO. C-06-0672-VRW

rorsecrericompHi=serorcormiorormmmmr




Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page29 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page30 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page31 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page32 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page33 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page34 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page35 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page36 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page37 of 48

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page38 of 48

Approved for public release May 5, 2014



i1

12

13-

14
15
16

17

1%
20
2]
22
23

24

26
27

28

Case4:08-cv-04373-JSW Document224 Filed05/05/14 Page39 of 48

Approved for public release May 5, 2014

€3} Harm to National Security from Disclosure

62.  EsHS i FFSP/OCNF) Upon examination of the allegations, claims,

facts, and issues raised by this case, it is my judgment that disclosure of the information
described above during the course of this litigation would cause exceptionally grave damage to
the national security of the United States, I have personally reviewed the infoﬁnﬁtion upon
which this declaratién is based and I also assert NSA’s statutory privileges to protect that '

information. Disclosure of the information described herein will harm national security by:

A, Revealing the sources and methods

concerning NSA intelligence-gathering activities, including by:

® - Revealing the sources and methods concerning NSA's aétivities
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