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I, James R. Clapper, do hereby state and declare as follows:

Uy IN'RODUCTION

1. (U} Tam the Director of National Intelligence (DNI) of the United States. | have
held this position since August 9, 2010, In my capacity as the DNI, T oversee the U.S.,
Intelligence Community (JC) and serve as the principal intelligence adviser to the President.

Prior to serving as the DNI, I served as the Director of the Defense Intelligence Agency from

111992 to 19935, the Director of the National Geospatial-Intelligence Agency from 2001 to 2006,

{and the Under Secretary of Defense for Intelligence from 2007 to 2010, where I served as the

principal staff assistant and advisor to the Secretary and Deputy Secretary of Defense on

intelligence, counterintelligence, and security matters for the Department of Defenze. Inmy
| capacity ns the Under Secretacy of Defense for Intelligence, T simultaneously served as the

[Director of Defense Tistelligence for the Offico of the Director of National Intelligence (ODNI).

2, (U) The purpose of this declaration is to formally assert, in my capacity as the

| DNI'and head of the IC, the state secrets privilege and a statutory privilege understhe National

Security Act of 1947, us amended, see 50 U.S.C. § 3024(1)(1), in order to protect intelligence
sources and methods that are at risk of disclosure in the shove-captioned case as svell as in

Shubert v. Obama (07-0v-00693) (M: 06-cv-1791). This assertion of privilege updates and

| modifiés my prior assertions of privilege in this litigation. As discussed below, ITam no longer

asserting privilege over the existence of various presidentially authorized Nationaii Security
Agency (NSA) inteiligence activities, later transitioned to authority under the Foreign
Intelligence Surveillance Act (FISA), I conlinue to assert privilege over still-classified
information conceming the scope and operational details of these nielligence activities,

including but not limited to information that would tend to confirm or deny that particular

b
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disclosing the existence of, and.a number of details about, the NSA's collection of bulk

telephony and Internet metadata under sections 402 and 501 of FISA, and the content of
understanding of what they allow, the oversight mechanisms in place, and the contribution these
|| programs have made to the Nation’s seeurity and safety, These documents were properly

{int consultation with elements of the 1C, that in light of the unauthorized disclosurcs, the public

| interest in the docurments outweighed the potential for additional damage to national security.

{[ collection activities authorized by President George W. Bush in October 2001 was also

|| declassified, Specifically, starting on October 4, 2001, President Bush authorized the Secretary

collect foreign intelligence by electronic surveillance in order to detect and prevent acts of

terrorism within the United States. President Bush autliorized the NSA to collecti(1) the contents

{1 acknowledged by President Bush as the Terrorist Surveiflance Program (TSP), and (2} telephony

authorities to gather intelligence, and whethesr they have been used appropriately. At the

President’s direction, I have therefore declassified and publicly released numerous docurnenis

commutications of nonU.S. persons located abroad under FISA section 702, 1did this to

facilitate informed public debate about the value and appropriateness of these programs with full

classified and the decision to declassify and release them was not taken lightly, But]concluded,
5. (U) On December 20, 2013, under authority of the President, the existence of

of Defense to employ the capabilities of the Department of Defense, including thz:: NSA, to

of certain internationsl communications, a program that was later referred to and publicly

and Internet non-content information (referred to as “metadata”) in bulk, subject to various

conditions,

G. (U) President Bush issued authorizations approximately eévery 30-60 days.
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7 |{ and methods of collecting and analyzing intelligence information, because publicdiselosure of
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|| the effective accomplishment of the mission of deteetion and prevention of acts ¢f terrorism

| within the United States. The NSA also applied additional internal constraints on the

{ofthe FISA, The collection of communications content pursuant to presidential suthorization

1 ended in January 2007 when the U.S. Government transitioned TSP to the autharity of FISA

|| & temporary measure, The PAA expired in February 2008 and was replaced by the FISA.

| Amendments Act of 2008, which was enacted in 2008 and remains in effect today. Today,

‘were travsitioned to orders of the FISC. The bulk gollestion of telephony metadata transitioned

1] to the anthority of FISA in May 2006 and is collected pursuant to section 501 of I%ISA. The bulk
| .collcction of Internet metadata was transitioned to the authority of FISA in July 2004 and was

| colected pursuant to section 402 of FISA. In December 2011, the U.S. Government decided not

to seck re-authorization of the bulk collection of Internet metadata under section 407,
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each presidential authorization required the

Although the precise terms chénged over ime,

minimization of information collected concerning American citizens fo the extent consistent with

presidentinlly authorized activities.

7- (U) Over lime, the presidentially authorized activities transiﬁoned%to the authority

under orders of the FISC. In August 2007, Congress enacted the Protect Americs Act (PAA) as

content collection is conducted pursuant to section 702 of FISA. ‘The metadata activities also

8. (U} As aresult of the declassification of the information deseribed:abave, the 1.8,
Government is no onger asserfing privilege over the existence of these programs; whether
condueted under precidential authority or FISC authorization. It has remained neLessary,
however, to withhold certain information about these programs, even from the _puiwlic}y released

documents, 1o protect sensitive sources and metheds, such as parlicular targets of surveillance,
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| Reconnaissance Office; other offices within the Department of Defense for the collection of
{| specialized national intelligence through reconnaissance programis; the intelligence clements of

| the military services, the Federal Bureau of Invesligation, the Department of the {reasury, the

|| designated by the DNT and heads of the department or agency conicerned, 2s an element of the

| ensuring that nationial intelligence is provided te the President, the heads of the departments and
| agencies of the Exeuutive Branch, the Chaivman of the Joint Chicts of Statf and senior military
comirmanders, and the Senate and House of Representatives and committees therenf, See 50

| US.C. § 3024(a)(1). The DNI is also charged with establishing the objectives of; deterniining

| § 30240000 and )

{ewel et al, v. National Security Agency et of. (08-cv-4873-ISWY: Shubert, of al, v Obama, ¢f ah, No, D7-v-rD3-1SW
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20 (@M The IC includes the. ODNI; the Central lnte]hgenceAgency 1he NSA,; the

Defense Intelligence Agency: the National Geospatial-Intelligence Agency; the National

Department of Energy, the Drug Enforcement Administration, and the Coast Guard; the Bureau
of Intelligenice and Research of the Department of State; the elements of the Department of
Homeland Security concerned with the analysis of intelligence information; and such other

elements of any other department or agency as may be designated by the President, or jointly

IC. See 50U.S.C. § 3003(4).
21, (U) The responsibilities and authorities of the DNI are set forth i the National

Sgcurity Actaf 1947, us amended. See 50 U.S.C. § 3024. These responsibilitiesdnchude

the requirements and priorities for, and managing and directing the tasking, collection, analysis,

production, dand dissermination of nationa! intelligence by elements of the IC, Id.

23, (U) Inaddition, the National Security Act of 1947, as amended, provides that

“[t}he Director of National Inteiligence shall protect intelligence sources and methods from

unauthorized disclosure” 50 U.8.C. § 3024(3)(1). Consistent with this regponsibility, the DNI
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i{ and al-Shabaab senior foreign fighter Bilal Berjawd,

Tegional attack plotting, including targeting Western interests through kidnap-for-ransom

‘operations and other means, AQIM is actively working with local extremists in northem Mali to

| Haram probably has an emerging awareness of U, S, persons or entities in the United States with

1| Crassified fn Camera, Ex Paric Declaration of James R, Clapper, Divector of Nationa] Intelligence
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Alwan and Shar‘eef Hamadl f'or attem]’mng to send weapons and explcmveq from. Kentucky to

Iraq and conspiring to commit terrorism while in Traq. Alwan pled guilty to supporting terrorism
in December 2011. Tn January 2010, Canadian authorities arrested dual Jragi-Canadian citizen |
Farug ‘Isa who is accused of vetting individusls on the Internet for suicide operations in Iraq,

37, (U) The IC continues to monitor al-Shabaab and its foreign fighter cadreasa -
potential threat to the U.S. Homeland, aithough the group is mainly focnsed on combating
African Unjon Mission in Somalia (AMISOM) forces battling the group in Soma}iak The group,
which formally merged with al-Qa’ida in February 2012, also-remains intent on énndue!in.g
attacks against regional and Western targets in East Africa, especially in countries contributing tof
the AMISOM mission, Al-Shabaah associated militants in September 2013 conducted an attack
on & shopping mall in Nairobi, Kenya. Al-Shabaab leaders in the past have publicly called for

transnational attacks, including threatening to avenge the January 2012 death of British national

38, (U) Al-Qa’ida in the Lands of the Islamic Maghreb (AQIM) and L?o.km Haram

have shown minimal interest in targeting the U.S. Homeland, but remain focused:on local and

cstablish a safe haven from which to advance future operational activities. Al-Murabitun, the
extremist group formed in August 2013 through the merger of two AQIM offshodits — Mohtar
Belmigkhtar's al-Mulathamun Battalion and Tawhid wal Jihad in West Africa (TWIWA) -

likewise appears focused on plotting againgt Western: interests in North and West.Africa, Boko

connections to Nigeria. The group’s spokesman publicly threatened to find a way to attack a

“STE 3 bR e e YA T R R Py L T id
B s TC T TR LR IR A L e

Jewel el ol v. Nuflonal Securite Agency et ol (08-ov-AR73ISWY; Shihert, ot all v. Obama, et al., No. 07-cv-193-JSW




Case4:08-cv-04373-JSW Document220 Filed05/05/14 Pagel9 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page20 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page2l of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page22 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page23 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page24 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page25 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page26 of 37

Approved for public release May 5, 2014

sien i 1y c4td

Classified /n Camera, Ex Parte Declaration of James R. Clapper, Direstor of National ToweHligence
Jowel et gl v. National Security Agency et al. (0%-ev-4873-JSWY; Shnhers, of al. v. Obama, el al., No. V-ov-603-I8W




Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page27 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page28 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page29 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page30 of 37

Approved for public release May 5, 2014



Case4:08-cv-04373-JSW Document220 Filed05/05/14 Page31 of 37

Approved for public release May 5, 2014

25
6

Vel

NBA intelligence activities would be disclosed, including NSA intelligence sources and methods,

thus risking exceptional harm to national security,

(vndertook signals intelligence activities pursuant to presidential authorization that were desi ed
affilistes, Those activities include the TSP and similar sources and methods of content

{{surveillance that later beeame subject to FISA authority, as well as the bulk collection of

[ telephony and Intemet non-content metadata that was also later transitioned to FISA. authority,

and nsed to discover contacts and communications patterns of members and affiliates of al-

1 Qa’ida. See Classified NSA Declaration.

10, the following informmation discussed in the Classified NSA Declaration.

| the scope and operation of the TSP and any other NSA intelligence activities teeded to

2.z g

LR S Y R g g e

by people inside the United States after september

A O R R

r T

, under the TSP is falke. I concur

with the NSA that to the extent it must demonstrate in this case that the TSP vwas nof the content
dragnet plaintiffs allege, or demonstrate that the NSA has not otherwise engaged in the alleged

content dragnet, highly classified details about the scape and operation of the TST and other

63.  (U) Inparticular, as set forth in the Classified NSA Declaration, the United States

faced urgent and immediate intelligence challenges after the September 11, 2001, altacks, and

to meet these challenges and to detect and prevent future tervorist attacks by al-Qa’ida and its

64. () Based onmy personal consideration and judgment as to the harm disclosure -

can be expected to cause to national security, my privilege assertion includes, butis rot limited

65. (TSl - SC/NF) 1assert privilege over still-classified facts concerning:

demonstrate that the TSP was limited to the interception of certain one-end communications (f.e.,
to or from the United States) reasonably belisved to involve a member or agent ol al-Qa'ida or

an affiliated torrorist organization; the collection of communications content mnder FISA section

ket s B R S e s sl P o e o )
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Classified lr Camers, Bx Parte Doctaration of James R, Clapper, Director of Nationsd Infelligente
ewel et al. v Notional Security Agency ot af. (08-ev-48T1-I8WY; Shubers, o7 7, v. Chama, et ok, No, 07-ey-801-JSW
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(1702; and the fact that the NSA does not otherwise conduict a (fragneiof content surveillance as

|| TSP (b) the specific methods used under the TSP to intercept telephone and Intemet

comnunications; (¢) the nature and identity of the targets under the TS_

| necessary to litigate the plaintiffs’ allegations (to the extent relevant) including facts concemning

|and disprove the content dragnet allegatinns,_
_ See Classified NSA Declaration. {nmy

| and methods in order to shew that the NSA is not condueting the “dragnet” ou the content of

| or operational details of other NSA intelligence activities, including but not necessarily limited tg

|1 metadata collection activities, that may relate ta or be necessary to adjudicate plaintiffs® claims.

| about the seope or operation of the NSA’s bulk collection or targeted analysis of Internet or

T ERUHE T LN

the plaintiffs allege. Such facts include those concerning (a) how targets were scleeted under the

-d} any additional cl'ns{;'iﬁcd details about the operation of the TSP that would be

the operational swiftness and aglity of the TSP, particularly in conjunction with metadata

effectiveness and success of the TSP; and (€) other NSA surveillance activities, including
collection of communications content under FISA section 702, that may be needed to address
judgment, revealing or risking disclosure of the foregoing NS A intelligence activities, sources,
commuuitcations that plaintiffs allege can be expected to cause exceptionally grave harm to
national security by disclosing to our adversaries the ability of the United States ta monitor and
frack their sctivities and commmunications,

66,  (Uy Ialso assert privilege over still-classified facts that would desuribe the scope

See Classified NSA Declaration. In my judgmeit, the NSA is unable to disclose information

telephony metadata (whether conducted under presidential or FISC authority), beyond that which

o s I - e 5

Claxsifind in Camera, Ex Parte Deelarstion of James R Clapper, Direetor of Hationa] Intelligence
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tlof the United States, and any information that would tend 'tc_musr‘be

|| protected from diselosure in this case. Accordingly, 1 assert the state secrets and DNI statutory

I _‘_"-*_E-:.-"'l‘n}i"'t‘iﬁ—;{ﬁii‘ﬁﬁﬁEf'f'ni
to cause exceptionally grave harm to the naiional security

privilege over such information, including the information about —described-

in the Classified NSA Declaration.

() CONCLUSION
75, (U) In sum, I am asserting the state secrets privilege and the DNT’s statutory

privilege set forth in 50 U.S.C. § 3024(i)(1) to protect the classified national security information

|l described herein and in the Classified NSA Declaration. [ respectfully request that the Court ot
only protect that information from dis¢losure, but take all steps necessary to protect the
| intelligence information, sources, and methods described herein in order to prevent exceptionally

| grave damage to the national secutity of the United States,

1 declare under penalty of perjury that the foregoing is froe and eorreet,

Executed or: December 20, 2013

'

1

JAMES R. CLAPPER
Director of National Intelligence

a7

Classified Ju Camera, Ex Parte Desolaration of James R, Clopper, Dircctor of Nationn! Intelligence
Jewel e al, v. Nationial Seeurity Agency et ol {08-cv-ABT3ISWY; Shuken, @1 al. v. Oboma, ot oL, No. 07-av-693.18W




