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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

IN RE NATIONAL SECURITY AGENCY

) MDL Dkt. No. 06-1791-VRW
TELECOMMUNICATIONS RECORDS )
LITIGATION - ) CLASSIFIED DECLARATION
) OF J. MICHAEL McCONNELL,
This Document Relates to: ) DIRECTOR OF NATIONAL
} INTELLIGENCE
(1) All Actions Against the MCI and Verizon }
Defendants in the Master MCI and Verizon ) :
Consolidated Complaint, Dkt. 125; (2) Bready, ) SUBMITTED IN CAMERA,
et al, v, Verizon Maryland (06-06313); (3) Chulsky )} EX PARTE
et al. v. Celico Partnership d/b/a Verizon )
Wireless (06-06570); and {(4) Riordan, et al. v, ) Hon. Vaughn R. Walker
Verizon Communications (06-3574) )
)

IN CAMERA, EX PARTE DECLARATION OF J. MICHAEL McCONNELL,
DIRECTOR OF NATIONAL INTELLIGENCE

1, J. Michael McConnell, do hereby state and declare as follows:

(U) INTRODUCTION

1. (1) I am the Director of National Intelligence (DNI) of the Uz;ited States. I have held
this position since February 2007, Previously, I have served as the Executive Assistant to the
Director of Naval Intelligence, as the Chief of Naval Forces Division at the National Sécurity
Agency, as the Director of Intelligence for the Joint Chiefs of Staff dui-ing Operation Desert
Storm, and as the Direct.or of the National Security Agency.

2. (U} In the course of my official duties, I have been advised of this lawsuit and the

allegations at issue in the various complaints in this action brought against the Verizon
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markings are set forth in the In Camera Alexander Declaration at I 7-10 and are briefly
summarized here. Under Executive Order No. 12958, information is classified “TOP SECRET”
if unauthorized disclosure of the information reasonably could be expected to cause
exceptionally grave damage to the national security of the United States; “SECRET” if
unauthorized disclosure of the information reasonably could be expected to cause serious
damage 10 national secur-ily‘. and “CONFIDENTIAL"” if unauthorized disclosure of the
information reasonabiy could be expected to cause identifiable damage to national security. At
the beginning of each paragraph of this declaration, the letters “U,” “C,” “S,” and “TS" indicate
respectively that the information is either UNCLASSIFIED, or is classified CONFIDENTIAL,
SECRET, or TOP SECRET. '

6. \(~S)\Additionally, this declaration also contains Sensitive Compartmented Information
(SCI), which is “subject to special access and handling requirements because it invoives or
derives from pan_iculariy sensitive intelligence sources and methods.” 28 C.F.R.

§ 17.18(a). This declaration references communications intelligence (COMINT), also referred to
as special intelligence (SI), which is a subcategory of SCI that identifies information that was
derived from exploiting cryptogra;phic systemns or other protected sources by applying methods
or techniques, or from intercepted foreign communications. This declaration also references
human intelligence (HCS), another subcategory of SCI that identifies information derived from
individuals who provide intelligence information.

7. —(—'FS#S-IISF#OGINE—TNS declaration also contains information about the
Térrorist Surveillance Program (TSP), a controlled access signals intelligence program
authorized by the Presidént in response to the attz;lcks of September 11, 2001. Informnation

pettaining to this program is denoted with the special marking “TSP.” _
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Department of Energy, tﬁc Drug Enforcement Administration, and the Coast Guard; the Bureau
of Intelligence and Research of the Department of State; the elements of the Department of
Homeland Security concemned with the analysis of intelligence information; and such other
elements of any other depariment or agency as may be designated by the President, or jointly
designated by the DNI and heads of the department or agency concerned, as an element of the
Intelligence Community. See 50 U.S.C. § 401a(4).

11. (U) The responsibilities and authorities of the Director of National Intelligence are set
forth in the National Sccurity Act. See 50 U.S.C, § 403-1. These rcsﬁonsibilitics include
ensuring that national intelligence is provided to the President, the heads of the departments and
agencies of the Executive Branch, the Chairman of the Joint Chicfs of Staff and senior military
commanders, and the Senate and House of Representatives and committees thereof. 50 1J.8.C.
§ 403-1(a)(1). The DNI is also charged with establishing the objectives of, determining the
requirements and prioritif:s' for, and managing and directing the tasking, collection, analysis,
production, and dissemination of naticnal intelligence by elements of the Intelligence
Community. fd. § 403-1(f)(1)(A)i) and (ii). The DNI is also responsible for developing and
determining, based on proposals submitted by the heads of agencies and departments within the
Intelligence Community,‘ an annual consolidated budget for the Nationa! Intellipence Program
for presentatiqn to the President, and for ensuring the effective execution of the annual budget
for intelligence and intelligence-related activities, and for managing and allolUting appropriations
for the National Intelligence Program. id. § 403-1(c){1)-(5).

12. (U) In addition, the National Security Act of 1947, as amended, provides that “[t]he
Director of National Intelligence shall protect intelligence sources and methods from
unauthorized disclosure,” 50 U.8.C, § 403-1(i)(1). Consistent with this responsibility, the DNI
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establishes and implements guidelines for the Intelligence Community for the classification of
information under applicable law, Executive orders, or other Presidential directives and access to
and dissemination of intelligence. Id. § 403-1())(2)(A), (B). In particular, the DNI is responsible
for the establishment of uniform standards and procedures for the grant of access to Sensitive
Compartmented Informatlion (“SCI”) to any officer or cmployee of any agency or department of
the United States, and for ensuring the consistent implementation of those standards throughout
such departments and agencies. Id. § 403-1(j)(1), (2).

13. (U) By virtue of iny position as the Director of National InteIl_igencc, and unless
otherwise directed by the President, I have access to all intelligence related to the national
security that is collected by any department, agency, or other entity of the United States.
Pursuant to Executive Order No, 12958, 3 C.F.R. § 333 (1995), as amended by Executive Order
13292 (March 25, 2003), reprinted as amended in 50 U.S.C.A. § 435 a'u 93 (Supp. 2004), the
President has authorized me to exercise original TOP SECRET classification authority,

(U) ASSERTION OF STATE SECRETS PRIVILEGE

14. (U) After careful and actual personal consideration of the matter, based upon my own
knowledge and information obtained in the course of my official duties, including the Public and
In Camera Declarations of Gen. Alexander, 1 have determined that the disclosuse of certain
information—as set forth herein and described in more detail in the classified declaration of Gen.
Alexander—would cause exceptionally grave damage to the national security of the United
States and, the;,rcforc:'. must be protected from disclosure and excluded from this case. Thus, as to
this information, I formally assert the state secrets privilege. In addition, it is my judgment that
sensitive state secrets are so central to the subject matter of the litigation that any aitempt 1o
proceed in the case will substantially risk the disclosure of the privileged information described

CLASSIFIED DECLARATION OF J. MICHAEL McCONNELL,
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resources, and operational capability in the wake of a steady stream of deaths, captures, and
2 |l disruptions. Intelligence sources have

As a result of our

disruptions of the group’s planning and increased security measores, however, “softer” targets
have become increasingly attractive, although the 2006 US-UK aviation plot discussed above

shows the group does not shrink from attempting targets with enhanced security., Specific softer

g || targets include tourist sites, shopping centers, and passenger trains. —

13 Important pieces

i4 || of this intelligence information are detailed further below.

15 25 .(WHCS#NE-\M«% have numercus reasons to believe al Qaeda is still plotting another

16 '
attack on U.S. soil. Besides Bin Ladin's own statements, his deputy, Ayman al-Zawahiri, issued

17 .

8 threats against the United States and its interests and enjoined Muslims worldwide to take up

1y || violent jihad in more than a dozen audic or video taped statements in 2006 and at least four thus

28 || far in 2007,

4 26, (ST
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‘ 27. (SITHESHOC) The Intelligence Communily assesses al Qaeda is most likely employing
Z a diversified operational planning model, involving multiple, probably autonomous, concurrent
7 efforts. This is possibly in response to successful U.S. largeting of known al Qaeda senior

the US-UK transatlantic aviation plot disrupted in August 2006 indicates al

Qaeda is still capable of advancing efforts for high profile external attacks.

29. (STHUSHOEMANE.Qur intelligence also indicates that al Qacda is interested in using

Mexico as a point of entry into the United States

Our intelligence also indicates that al Qaeda is continually looking for operatives

capable of entering the United States without undue scrutiny.

CLASSIFIED DECLARATION OF I. MICHAEL McCONNELL,
DIRECTOR OF NATIONAL INTELLIGENCE
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36.(S/AESHOEME) The U.S. Inteliigence Community remains concerned the multiple

terrorist attacks carried out in London in July 2005 and the foiled 2006 US-UK airline plot may
be a harbinger of similar attacks to come in the United States in which Islamic extremists in
Western countries—whether homegrown or sent from abroad—will mimic and refine the small
explosives tactics used in these operations. Of specific concer to the U.S, Intelligence

Community in the wake of the London bombings is the continuing interest al Qzeda and its

affiliates have expressed in attacking Our intelligence suggests

any attack against ost likely would occur in major cilics or against

serving major cities, which would be consistent with al Qaeda’s expressed intent to inflict

a high number of casualties in key centers of the economy. _
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unlikely al Queda has acquired sufficient materials and expertise to do so.

43, (SANE)_Among al Qaeda and associated jihadist networks, information is proliferating
on how to produce chemical and biological agents, how to build chemical and radiological
dispersal devices, and the; theory behind nuclear weapon design, according to various sources,
including Internet sitcs— This continued interest and
pursuit of unconventional weapons increases the likelihood al Qaeda or an associated group will
attempt to conduct CBRN attacks against the United States or U.S. interests worldwide.

M.M’I‘he&;e varivus examples of some of our intelligence information
demonstrate the al Qaeda network continues to plan ways to inflict a catastrophic attack. In sum,
based on all of the intelligence presently available to us, the U.S. Intelligence Community judges
al Qaeda poses a grave danger to the U.S. Homeland, The severity of that threat and the |
difficulty of tracking al Qaeda members is precisely the reason the Government is utilizing all
lawiul intelligence-gathering capabhilities. 1 set forth this threat information not only to provide
the Court with crucial background as to why the intelligence activities at issue in this case are
being undertaken, but also to assert a claim of privilege over this threat information. Although
the foregoing threat assessment demonstrates precisely why we undertake these activities, the
Govemment cannot disclose this information in defending the legality of the intelligence
activities being challenged, since to do so obviously would disclose to our adversaries what we
know of their plans and how we may be obtaining information about them. Such disclosure
would lead our adversan'és not only to alier their plans, but also to implement greater security for
their communications, thereby increasing the risk of non-detection, In addition, disclosure of
threat information might reveal human sources for the United States and, thus, compromise those
sources and put lives at danger. Accordingly, although I believe such threat information is

CLASSIFIED DECLARATION OF J. MICHAEL McCONNELL,
DIRECTOR OF NATIONAL INTELLIGENCE
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(B) TTSHSEHESPHOLCINFE) Second, 1 assert privilege over any facts about NSA activitics

that may be needed to disprove Plaintiffs’ allegations of a dragnet of content surveillance,

including facts about the operation of the TSP—

should not be forced to confirm or reveal its intelligence sources and methods in order to show
that it is not doing something as alleged in a lawsuit, since this may inherently require the

disclosure of multiple related activities, as Gen. Alexander explains. Revcaling the operations of

the TSP or other intelligence sources and methods_

_woukd cause grave harm to the national security by revealing the scope and

sophistication of NSA activities, which foreign adversaries would then seck to evade.

(C) M-SP#QQLNE)IMM, I also assert privilege over facts that would
disclose the NSA’s meta data collection activities. In my judgment, the NSA is unable to
disclose any information ahoul the existence or operation of the NSA's bulk collection or
targeted ‘analysis of Internet or telephony fueta data without causing grave harm to national
security. These are among the most important intelligence tools the NSA uses and they have
never been officially confirmed or denied by the United States, To confirm these activiti

_risks seriously undermining an essential tool for tracking possible

terrorist plots and would also undermine this activity as now authorized under current FISC

orders.

(D)(TS?I'S]WTSP#QC@E)_FinaUy, I also assert privilege over information concerning
the various FISC Orders that are described by Gen. Alexander. In my judgment, disclosure of
current surveillance activities of the FISC, either djrectly or indirectly, would seriously
compromise, if not destroy, vital ongoing intelligence operations.
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54.Wased on my experience, | believe that the NSA
activities described herein—the content and meta data collection activities authorized by the
President after 9/11 and subsequently authorized by the FISC—are among the most important
intelligence tools available to the United States for protecting the Homeland from another
catastrophic terrorist attack. These intc]ligencé activities have given the United States
unparalleled ability to understand the interconnected groups and agents that al Qacda has
become, They also have allowed us to identify and track terrorists as they move around the
world— Disclosing the information described
herein and by Gen, Alexénder would compromise these crilical activilies, sources, and methods,
thereby helping our adversaries evade detection and causing cxceplionall-y grave damage to the
national security of the United States.

(1) RISK OF LITIGATION

SSMinﬂly, 1 concur with Gen. Alexander’s conclusion thal

|| further litigation of this case will inherently risk the disclosure of highly classified activitics.

56. (TSHSHOC//INE) The stakes we face in the U.S. Intelligence Community are of the

highest magnitude. We know al Qaeda is planning to attack inside the United States again,
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whether it be a “small” scale attack on shopping malls or “fun” places that kills dozens, a
devastating attack on aviation or rail systems that kills hundreds, a catastrophic, mass-casualty
attack that kills thousands, an attack on government or economic sector infrastructure that would
causc severe economic harm or threaten the continuity of government. The NSA's activities
described herein and by Gen. Alexander are all directed al this terrible threat.

STW these reasons, in addition to invoking the state secrets and DNI statutory
privilege to protect the intelligence information, sources, and methods at issue, I respectfully

urge the Court to dismiss this case.

1 declare under penalty of perjury that the foregoing is true and correct.

pate: 20 APR 0? Q&M ’W(’ M
W MICHAEL McCONNELL

Director of National Intelligence
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