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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT ~* % 7 =2
WASHINGTON, D.C. <

(b)(1); (b)(3); (b)
(7)E)

UNDERSEAL-
Docket No. 702(i)-08-01

IN RE DNI/AG 702(g) CERTIFICATIO

NOTICE OF CLARIFICATION AND CORRECTION (U)
THE UNITED STATES OF AMERICA, through the undersigned Department of
Justice attorney, submits the following clarifications and corrections related to certain
documents previously submitted to this Court in the above-referenced matter: (U)

I. CLARIFICATIONS (U)

National Security Agency (NSA) Targeting Procedures {5}
1. The second paragraph under the heading “Assessment of the Non-United

States Person Status of the Target” on page 4 of NSA’s targeting procedures, provides:

+5) Furthermore, in order to prevent the inadvertent targeting of United
States persons, NSA
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The term inadvertent, as used in this provision of the NSA targeting procedures,
refers to the erroneous determination of the non-United States person status of a
target. This provision of the targeting procedures does not implicate 50 U.S.C. §
1806(i), because the provision relates to the U.S. person status of the target and not

whether the acquisition by NSA was intentional or unintentional. {5)—

2. The fifth paragraph under the heading “IV. (U) OVERSIGHT AND
COMPLIANCE” on page 9 of the NSA’s targeting procedures, provides:

—{5) In the event that NSA concludes that a person is reasonably believed to be
located outside the United States and after targeting this person learns that
the person is inside the United States, or if NSA. concludes that a person who
at the time of targeting was believed to be a non-United States person was in
fact a United States person, it will take the following steps:

1.Terminate the acquisition without delay and determine whether to seek
a Court order under another section of the Act. If NSA inadvertently
acquires a communication sent to or from the target while the target is or
was located inside the United States, including any communication where
the sender and all intended recipients are reasonably believed to be
located inside the United States at the time of acquisition, such
communication will be treated in accordance with the applicable
minimization procedures. (emphasis added) {5}

The term “inadvertently,” as used in this provision of the NSA targeting
procedures, refers to the erroneous determination of the location of the target. The term
does not refer to NSA’s decision to target a person reasonably believed to be outside the

United States to acquire foreign intelligence information under section 702 of FISA.

SECRETHCOMINT/INOFORN-
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As noted in the Government'’s section 1806(i) analysis submitted to this Court on
August 28, 2008, under section 702, the Attorney General and the Director of National
Intelligence “may authorize jointly . . . the targeting of persons reasonably believed to
be outside the United States to acquire foreign intelligence information.” This
reasonable belief standard allows for an inadvertent erroneous determination of
location and recognizes that a target’s location may change before the Government
learns of the movement. The reasonable belief standard (as well as separate provisions
of section 702) preclude the Government from “intentionally target[ing] any person
known at the time of the acquisition to be located in the United States,” section 702(b)(2),
and from “intentionally acquir[ing] any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United
States,” section 702(b)(4). Thus, provided that, at the time of the acquisition, the target
was reasonably believed to be outside the United States (and thus not “known” to be
here), the acquisition is authorized by section 702. Section 1806(i) provides no
limitation on the ﬁse of the information because the NSA's acquisition remains
intentional even where the target is mistakenly, but reasonably, believed to be outside

the United States. {5)—

National Security Agency Minimization Procedures {5)-

3. Section 3(b)(1) of the NSA’s minimization procedures at page 3 provides:

Personnel shall exercise reasonable judgment in determining whether
information acquired must be minimized and shall destroy inadvertently

SECRETHCOMINT/NOFORN
5



The unredacted information has been unsealed by the Foreign Intelligence Surveillance Court. The redacted information remains under seal.

All redacted information is exempt under (b)(1) and (b)}(3)} except where otherwise noted. Approved for public release

SECRETH/COMINT/NOFORMN—

acquired communications of or concerning a United States person at the
earliest practicable point in the processing cycle at which such
communication can be identified either: as clearly not relevant to the
authorized purpose of the acquisition (e.g., the communication does not
contain foreign intelligence information); or, as containing evidence of a
crime which may be disseminated under these procedures. Inadvert[elntly
acquired communications of or concerning a United States person may be
retained no longer than five years in any event. The communications that
may be retained include electronic communications acquired because of
limitations on NSA's ability to filter communications. (S4#SL)- (emphasis
added)

This provision relates to minimization and does not implicate section 1806(i).
Section 3(a), which immediately precedes section 3(b)(1), imposes a general
requirement to conduct the authorized acquisition in “a manner designed, to the
greatest extent reasonably feasible, to minimize the acquisition of information not
relevant to the authorized purpose of the acquisition.” Section 3(b)(1) relates to the
minimization of communications of or concerning U.S. persons that are neither relevant
to the foreign intelligence purpose of the acquisition nor evidence of a crime. (5//55)—

The phrase “inadvertently acquired” in this context refers to an acquisition of
such a communication notwithstanding reasonable steps taken “to minimize the
acquisition of information not relevant to the authorized purpose of the acquisition.”

In this connection, the “inadvertence” does not relate to the intentional or unintentional
character of the acquisition as described in the Government’s analysis of section 1806(i).

Nor does it relate to the correctness of the Government’s belief that the target is a non-

U.S. person located overseas. The minimization requirement of section 3(b)(1) applies

SECRETHCOMINT//NOFORN—
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equally to all communications acquired and retained by the Government — whether the
coﬂecﬁon is intentional or pnmtentional, and without regard to the correciness of the
Government’s belief as to the location or U.S. person status of the target.r (SHSD—

For example, this provision would apply with equal force to: (i) a
communication unintentionally acquired based on a typographical error but retained in
the discretion of the Attorney General pursuant to section 1806(i) because the contents
indicates a threat of death or serious bodily harm; (ii) a communication intentionally
acquired pursuant to section 702(a) where the sender and all intended récipients are in
fact located in the U.S. at the time of acquisition, but where the Government did not
know at the time of acquisition that it was intentionally acquiring a purely domestic
communication, which is retained in the discretion of the Director of the NSA for any of

‘the reasons provided in section 5 of the NSA’s minimization procedures; and (iii) a
foreign communication of a non—U.S. person intentionally acquired pursuant to section
702(a). In sum, the use of the phrase “inadvertently acquired” in section 3(b)(1) of the
NSA’s minimization procedures relates strictly to minimization, and does not implicate
section 1806(i). {(SHSH—

4. Section 3(b)(6) of the NSA’s minimization procedures at page 4 provides:

Further processing, retention and dissemination of foreign

communications shall be made in accordance with Sections 4, 6, and 7, as

applicable, below. Further processing, storage and dissemination of

inadvertently acquired domestic communications shall be made in
accordance with Sections 4 and 5 below. (5//85 (emphasis added)

SECRETHCOMINT/NOFORN—
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The term “inadvertently,” as used in this provision of the NSA
minimization procedures, refers again to the erroneous determination of the
location of the target. Accordingly, for the same reasons set out in paragraph 2
above, NSA’s acquisition is authorized by section 702 and section 1806(i)
provides no limitation on the use of the information, because the NSA's
acquisition remains intentional even where the target is mistakenly, but
reasonably, believed to be outside the United States. (5

II. CORRECTIONS
National Security Agency Minimization Procedures {5)—

5. At Tab 1 to this Notice, the Government respectfully submits a substitute
page 3 of the NSA minimization procedures for the purpose of correcting two
typographical errors found in paragraph 3(b)(1). The corrections include: (a) adding the
word “not” in the sixth line of paragraph 3(b)(1) between the words “as containing”;
and (b) replacing the misspelled word “Inadvertantly” with its correct spelling
“Inadvertently” — in line 7 of the paragraph. (SHSH—

Federal Bureau of Investigation Minimization Procedures {5}

6. At Tab 2 to this Notice, the Government respectfully submits a substitute
first page to the FBI minimization procedures for the purpose of correcting the
following typographical error: the removal of the included word “not”between the

words “is a” in the last line of paragraph b.1.~(5//NF)-

SEERET/COMINT/NOFORN—
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Central Intelligence Agency Minimization Procedures {5)~

7. At Tab 3 to this Notice, the Government respectfully submits a substitute
first page to the CIA minimization procedures for the purpose of including the omitted
word “communications” between the words “unminimized the” in the first line of the

first paragraph. (U)

Respectfully submitted,
(b)(6)

National Security Division
United States Department of Justice
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Section 3 - Acquisition and Processing - General (U)
(a) Acquisition (U}

The acquisition of information by targeting non-United States persons reasonably believed to
be located outside the United States pursuant to Section 702 of the Act shall be effected in
accordance with an authorization made by the Attorney General and Director of National
Intelligence pursuant to subsection 702(a) of the Act and shall be conducted in a manner
designed, to the greatest extent reasonably feasible, to minimize the acquisition of
information not relevant to the authorized purpose of the acquisition. {5#/55)—

{(b) Monitoring, Recording, and Processing (U)

(1) Personnel shall exercise reasonable judgment in determining whether information
acquired must be minimized and shall destroy inadvertently acquired communications
of or conceming a United States person at the earliest practicable point in the
processing cycle at which such communication can be identified either: as clearly not
relevant to the authorized purpose of the acquisition (e.g., the communication does
not contain foreign intelligence information); or, as not containing evidence of a
crime which may be disseminated under these procedures. Inadvertently acquired
communications of or concerning a United States person may be retained no longer
than five years in any event. The communications that may be retained include
electronic communications acquired because of limitations on NSA's ability to filter
communications. (S#SH-

(2) Communications of or concerning United States persons that may be related to the
authorized purpose of the acquisition may be forwarded to analytic personnel
responsible for producing intelligence information from the collected data. Such
communications or information may be retained and disseminated only in accordance
with Sections 4, 5, and 6 of these procedures. (&)~

(3) Magnetic tapes or other storage media that contain acquired communications may be

processed.(5)

(4) As a communication is reviewed, a determination shall be made as to whether it is a
domestic or foreign communication to, from, or about a target and is reasonably
believed to contain foreign intelligence information or evidence of a crime. Only such
communications may be processed. All other communications may be retained or
disseminated only in accordance with Sections 5 and 6 of these procedures. (S#SH-

(5) Magnetic tapes or other storage media containing communications acquired pursuant
to Section 702 may be scanned by computer to identify and select communications
for analysis. Computer selection terms used for scanning, such as telephone numbers,
key words or phrases, or other discriminators, shall not include United States person

SECRET/COMINT/NOFORN/20320108——
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EXHIBIT D

MINIMIZATION PROCEDURES USED BY THE FEDERAL BUREAU OF
INVESTIGATION IN CONNECTION WITH ACQUISITIONS OF FOREIGN
INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED

These Federal Bureau of Investigation (FBI) minimization procedures apply to the
acquisition, retention, use, and dissemination of non-publicly available information concerning
unconsenting United States persons that is acquired by targeting non-United States persons
reasonably believed to be located outside the United States pursuant to section 702 of the
Foreign Intelligence Surveillance Act of 1978, as amended ("the Act"). (U)

With respect to any unminimized communications acquired pursuant to section 702 of the
Act, the FBI will apply its standard minimization procedures as described in the Standard
Minimization Procedures for Electronic Surveillance of a non-U.S. Person Agent of a Foreign
Power (approved September 17, 1997) and its Standard Minimization Procedures for Physical
Search of a non-U.S. Person Agent of a Foreign Power (approved January 20, 1995) ("non-U.S.
Person Standard Minimization Procedures"), as amended by the Amendment to the FBI's
Standard Minimization Procedures for Electronic Surveillance and Physical Search (approved
September 29, 2006), with the following modifications: (S)

a. References to "non-United States person agent of a foreign power" shall be
understood to refer to non-United States persons reasonably believed to be located
outside the United States. (U)

b. In determining whether an individual is a non-United Stafes person, the following
presumptions apply: (S//NF) !

1. Ifan individual is known or believed to be located outside the United States,
he or she should be presumed to be a non-United States person unless the
individual is identified as a United States person or circumstances give rise to
the reasonable belief that the individual is a Unites States person. {S/ANF)—

c. Any communication acquired through the targeting of a person who at the time of
targeting was reasonably believed to be a non-United States person located outside
the United States but is in fact located inside the United States at the time such _
communication is acquired or is subsequently determined to be a United States person -
shall be removed from FBI systems upon recognition, unless the Director of the FBI
determines that such communication is reasonably believed to contain significant
foreign intelligence information, evidence of a crime that has been, is being, or is

—SECRET/NOFORN-
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EXHIBIT E

MINIMIZATION PROCEDURES USED BY THE CENTRAL INTELLIGENCE
AGENCY IN CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE
INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE

SURVEILLANCE ACT OF 1978, AS AMENDED

With respect to unminimized communications the Central Intelligence Agency (CIA)
receives from the National Security Agency (NSA) or the Federal Bureau of Investigation (FBI)
that are acquired pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), the CIA will follow the following minimization procedures: (U)

1. As used herein, the terms "Attorney General," "foreign power," "agent of a foreign power,"
"United States person," "person,” "foreign intelligence information," "international
terrorism," and "sabotage" have the meanings specified in sections 101 and 701 of the Act.

) :

2. Information about a United States person may be retained within CIA and disseminated to
authorized recipients outside of CIA if the identity of the United States person and all
personally identifiable information are deleted. A generic term may be substituted which
does not identify the United States person in the context of the message. If the information
cannot be sanitized in such a fashion because the identity is necessary, or it is reasonably
believed that it may become necessary, to understand or assess the information, that identity
may be retained or disseminated outside of CIA along with the information if:

a. The information is foreign intelligence information. Such information includes, but is not
limited to, information falling within one or more of the following categories:

(1) the information indicates that the United States person has acted or may be acting as
an agent of a foreign power, including information indicating that a United States
person was in contact with a foreign power under facts and circumstances indicating
that he intends to collaborate with a foreign power or become an agent of a foreign
power;

(2) the information indicates that a United States person may be a target of intelligence
activities of a foreign power;

(3) the information indicates that a United States person has engaged or may be engaging
in the unauthorized disclosure of properly classified national security information; or




