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20 December 20 13 

The Honorabl e James R. C lapper, Jr. 
Director of Natio nal lntell igence 
Washington, DC 205 11 

Dear Director C lapper: 

(U) Section 702 ( I) (2) of the FISA Amendments Act of2008 (FAA) authorizes the National Security 
Agency /Central Security Serv ice (NSA/CSS) Office of the Inspector Genera l (O IG) to assess the Agency's 
compliance with procedur es for targeting non-U .S. perso ns outside the United States. My Office reviews incidents 
involving compliance with procedure s for targeting non-U .S. persons outside the United States and incidents 
involving minimi zation of U.S. person information as they are reported to the OIG and quarterl y. Each incident is 
eva luated against the targeting and minimization procedure s adopted by the Director of National Intelligence and the 
Attorney General and approved by the Foreign Intelligence Surveillance Court. Thi s letter covers the 12-month 
period end ing 31 August 20 13. 

{Sh'SI/fNF) During that period , the OIG completed two reports on implem entation of FAA §702. The first was an 
assess ment of management contro ls over FAA §702, which examined the des ign of the manage ment controls that 
ensure comp liance with FAA §702 and the targeting and minimi zation procedures assoc iated with the 2011 
Certifications. Future studi es will test the identified controls. The seco nd report was a study of the management 
control s for 

(-sffN-f) In co mplian ce with the ta rgeting and minimization procedures of FAA §702, intelligence reports 
were disse minated by NSA/CSS····· ••••••••••• based on SIGfNT der ived 
from FAA §702 authoriz ed collection. Of the d isseminated reports, 3,477 contained one or more references 
to USPs. 2 During the previou s reporting period , NSA stopped coun ting references to U.S. service providers 
conta ined in an e-mail address as a USP reference if the e-mail address was used by a non-U SP. For example, a 
reference in a dissem inated report that targe t A comm unicated using e-mail acco unt targetA@USprovider.com is no 
longer includ ed as a report referencing a USP identity, if target A is a non- USP. Because this change was in effect 

1 (U) These reports were based in whole or in part on informat ion acq uired pursuant to FAA §702(a). 
2 (U) NSA does not maintain records that a llow it to readily determ ine, in the case of a report that includes 
information from severa l sou rces, from which source a reference to a USP came. According ly, the references to 
USP identities might have resulted from collect ion pursuant to FAA §702 or from other authorized SIGINT act ivity 
conducted by NSA that was reporte d in conjunction with information acquir ed under FAA §702 . 
f&l,lNf} The Central Intelligence Agency (CIA) does not cond uct acquisitions under FAA §702. However , it 
receives unm inimized communication s from NSA and FBI and disse minates information based on those 
communi ca tions. C IA-provid ed the. following-informat ion to-NSA for-inclusion in this.report. 
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for the entirety of the current reporting period, the total number ofN SA inte lligence reports counted for this report 
as containing one or more references to USPs is significantl y lower than last year.3 

(UlfFOUO) NSA /CSS released - USP identities in response to customer requests for USP identities not 
referred to by name or title in the original reporting.'' The majority of these requests were received from elements of 
the United States Intelligence Comm unity or federal law enforcement agencies. 

(~) During this reporting period , NSA determined that , on - occasions, se lectors belonging to non-USPs 
reasonabl y believed to be located outside the United States at the time of tasking were later suspected or confirmed 
to be accessed Ii-om within the United States. 

Of the - cases, were located through were located 
through 

(Sl/S l,l/~JF) On August 13, 20 13, DoJ filed a pre liminary notice of compliance incident w ith the FISC that advised 
the Court that the ••••••••••••••••• Report that NSA oversight personnel rely on as one 
of many post-ta sking checks to determin e if the users of telephon y selectors··· have 
entered the United States did not always account for se lectors that had been tasked in 

channels.5 On October 29, 2013 , DoJ filed another preliminar y 
notice of comp liance incident with the FISC regard ing a technical deficiency that also affected the efficacy of the 
post-tasking checks of telephony se lectors. NSA has implemented procedure s designed to prevent any potentially 
unauthorized e lectronic surveillance resulting Ii-om these defici encies in the post-tasking checks from being used in 
any SIG INT-derived reporting, FISA application s, or FAA §702 SIGINT targeting decisions without further review. 
If the post-tasking checks had worked as intended, the number of occasions on which se lector s belong ing to non
USPs reasonably believed to be located outside the United States at the time of tasking were later suspected or 
confirmed to be accessed from within the United States would have likely excee ded the - figure reported above . 

(U) As report ed in the OIG's quarterly report to the President's Inte lligence Oversight Board on NSA activities , 
compliance incid ents occurred under such circumstances as: 

• (U) Tasked selector not meeting the requirement s of the cert ificat ion 

• (U) System errors resulting in improper storage or access 

• (U) Delayed detasking of targets identified as USPs or traveling in the United States 

• (U) Dissemination errors 

• (U) Poor construct ion of database queries and 

• (U) USP status discovere d post-task ing. 

3 ~ For the previou s report ing period , NSA report ed that 4,932 intelligence reports contained one or more 
references to USPs, includ ing references to U.S. e lectronic communicat ions provider s as part of a communications 
identifier. 
4 (S#NF-) For the previou s reporting period, NSA report ed that- identit ies were disseminated in response to 
reques ts for identities not referred to by name or title in the origina l reporting . For the current reporting period , 
fewer than a quarter of these dissem inated USP identitie s were proper names ofindividuals or their titles. In the 
majority of instances , the released identity informat ion consisted of 

5 (U/tf98G) NSA sent a Congress ional Notification on this matter on August 26, 2013 with the subject of 
''C ongress ional Notification - Post-Tasking Contro ls- INFORMATION MEMORANDUM " 
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(U) Action has been taken to correct mistakes, and management processes have been reviewed and adjusted to 
reduce the risk of unauthorized acquisition and improper retention of USP communications. 

(U) This is the fifth year for which the OIG has reviewed the Agency's compliance with FAA §702 for the 
Congress. To ensure consistency between DIRNSA 's report of the annual review conducted in accordance with 
FAA §702 (I) (3) and this OIG report, the OIG and the Signals Intelligence Directorate worked together to achieve a 
common understanding of the reporting requirements and have agreed on a methodology for accumulating and 
analyzing compliance statistics. 

(U) The OIG continues to exercise oversight of Agency intelligence activities. 

A £Ct2~ 
DR.GE~D 

Inspector General 

Copy Furnished: 
The Honorable Irvin C. McCullough Ill 
Inspector General of the Intelligence Community 
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